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Pre-requisites for Knox Platform for Enterprise
Managed Google Play [MGP] Configuration
Android Enterprise Deployment Modes
= Work Profile
= Fully Managed Device
= Fully Managed Device with a Work Profile
= Work Profile on a Company-Owned Device
= Dedicated Device
Android Enterprise configuration
Work Profile enroliment flow
Fully Managed enroliment flow
Fully Managed Device with a Work Profile enroliment flow
Dedicated Device configuration
Configure Knox Service Plugin [KSP] Standard and Premium
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Citrix Endpoint Management Collateral & Contacts

Contacts:
sruk.rtam@samsung.com

Knowledge Base:
https://www.citrix.com/support/
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Pre-Requisites for Knox Platform for Enterprise

1. Obtain access to Endpoint Management console
2. A Gmail account to map to Endpoint Management for Managed Google Play
3. Consider what enrollment method to use:

= Knox Mobile Enroliment (KME)

= QR Code enroliment

= Email enroliment

= Server details enroliment
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Configure Android Enterprise

Within the Endpoint Management console, select the cog icon in the top right corner
 Select Android Enterprise
-+ Select Connect

Analyze Manage Configure Monitor

Settings
Authentication Notifications Server Frequently Accessed Items
Derived Credentials for i05 Carrier SM5 Gateway ActiveSync Gateway .
Android Enterprise
Identity Provider (IDP) Notification Server Citrix Gateway
Enrollment
Notification Templates Cloud Connector Allow List

Certificate Management Certificates

Endpoint Management Tools
Certificates Platforms . .

Identity Provider (IDP)

Enrollment

Credential Providers Alexa for Business

Release Management

Firebase Cloud Messaging

PKI Entities Android Enterprise

LDAP
Android SafetyNet

Client
Apple Configurator Android Enterprise v

To set up Android Enterprise for your company, bind Citrix Endpoint Management as your enterprise mobile management (EMM) provider through Google Play.

Client Branding

Apple Deployment
Client Properties

Client Susport Goagle Chrome @ Ifyou're a G Suite customer, it’s recommended to use legacy Android Enterprise settings to manage Android. Click on'V to switch back.

We are taking you out to Google Play to register Citrix as your EMM provider

When you click Connect, a window opens. If 2 window doesn't open, check your pop-up settings.

Sign in to Google Play with your corporate Google ID. Enter your organization name and confirm that Citrix is your EMM provider.
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Configure Android Enterprise

« Sign in with your Google Account and select Get started

« Enter a Business name, select Next

- Data Protection Officer and EU Representative are optional, select Confirm
- Select Complete Registration

B Google Play

Data Protection Officer

[
Business name

Bl'ing And I'Oid tO Work — We need some details about your business

Set up complete

Business name Thanks for choosing Android enterprise.

- e
T
‘3 8 Your answer
- S

Your Company

Enterprise mobility management (EMM) provider

Citrix
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% Knox

Deployment Modes

Android Enterprise can be deployed in the following 5 deployment modes

1. Work Profile [ formerly known as Profile Owner]

2. Fully Managed Device [ formerly known as Device Owner]

3. Fully Managed Device with a Work Profile [ formerly known as COMP, up to Android 10]
4. Work Profile on Company-owned Device [WPC, on Andoid 11+]

5. Dedicated device [ formerly known as COSU]

Citrix Endpoint Management can support all of these deployment modes. In this next section
we will show you how to configure each of these 5 deployment modes in Citrix Endpoint
Management for your device fleet.

— — s — B
DO

Personal profile Work profile
Personal apps and personal ‘Work apps and work data.
* data.

Personal profile
........... Contains personal apps and
personal data Employee facing
Enterprise has no access, no Enterprise has full access, .. Contains only work
visibility, and limited full visibility, and full apps and work data.
management capabilities. management capabilities

within the work profile.
L

Work profile

e Contains work apps and work
data.

N——

Fully Managed Device
Work Profile Fully Managed Device with a Work Profile Dedicated Device
or
Work Profile on a
Company-owned Device
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Work Profile Configuration

In order to enroll with Work Profile, you should create an enrollment profile.

Within Endpoint Management navigate to: Configure, Enroliment Profiles, select Add
 Enter a Enroliment profile name of your choice, select Next

« For Management, select Android Enterprise

 For Device owner mode, select None - BYOD work profile will automatically turn on
- Select Next

= | Citrix Cloud Endpoint Management

Analyze Manage Monitor

Device Policies Apps Media Actions Content Collaboration

Enrollment Profiles
Apps Media Acti

Device Polices =~ Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups Enrollment Conﬁguratlon
& e — Specify device management settings for this enroliment profile.
Add .
Device management
_ Enrollment Profile Enroliment Info gement &
Enrollment profile name Set the number of devices a user can enraoll. The default is unlimited, which lets users enroll an unlimited number of devices. Management & Android Enterprise @
Global | 1 Enrollment Info Enroliment profile name * Legacy device administration {not recommended) @
ons Do not manage devices (@
2 : o Total number ofdevice  ser cn el | it -
Device owner mode Company-owned device @
Android Fully managed with work profile &

Dedicated device (@

Windows BYOD work profile @
3 Assignment (optional) —_

i i Application management @
Citrix MAM m @

User consent

Allow users to decline device m @

Note: On the latest console, the second Device owner mode now reads:

8 Fully managed with work profile / Work profile on corporate-owned devices @ Secured by Knox



Work Profile Configuration

« ForiOS, Application management and User consent are optional, select Next
« For Windows, Device Management, User consent and Workspace integration are optional, select Next
« Select a Delivery Group and select Save

=  Citrix Cloud Endpoint Management Citrix Clo Endpoint Management

Analyze Manage Configure Monitor -
Analyze Manage Configure Meonitor
Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
Enrollment Profile Enrollment Configuration

Enrollment Profile Enrollment Configuration
Specify device management settings for this enroliment profile.

specify device management settings for this enrollment profile.

1 Enroliment Info Device management & ]
Device management ()
Management @ Apple Device enroliment @ 1 Enroliment info
2 Platforms Do not manage devices ® Management @ Fullymanaged @
2 Platforms Do not manage devices @
Android Application management &

Android
Allow users to decline device
05 € °

management

User consent

Citrix MAM
. s @D ©

Windows User consent

Allow users to decline device (@) @

Assignment (optional) management

windows Workspace integration @

w

Enroliment through Workspace app

3 Assignment (optional)

. . ) James King
Citrix Cloud Endpoint Management Samsung Research UK~ ™
orgiD: 52213286

Analyze Manage Configure Monitor & B\

Enrollment Profiles

Device Policies Media Actions Content Collaboration Delivery Groups

Enroliment Profile Delivery Group Assignment x
Attach this enroliment profile to one or more delivery groups.
1 Enroliment Info Choose delivery groups Type to search Q Delivery groups to receive app assignment
2 Platforms AllUsers TestUser
Android
ios
Windows

3 Assignment (optional)

ek
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Android Enterprise: Work Profile Enroliment

09:56 (& & . Frall 2

< Q

Citrix

Citrix Secure Hub

2.6% M+ B

15K reviews

About this app

Finally. All of your work in one place on your phone or
tablet.

Business

Ratings and reviews ©

iy —

1| (@) <

Install Citrix Secure Hub
From the Google Play Store

Downloads PEGI3 ©

Install

9

sse enter the credentials M%byyom organization.
' (0]

{A) UPN, Email or Server

Open Secure Hub and enter
your Citrix Endpoint Management
Server URL

= e e o

citrix. | Secure Hub

‘7
th provided by your
organization,

Ple h

SY username or Email Address

@ Password

Enroll Your Device

Enrolling secures your device and your work
apps. Do you want to enroll your device?

XS

'4,-!"“

ajwlelr{tfyfulifole

1/2§3}4§5/6170889f0]

alsidiflglhljjkj!
Zixjeclvibinjfm

i :‘.Jr,‘ @ EN(UK) . .com

Yes, enroll

Enter your Citrix credentials
and select Next

15156 A £ Aol

10:01 & G @@ - Fall

Creating
Work profile...

Work app icons are marked with
a badge so you can tell them
apart from your personal apps.

Set up a work profile

You're about to set up a work profile that will be
managed and monitored by your organisation.

Samsung Knox uses your personal data. See
the Samsung Knox Privacy Policy for details.

1l @] <

Confirm

Creating Work profile..

10
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How to tell that Work Profile has been successfully set up:

1517 & 8

Search

Samsung

©

VETo S

f

Facebook

Clock

Samsung
Notes

Google  Microsoft Play Store YouTube
Apps

©0@ ~

Google Chrome Gmail Samsung
Pay

C ® O 3%

Phone  Messages Camera Gallery

@ o a®

Contacts  Settings  Calendar Calculator

% = @

Game AR Zone Tips
Launcher

Personal

Personal Tab

15117 Gd &

Search

~ K
~ Za

Contacts Google My Files  Play Store Secure Hub

Personal

Work Tab

%

No SIM card — Emergency calls only

188l /
Thu, 2 September

% Knox

No mention of device belonging

to your organization
on lock screen

11
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Fully Managed Device Configuration

In order to enroll a Fully Managed device, you should create an enroliment profile.

«  Within Endpoint Management navigate to: Configure, Enrollment Profiles, select Add
« Enter a Enrollment profile name of your choice, select Next

« For Management, select Android Enterprise

« For Device owner mode, select Company-owned device

» Select Next

=  Citrix Cloud Endpoint Management = | Citrix Cloud Endpoint Management 3 Samsuing Researt

OrgiD: 52213286

Analyze Manage Configure Monitor &

Analyze Manage Monitor

Device Policies Apps Media Actions Content Collaboration

Enroliment Profiles

Delivery Groups

Device Policies Media Actions Content Collaboration Enroliment Profiles Delivery Groups

Enrollment Profiles Enrollment Profile Enroliment Configuration

Specify device management settings for this enroliment profile.

|51 .
Add 1 Enroliment Info Device management @

Enrollment profile name Created on 2 Platforms Legacy device administration (not recommended) ®

Global 14/08/20 15:20:08 Do not manage devices ®

Android
Device owner mode I @ Company-owned device @ I
Analyze Manage Configure Monitor ios Fully managed with work profile @
Dedicated device ®
Device Policies Media Actions Content Collaboration Enrollment Profiles Delivery Groups Windows None ®
3 Assignment (optional) BYOD work profile of @

Enroliment Profile Enroliment Info

Set the number of devices a user can enroll. The default is unlimited, which lets users enroll an unlimited number of devices. Application management ®

1 Enrollment Info Enroliment profile name * crixvan @D @
2 Platforms Total number of devices a user can enroll unlimited = User consent
droid Allow users to decline device
Androi
105
Windows —

3 Assignment (optional)

Note: On the latest console, the second Device owner mode now reads:

12 Fully managed with work profile / Work profile on corporate-owned devices @ Secured by Knox



Fully Managed Device Configuration

« ForiOS, Application management and User consent are optional, select Next
- For Windows, Device Management, User consent and Workspace integration are optional, select Next
« Select a Delivery Group and select Save

=  Citrix Cloud Endpoint Management Citrix Clo Endpoint Management

Analyze Manage Configure Monitor -
Analyze Manage Configure Meonitor
Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
Enrollment Profile Enrollment Configuration

Enrollment Profile Enrollment Configuration
Specify device management settings for this enroliment profile.

specify device management settings for this enrollment profile.

1 Enroliment Info Device management &
Device management ()
Management @ Apple Device enroliment @ 1 Enroliment info
2 Platforms Do not manage devices ® Management @ Fullymanaged @
2 Platforms Do not manage devices @
Android Application management &

Android

Allow users to decline device
05 €D

management

User consent

Citrix MAM
. s @D ©

Windows User consent

Allow users to decline device (@) @

Assignment (optional) management

windows Workspace integration @

w

Enroliment through Workspace app

w

Assignment (optional)

. . ) James King
Citrix Cloud Endpoint Management ung Research UK ™
286

Analyze Manage Configure Monitor

Device Policies Media Actions Content Collaboration Enroliment Profiles Delivery Groups

Enroliment Profile Delivery Group Assignment x
Attach this enroliment profile to one or more delivery groups.
1 Enroliment Info Choose delivery groups Type to search Q Delivery groups to receive app assignment
2 Platforms AllUsers TestUser
Android
ios
Windows

3 Assignment (optional)

ek
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% Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you heed to ensure the device is factory reset and
at the welcome screen. From here, there are 3 ways you can enroll your device into Citrix Endpoint Management as an
Android Enterprise Company-owned device.

1. DPC Identifier [Also known as the hashtag method] afwixenmobile
2. QR Code Enroliment / NFC Enroliment
3. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the DPC Identifier method.

a citnx. | Secure Hub
C ~
Google a G
Check out info Signin Android Enterprise Google Services
€Cx out some Info to Use your Google Account. Learn more This account requires mobile device Android Enterprise
get started Install the Citrix Secure Hub app ol Tap to find out more about each service, such
fmallerphone orca s ickes requred byl R as how to turn it on or off later. Data will be
Your data will be used according to our Privacy afwiixenmobile ’ o eoeReeIiploesrenlnd by the pee ised sccording to Bopales Privacy Policy @
bl apeoont with this phon =
Forgot I your phone’s |
nd cont: 0
& End User Licence Agreement Citrix Secure Hub N N Location
| | Seseits Samsung Knox uses your personal data. See LRt
I_et S gO . Detalla CrodtREcHi the Samsung Knox Privacy Policy for details. Q@  Uselocation v
) Do you want to install this application?
Englsh (United Kingdom) v @ Sending of Diagnostic Data Google @
Details
Caial — To learn more, contact your IT admin
@ Information Linking (opt & @ g i)
4 Your organ | manage and monitor this O ey ar
Details device using the following app on-based service 142k3k4is51el7laloto
@ Receipt of Marketing Information (optiona :
Details 0 A“G\}Affcaﬂrﬂm‘c{ = ° giwielrjtiyjufijolp
Secure Hub for Wi i networks and nearby
Yoces o1 0y L, Seen when ajsfdifiabhpjlk]!l
@ | have read and agree to all of the above Ni-F} or Bluetoot
B z|xicivibln|m &
o Nt
m Skip Next skip e @ LK) . com Next
< Accept & continue
Emergency call Accessibility < L] (@] v it
< < < | (@] < De—
; ; Accept Enter your Citrix Endpoint Enter your Citrix
Select the arrow Accept the EULA, Enter afwitxenmobile Install Instail Accept & continue er your C dpo er your Ci
Next then select Next Management credentials
server URL and select Next
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% Knox

as been successfully set up:

S R

X . N
% . SRR 1634 0 R 8 ST

How to tell that a Fully Managed Device h

16:34 & ergency calls only . =1 98%8

\

= 98%M

16:34

Mon, 6 September

v

Your device is successfully enrolled

Play Store Google

Device is successfully enrolled Sparse set of applications Device belongs
including Secure Hub to your organization
on lock screen
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Fully Managed with a Work Profile Configuration

In order to enroll Fully Managed with a Work Profile, you should create an enroliment profile.

«  Within Endpoint Management navigate to: Configure, Enroliment Profiles, select Add
« Enter a Enroliment profile name of your choice, select Next

- For Management, select Android Enterprise

- For Device owner mode, select Fully Managed with Work Profile

- Select Next

=  Citrix Cloud Endpoint Management =  Citrix Cloud Endpoint Management Samsung Resea

OrgiD:- 52213286

Analyze Manage Monitor

Device Policies Apps Media Actions Content Collaboration

Analyze Configure Monitor & o

Enrollment Profiles

Delivery Groups

Device Policies Media Actions Content Collaboration Enroliment Profiles

Delivery Groups

Enrollment Profiles

Enrollment Profile Enroliment Configuration
A%n Specify device management settings for this enrollment profile.

Enroliment profile name Created on 1 Enroliment Infa Device management (&

Management I @ Android Enterprise @I

Global 14/08/20 15:20:08

2 Platforms Legacy device administration [not recommended) @)

Do not manage devices (@

Analyze Manage Configure Monitor Android
. . . . . Device owner mode Company-owned device @
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups )
105 I @ Fully managed with work profile @ I
Dedicated device (&
Enrollment Profile Enroliment Info Windows
Set the number of devices a user can enroll. The default is unlimited, which lets users enroll an unlimited number of devices. None &
1 Enroliment Info Enroliment profile name * 3 Assignment (optional) BYOD work profile m ®
2 Platforms Total number of devices a user can enroll unlimited -
Application management @
Android
Citrix MAM m ®
ioS
windows User consent

. Allow users to decline device
3 Assignment (optional)

Note: On the latest console, the second Device owner mode now rea
16 Fully managed with work profile / Work profile on corporate-owned devices @ Secured by Knox
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Fully Managed with a Work Profile Configuration

 ForiOS, Application management and User consent are optional, select Next
- For Windows, Device Management, User consent and Workspace integration are optional, select Next
 Select a Delivery Group and select Save

=  Citrix Cloud Endpoint Management Citrix Clo Endpoint Management

Analyze Manage Configure Monitor -
Analyze Manage Configure Meonitor
Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
Enrollment Profile Enrollment Configuration

Enrollment Profile Enrollment Configuration
Specify device management settings for this enroliment profile.

specify device management settings for this enrollment profile.

1 Enroliment Info Device management &
Device management ()
Management @ Apple Device enroliment @ 1 Enroliment info
2 Platforms Do not manage devices ® Management @ Fullymanaged @
2 Platforms Do not manage devices @
Android Application management &

Android

Allow users to decline device
05 €D

management

User consent

Citrix MAM
. s @D ©

Windows User consent

Allow users to decline device (@) @

Assignment (optional) management

windows Workspace integration @

w

Enroliment through Workspace app

w

Assignment (optional)

. . ) James King
Citrix Cloud Endpoint Management ung Research UK ™
286

Analyze Manage Configure Monitor

Device Policies Media Actions Content Collaboration Enroliment Profiles Delivery Groups

Enroliment Profile Delivery Group Assignment x
Attach this enroliment profile to one or more delivery groups.
1 Enroliment Info Choose delivery groups Type to search Q Delivery groups to receive app assignment
2 Platforms AllUsers TestUser
Android
ios
Windows

3 Assignment (optional)

ek
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% Knox

To enroll your device as an Android Enterprise Fully Managed with a Work Profile, you need to ensure the device is factory
reset and at the welcome screen. From here, there are 3 ways you can enroll your device into Citrix Endpoint Management
as an Android Enterprise Fully Managed with a Work Profile.

1. DPC Identifier [Also known as the hashtag method] afwixenmobile

2. QR Code Enroliment / NFC Enrolilment
3. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the DPC Identifier method.

500G oy
Signin
Check out some info to Use your Google Account. Learn more
get started ‘
R f
Let's go!
English (United Kingdom)
@ in
D «
< <
Select the arrow Acceptthe EULA,  Enter afwixenmobile Install
Next then select Next

a -] ~
Set up your phone

This device isn't private
‘our IT admin may be able to see your data
and activity on this device,

Creating
Work profile...

Location

QSecureHub
. ation v

0 you wa stall this application?

Do you want to install this application Gaacki 5 Y 5 i ™Y

(& | s 5 e
Q e 56 11283841516k 7]8

qgiwilelritiyfjuli

alsidifigih]ijlk

%Q_Zxcvbnm

< Accept & continue
< < 1 (6]

Accept Enter your Citrix Endpoint Management Creating Work
server URL and credentials profile...
and select Next

Install Accept & continue Next
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Android Enterprise: Fully Managed with a Work Profile Enroliment

How to tell that Fully Managed with a Work Profile has been successfully set up:

16148 O 8
3 16490 8 . 5 No SIM card — Emergency calls only
o 0

Search Search

0 16:47
M:s Ply? @ . = ‘b @ Q % r‘l>:ri,3September
\

Messa
ges Contacts  Google My Files Play Store Secure Hub
. \ )
G (¢ O 38

Camera Contacts Settings Secure Hub

Personal Personal

Personal Tab Work Tab Device is managed

by your organization
on lock screen
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Work Profile on a Company Owned Device Configuration

In order to enroll Work Profile on a Company Owned Device, you should create an enroliment profile.

«  Within Endpoint Management navigate to: Configure, Enroliment Profiles, select Add

« Enter a Enroliment profile name of your choice, select Next

- For Management, select Android Enterprise

- For Device owner mode, select Fully Managed with work profile/ Work profile on corporate-owned devices
« Select Next

Enrollment Configuration
Specify device management settings for this enrollment profile.

=  Citrix Cloud Endpoint Management

Workspace integration @

Analyze Manage Monitor

Device Policies Apps Media Actions Content Collaboration

Enrollment through Workspace app < @

Enrollment Profiles

Device management &
Enrollment Profiles

|5
Add

Enroliment profile name Created on

Management O Android Enterprise | @

O Legacy device administration (not recommended) @

O Do not manage devices @

Global 14/08/20 15:20:08

Device owner mode O Company-owned device @

I@ Fully managed with work profile / Work profile on corporate-owned devicesl @

O Dedicated device 5
O None @

Monitor

Analyze Manage Configure

Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups

Enrollment Profile Enroliment Info BYOD work profile X ®
Set the number of devices a user can enroll. The default is unlimited, which lets users enroll an unlimited number of devices.
1 Enrollment Info Enroliment profile name * . ;
Application management 2
2 Platforms Total number of devices a user can enroll unlimited Citrix MAM X @
Android
. User consent
10S
Allow users to decline device management < @
Windows —_—

3 Assignment (optional)

Note: On the latest console, the second Device owner mode now reads:

20 Fully managed with work profile / Work profile on corporate-owned devices @ Secured by Knox



Work Profile on a Company Owned Device Configuration

« ForiOS, Application management and User consent are optional, select Next
- For Windows, Device Management, User consent and Workspace integration are optional, select Next
« Select a Delivery Group and select Save

=  Citrix Cloud Endpoint Management Citrix Clo Endpoint Management

Analyze Manage Configure Monitor -
Analyze Manage Configure Meonitor
Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
Enrollment Profile Enrollment Configuration

Enrollment Profile Enrollment Configuration
Specify device management settings for this enroliment profile.

specify device management settings for this enrollment profile.

1 Enroliment Info Device management & ]
Device management ()
Management @ Apple Device enroliment @ 1 Enroliment info
2 Platforms Do not manage devices ® Management @ Fullymanaged @
2 Platforms Do not manage devices @
Android Application management &

Android
Allow users to decline device
05 € °

management

User consent

Citrix MAM
. s @D ©

Windows User consent

Allow users to decline device (@) @

Assignment (optional) management

windows Workspace integration @

w

Enroliment through Workspace app

3 Assignment (optional)

. . ) James King
Citrix Cloud Endpoint Management Samsung Research UK~ ™
orgiD: 52213286

Analyze Manage Configure Monitor & B\

Enrollment Profiles

Device Policies Media Actions Content Collaboration Delivery Groups

Enroliment Profile Delivery Group Assignment x
Attach this enroliment profile to one or more delivery groups.
1 Enroliment Info Choose delivery groups Type to search Q Delivery groups to receive app assignment
2 Platforms AllUsers TestUser
Android
ios
Windows

3 Assignment (optional)

ek
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% Knox

At the time of writing, custom JSON code needs to be included in a QR Code or a KME Profile in order to enroll into WPC

successfuly.

Analyze Manage Configure Monitor

To generate such a QR code, follow these steps: Settings

Platform Configurations  Authentici Settings I
* Within EndPOint quagement nGVigqte the Settings Cog FATFORA CONARIRATIONS Platform Configurations Authentication Client Notifications

« Select Android

- Select Android Enterprise QR Code

« Enter your server details, eg. domain.xm.cloud.com Ancrad

- Enter your username and password to be used on the device

« Select Generate QR Code J i*dEj‘DG L
« IMPORTANT: ——

Android Enterprise QR Code
caode for Android Enterprise enrollment.

To enroll devices in the work profile on corporate-owned devices mode, add
"desiredProvisioningMode": "managedProfile”, to the custom JSON under PROVISIONING_ADMIN_EXTRAS_BUNDLE.
- Select Generate QR Code (again), resulting in:

Settings - Android Enterprise QR Code i
"android.app.extra. PROVISIOMING_DEVICE_ADMIN_COMPOMNENT_NAME™ "com.zenprise/com.zenprise.configuration. AdminFunction™,

“android.app.extra.PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM™: "gn70ZUtheu3]BAinzZRrrjCQvELOOELIIOjcxT3-yKM",
Android Enterprise QR Code "android.app.extra. PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION":
“https://play.google.com/managed/downloadManagingApp?identifier=xanmobile”,

"android.app.extra. PROVISIONING_SKIP_ENCRYPTION": false,

"android.app.extra. PROVISIONING _LEAVE_ALL_SYSTEM_APPS_ENABLED™ false.

"android.app.extra. PROVISIONING_SKIP_USER_COMNSENT™ true,

"desiredProvisioningMode™ "managedProfile”,
i=iRe e v L e e s
"username": "username”

"password™: "password”

Generate a QR code for Android Enterprise enrollment. Specify the following information if needed or edit the JSON output directly.

User name username

1
I

}

Password password 2 M

" Generate QR Gode |
22 % Secured by Knox




Android Enterprise: Work Profile on a Company Owned Device Enroliment

To enroll your device as an Android Enterprise Work Profile on a Company Owned Device, you need to ensure the deviceis
factory reset and at the welcome screen. From here, there are 2 ways you can enroll your device into Citrix Endpoint
Management as an Android Enterprise Work Profile on a Company Owned Device.

1. QR Code Enroliment / NFC Enroliment
2. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the QR Code method.

. 98%0

Welcome!

English (United Kingdom) ¥

Select Start

Scanning for a QR code... This device belongs to your Getting ready for work setup...

To learn more, contact your IT admin.

Scan the QR code
just generated
& connect to WiFi

Getting ready
for work setup..

Creating
work profile...
Work app icons are marked with

abadge so you can tell them
apart from your personal apps.

Creating

work profile...

> Enrollment details

Your organization can never access your:

+ Call and web history
and
cts and calendar

Your organization might have access to:
* Device model

-+ Serial number

+ Operating system

+ Listof apps

How your organization uses these details:

your
be able to protect your information
vice o removing work profile and

Contact your IT admin for more information about
how your organization uses work profile.

Begin Enroliment

Tl 97%8

G

Google Services
Tap to find out more about each service, such
as how to turn it on or off later. Data will be
used according to Google's Privacy Policy.

Location

9 Uselocation
Allow apps an

locat

@ Allow scanning v

Wi-Fi or Bluetooth is off.

Device maintenance

Accept
Google Services

Foal 9750

@

A few legal items to review

Your data will be used according to our Privacy

@ End User Licence Agreement
Details

@ sending of Diagnostic Data (optional)

Details

@ Information Linking (optional)

Details

@ Receipt of Marketing Information (optional)
Details

@ 1 have read and agree to all of the above.

Accept the appropriate
legal terms and
select Next
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Android Enterprise: Work Profile on a Company Owned Device Enroliment

How to tell that Work Profile on a Company Owned Device has been successfully set up:

1703 A & & - 1703 G & ¢ -

Search

> ®mQ %

Contacts \ARIES Play Store Secure Hub

Search

Samsung Google Microsoft Apps  Play Store

IORN-

Samsung Pay Galaxy Store Facebook  Spotify: Music
and Podcasts

G X 0 o

Camera Gallery Clock Contacts

o 0 ® @

Settings Calendar Samsung Samsung
Calculator Notes

t 17:04

"};) Mon, 18:0ctaber:
3 OR B

" m Aan ’

Work apps and data are visible to your IT

Personal data is separate and hidden "
admin

from work apps B

Next (01,4

S evice belongs to your 'o.rganisaiion

=

e
Personal *  Omuntil full ¥
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Dedicated Device Configuration

In order to enroll a Dedicated device, you should create an enroliment profile.

Within Endpoint Management navigate to: Configure, Enrolilment Profiles, select Add
Enter a Enroliment profile name of your choice, select Next

For Management, select Android Enterprise

For Device owner mode, select Dedicated device

Select Next

=  Citrix Cloud Endpoint Management

Analyze Manage Configure Monitor & o

Analyze Manage Vanfien Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups

Specity device management settings for this enroliment profile.
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups

Enrollment Profile Device management @
Management
Enrollment Profiles 9 - =
1 Enrollment Info Legacy device administration (not recommended) @
™ Do not manage devices @
i 2 Platforms
Device owner mode Company-owned device @
Enroliment profile name Created on N
. Fully managed with work profile &
Android i J .
Global 14/08/20 15:20:08 @ Dedicated device @
i0s None @
Analyze Manage Configure Monitor BYOD work profile m ®
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
optional) Application management @
Citrix MAM m ®
Enroliment Profile Enroliment Info
Set the number of devices a user can enroll. The default is unlimited, which lets users enroll an unlimited number of devices.
User consent
1 Enrollment Info Enrollment profile name *
Allow users to decline device management m @
2 Platforms Total number of devices a user can enroll unlimited =
Android Back
105
Windows P—
Next >
—

3 Assignment (optional)

Note: On the latest console, the second Device owner mode now reads:
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Dedicated Device Configuration

« ForiOS, Application management and User consent are optional, select Next
- For Windows, Device Management, User consent and Workspace integration are optional, select Next
« Select a Delivery Group and select Save

=  Citrix Cloud Endpoint Management Citrix Clo Endpoint Management

Analyze Manage Configure Monitor -
Analyze Manage Configure Meonitor
Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
Enrollment Profile Enrollment Configuration

Enrollment Profile Enrollment Configuration
Specify device management settings for this enroliment profile.

specify device management settings for this enrollment profile.

1 Enroliment Info Device management & ]
Device management ()
Management @ Apple Device enroliment @ 1 Enroliment info
2 Platforms Do not manage devices ® Management @ Fullymanaged @
2 Platforms Do not manage devices @
Android Application management &

Android
Allow users to decline device
05 € °

management

User consent

Citrix MAM
. s @D ©

Windows User consent

Allow users to decline device (@) @

Assignment (optional) management

windows Workspace integration @

w

Enroliment through Workspace app

3 Assignment (optional)

. . ) James King
Citrix Cloud Endpoint Management Samsung Research UK~ ™
orgiD: 52213286

Analyze Manage Configure Monitor & B\

Enrollment Profiles

Device Policies Media Actions Content Collaboration Delivery Groups

Enroliment Profile Delivery Group Assignment x
Attach this enroliment profile to one or more delivery groups.
1 Enroliment Info Choose delivery groups Type to search Q Delivery groups to receive app assignment
2 Platforms AllUsers TestUser
Android
ios
Windows

3 Assignment (optional)

ek
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Android Enterprise: Dedicated Device Enroliment

To enroll your device as an Android Enterprise Dedicated device, you need to ensure the device is factory reset and at the
welcome screen. From here, there are 3 ways you can enroll your device into Citrix Endpoint Management as an Android
Enterprise Dedicated device.

1. DPC Identifier [Also known as the hashtag method] afwixenmobile
2. QR Code Enroliment / NFC Enroliment
3. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the DPC Identifier method.

& is o = 2 & -
i B T )
Ii'F . ) ) )
o . - aitrix | Secure Hub
Google a G citn | Secure Hub:
ign i i i 5 ‘Please enter tie credentials provided by your
Check out some info to Sionin Android Enterprine Set up your phone Google Services 3 gl
u Use your Google Account. Learn more This account requires mobile device ¥ et cah thanilonahd Thanags seiings Android Enterprise R Usernarne or Emall Addiess -
get started S Install the Citrix Secure Hub app Coorts BE0ass; ppe; permitiore Tap to find out more about each service, such ) UPN, Emal or Server bbbl R
mail or phone g i i i theftprotection featirés, and data assoelated as how to turn it on or off later. Data will be - @ b o §
7 . ” afddvenmoblle o enforce security policies required by the 3 3 : R : vilser
VEDM dvala Wil et accordin o o, Erivacy l account. with this phone, including network activity and used according to Google's Privacy Policy. atal e e Pt

your phone's location information, call history, —
and contact search history. 3

Forgot email?

End User Lit A t - itri Locati
i | @ End User Licence Agreemen B4l Citrix Secure Hub 5 i SefieUlil Kiiox lises ynkir persoial data5ad ocation P
Let S g O . Detalls ecure Fu the Samsung Knox Privacy Policy for details. 9 u 213
5 ) . Do you want to install this application? A e
English (United Kingdom) + & sending of Diagnostic Data (optional) Google
Details
IT ad: e
Catidal — To leam more, contact your IT admin. ol e
@ Information Linking (optional) AT
. Your organisation will manage and monitor this
Details device using the following app: 142F3
@ Receipt of Marketing Information (optional) . f
Allow scanning v w
Details ° 9 - q efeitiylulifolp

Allow apps and s
Secure Hub for Wi i
d

Wi-Fi or Bluetooth is off.

@ | have read and agree to all of the above.

4 e
skip ‘ @) B | eom
< Accept & continue
Emergency call Accessibility < s
< TTE “
. . cce .. . ..
Select the arrow Enter afwixenmobile Install Instail Accept & continue P Enter L‘;‘:\Z‘é‘;ﬁ:&dpqnt En:;;é:‘:\';igl';"’(
then select Next
server URL and select Next

27 % Secured by Knox



% Knox

The Knox Platform for Enterprise solution provides a robust set of features on top of the core
Android Enterprise platform, to fill security and management gaps and meet the strict
requirements of highly regulated industries.

The Knox Platform for Enterprise solution comes in a two tiered offering:
- Knox Platform for Enterprise : Standard Edition [FREE]

- Knox Platform for Enterprise : Premium Edition [FREE or $ for some special options such as
Dual DAR]

Knox Platform for Enterprise : Standard Edition offers free additional policies you can use to
provide enhanced security, manageability and usability over your Samsung device fleet,
running Android Enterprise on Android 8.0 or above.

SAMSUNG
Knox Platform
for Enterprise

r-Y
I'l
Android
Enterprise

28 % Secured by Knox



Configure Knox Platform for Enterprise using Knox Service Plugin

« Within Endpoint Management Console, havigate to: Configure, Apps
« Select Add, then select Public App Store

—  Citrix Cloud Endpoint Management

Analyze Manage Configure Monitor
Device Policies Apps Media Actions Content Collaboration Enroliment Profiles Delivery Groups
~ Apps
Use the MDX Service on Citrix Cloud to wrap an app for delivery. PUDI iC Apﬁ StDI"E
¢ 8 Q Free or paid apps available in a public app store, such as iTunes or Google
= cteaen P Play, for download
Icon A Name e :
PP e Example: GoToMeeting
Citrix Files MDX
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Configure Knox Platform for Enterprise using Knox Service Plugin

« Enter a Name of your choice

» Tick only Android Enterprise on the left column

+ Select Next

- Search for and Approve the Knox Service Plugin

Public App Store App Information

1 App Information

2 Platform Clear All Name * Ksp =
hone Description N
Managed Google Play store
iPad
Android (legacy DA) App category All Selected . Google Play I [ Knox Service Plugin

Android Enterprise I

Windows
Desktop/Tablet

Apps

Knox Service Pl
Samsung Electronic

* ok ok ok

Knox Service Plugin

Samsung Electronics Co., Ltd. * & kh o 139 &
E PEGI3

g

& This app offers managed configuration
Samsung Knox [/

Samsun 35D INC © This app is only available in certain countries

II’ o = —

-]
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Configure Knox Platform for Enterprise using Knox Service Plugin

Select Knox Service Plugin
Select a Delivery Group of your Choice
Select Save
Device Policies Apps Media Actions Content Collaboration Enrollment Profiles
Public App Store Delivery Group Assignments (optional)
Assign this app to one or more delivery groups.
Z2 Plattorm a
Choose delivery groups Type to search
iPhone
AllUsers
Managed Google Play | © reser
Type an app name or keyword in the field and search for your desired app. When you click your app in the resu Android (legacy DA)
com.samsung.android.knox.kpu S h
: ! * Android Enterprise
Search results for com.samsung.android.knoxkpu in Managed Google Play Windows
Desktop/Tablet

Windows Phone

Knox Service Plugin
Samsung Electronics ... .
3 Approvals (optional)

» Deployment Schedule @

4 Delivery Group

Didn't find the app you were looking for? Assignments (optional)

App Details

Name * Knox Service Plugin

Description * For enterprise IT Admins to setup Knox policies on Samsung mobile devices.

BHCk

Delivery Groups

o

&

Delivery groups to receive app assignment

TestUser
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Configure Knox Platform for Enterprise using Knox Service Plugin

To make use of the KSP features you need to create a Device Policy. Follow the instructions
below:

- Within the console, navigate to: Configure > Device Policies > Add

- Tick Android Enterprise under Policy Platform and then select Managed Configurations
- Set the Platform to Android Enterprise and set Application to Knox Service Plugin

- _Select OK

Policy Platform Clear Al Add a New Policy Hide filter

Analyze Manage Configure
ios 9
Device Policies Media Actions Content Collaboration Windows Desktop/Tablet 10 - .
Policies most often used Apps Security
Android (legacy DA) 11 Exchange App Inventory
DEVI ce PO I ICcles macos 7 Location App Uninstall
I Android Enterprise 20 I Passco de Automatically Update Managed Apps
+
L- I ";" windows Mobile/CE 9 Restrictions Files
Add Export
windows Phone 8 Scheduling
Policy name Type Created Chrome 05 5 WiFi
Passcode Passcode 14/08/20 samsung KNOX 6 .
Select Application
App Inventory App Inventory 14/08/20
Platform Android Enterprise -
Application Knox Service Plugin -
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Configure Knox Platform for Enterprise using Knox Service Plugin

- Enter a Policy name of your choice, select Next
- If you're using KPE Premium features, enter your Knox Suite License Key

- Scroll down to see dll the available features, select Add against the features you would like
to use.

« Once you'e finished, select Next

Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delivery Groups
Managed Policy Information
Configurations com.samsung.android.knox.kpu
Policy Name * KSP
1 Policy Info
Description
2 Platforms Clear All

Enroliment Profiles

ollaboration Delivery Groups

Android Enterprise

configuration options and app restrictions. The options available for an app and the tooltips are defined by the app developer. If a

3 Assignment

*, use the corresponding Endpoint Management macro instead.

Profile name Knox profile

@

Clear Al

KPE Premium or Knox Suite License key

2 Platforms @

Android Enterprise Debug Mode oFF  ®
3 Assignment App Separation policies
(&1 | o
Add Delete

Configuration

Click *Add" to add new Configuration
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Configure Knox Platform for Enterprise using Knox Service Plugin

Choose a delivery group

Select Save

Analyze

Device Policies

Managed
Configurations

Apps

1 Policy Info
2 Platforms
Android Enterprise

3 Assignment

Clear All

Media Actions Content Collaboration Enroliment Profiles

Managed Configurations

com.samsung.android.knox.kpu

Delivery Groups

Choose delivery groups ‘ Type to search

o

AllUsers

» Deployment Schedule @

Delivery groups to receive app assignment

&

TestUser

Back

Save
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Document Information

This is version 2.1 of this document.
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