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How to gain access to Samsung Knox Manage
Pre-requisites for Knox Platform for Enterprise
Configure Android Enterprise
Android Enterprise Deployment Modes
= BYOD
= Company-owned Device
= Fully Managed Device with a Work Profile/Work Profile on Company Owned Device
= Dedicated Device
Managed Google Play [MGP] Configuration
AppConfig in Samsung Knox Manage
Configure Knox Platform for Enterprise : Standard Edition
Configure Knox Platform for Enterprise : Premium Edition
Configure Knox Service Plugin [KSP]
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Samsung Knox Manage Collateral & Contacts S Knox

Contacts:
sruk.product@samsung.com

Knowledge Base:
https://docs.samsungknox.com/admin/knox-manage/welcome.htm

Trial Access:
https:.//www.samsungknox.com/en/solutions/it-solutions/knox-manage
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Pre-Requisites for Knox Platform for Enterprise

1. Obtain access to Samsung Knox Manage console
2. A Gmail account for the Android Enterprise Binding

3. Consider what enrollment method to use:

Knox Mobile Enrollment (KME)
QR Code enrollment

Token (afw#KnoxManage)
Manual (Applicable to BYOD only)

%= Knox
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Configure Android Enterprise

Configure Android Enterprise
Log into Knox Manage Console. Navigate to: Setting -> Android -> Android Enterprise
Select Register EMM button and OK when prompted for Register EMM

smsuns KnOox Manage

Dashboard
Device
User
Group
Organization
Application
Profile
Kiosk
Content
History
Setting
Configuration
Android
Android Enterprise
Limited Enroliment
v i0S
Notice
Message Template

Administrator

Android Enterprise

Register EMM

Step 1.

Step 2.

Prepare a Gmail account.

0 © o

Click 'Register EMM' and you will be taken to the Google registration page.

|  d.makindu@77 samsung.com

* To use Android Enterprise, SDS EMM should be registered as an EMM provider in the Google site

Once the registration is successful, you will be automatically taken back to the previous page and see the registration information

Register EMM

Do you want to proceed EMM registration?

\
=N -

29 min 34 sec ') Knox Servig

Register EMM

%= Knox
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Configure Android Enterprise S Knox

Configure Android Enterprise

* You will then get redirected to a Google Play screen. Click SIGN IN to sign with a Gmail Account and Get started.
Fill out your Business name and Select Next to allow Samsung Knox Manage to be your EMM provider.

' Google Play

Bring Android to Work

Work smarter and faster with Android ; @ M E E
SIGN IN F B n

| @ o3

5 =

s B N

’ Google Play

Bring Android to work Business name

Get started

We need some details about your business

Business name

Your answer
Samsung Research UK

Enterprise mobility management (EMM) provider

Samsung Knox Manage

P[EI.IICIUS m

ecured by Knox



Configure Android Enterprise S Knox

Configure Android Enterprise

« Fill out the Contact details page, tick the Managed Google Play agreement box and then select Confirm. These text fields are not
mandatory, so you can alternatively leave them blank and just tick the Managed Google Play agreement and then select Confirm.

« Click Complete Registration to complete the Android Enterprise configuration and return to Samsung Knox Manage Console.

' Google Play

Contact details

We need some details about your key contacts

As part of our i to data protection re ions, Google must maintain contact details for a customer data protection officer and an
EU representative. We will use this information to contact you with any questions or notifications regarding the privacy and security of your
data within our services

These details can be added later, in the Admin Settings section of managed Google Play, if you do not have them available . Google Play

Data Protection Officer Set U p Com p ete

Name A . -
Thanks for.choosing Android enterprise.

Email

Phone

EU Representative

Name
Email

Phone

I have read and agree to the Managed Google Play agreement

uuuuuuuu
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Configure Android Enterprise

Configure Android Enterprise

smsuns KNOX Manage

Dashboard
Device
User
Group
Organization
Application
Profile
Kiosk
Content
History
Setting
~ Configuration
-~ Android
Android Enterprise
Limited Enrollment
~ 108
Notice
Message Template
Administrator

License

Android Enterprise

EMM Registration Information Registered

Google Administrator Account Information

Google API configuration setting

Managed Google Play Store Layout

Layout (3)

Auto Update Apps (%)

Samsung Knox Settings

Knox Service Plugin Application (@)

Account Type
Organization

Administrator Email Address

Client ID

Service Account Email Address

© Easic store Layout

Display apps without any cat

Advanced Store Layout

You should now have been redirected back to the Samsung Knox Manage EMM Console and the configuration should now be
completed and look similar to the screen below.

Your Samsung Knox Manage Tenant is now configured and ready to deploy Android Enterprise and Knox Platform for Enterprise:
Standard Edition.

A & @ | dmakindu@77.samsung.com * 29 min 05 sec O Knox Services

Unregister EMM

Managed Google Play Accounts
Samsung Research UK

b2bsruk11@gmail.com

107352850040785193287

w0e3451312c96564d7e43a378701 2b@pfwp-vvypikbmt1si5463yb3roa.google.com.iam.gserviceaccount.com

egorizations

Display apps by categories. From the Category menu, you can select

the category options you added when registering Google Managed Apps

o Update on Wi-Fi only

Add & Approve

Allow user to configure Always auto update Never auto update

%= Knox
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Android Enterprise Deployment Modes S Knox

Deployment Modes
Android Enterprise can be deployed in the following 5 deployment modes

1. BYOD [formerly known as Profile Owner or POl
2. Company-owned Device [7ormerly known as Device Owner or DO]

3. Fully Managed device with a work profile [formerly known as Company Owned Managed Profile or COMP], now on Android 11 or later,
known as Work Profile On Company-Owned Device [ WPC, Available from Android 71

4. Dedicated device [formerly known as COSU]

Samsung Knox Manage can support all 5 of these deployment modes. In this next section we will show you how to configure each of
these 5 deployment modes in Samsung Knox Manage for your device fleet.

Employee facing

...+ Inventory management
Field service management
Transport & logistics

N Customer facing
|....... Digital signage
Hospitality check-in
Kiosks

o Visible to organization [T PP I A —
o Managed by organization w

Bring Your Own Device Company-owned Fully Managed device Dedicated Device
[BYOD] Device with a Work Profile / Work Profile
on Company Owned Device

9 % Secured by Knox



Android Enterprise: BYOD

Android Enterprise BYOD Deployment

%= Knox

To enroll a device in the Android Enterprise BYOD deployment type, the final pre requisite is you need to ensure that Android Enterprise

is defined at the user level under Android Manage Type.

« Go to User->Choose Add for new user or Select an existing user followed by Modlify -> Android Manage Type = Android Enterprise

Dashboard Enter a

Usesr 1D =

Password =

Confirm Password =

Uigier Marme =

Emmil =

Maobile Mumber

SEllng

User Group / Organization =

Mdvanced

Licenas = (1)

= Knox Platform for Enterprise 00
Aurichr o NSRS

Androld Manage Type « (1)

- Fully Managed with ‘Work Profile (5

(rdd)

1 Selected

TEI64TAR

Typs

10
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Android Enterprise: BYOD % Knox

Android Enterprise BYOD Deployment

Create and assign a profile to the group where the user to be enrolled resides.

« Go to Profile > Add -> Fill in a name under Name -> Platform = Android Enterprise

« Select Save & Set Policyto set policy and assign to the right group where the user resides.

Add Profile
Dashboard
Device

Name = AE
User

The entered profile name cannot be changed

Group

Platform + Android Enterprise @
Organization

Samsung Knox
Application
Android Enterprise - Android Management API
Profile :
Android Legacy

Kiosk 08
Content [] windows
Device Enrollment

Event Profile
History

Description
Setting
Advanced

Cancel Save Save & Set Policy

11 % Secured by Knox



Android Enterprise: BYOD

Android Enterprise BYOD Deployment
Now all you simply need to do is enroll your device by completing the following:

%= Knox

« Onyour device, go to the Google Play Store, download the Samsung Knox Manage client, and enroll your device into your tenant.

RABRN- X X- 3

< knox manage

B This device ~

Samsun

Install Samsung
Knox Manage Client
from Google Play Store

Enter credentials
& hit SIGN IN

TZmew . Tl 63%&

Set up a work
profile

One device, two different
profiles

Balance your work and life
suse your work apps when you're done

Click Agree to

Set up a work profile

RHELE RN Foal 63% &

Creating
work profile...

Work app icons are
marked with a badge so
you can tell them apart

from your personal apps.

snamsuns KNOX

Manage

&
Creating Knox Manage
work profile running

Last updated: 6 November 2020

At Samsung Electronics Co., Ltd., we
know how important privacy is to our
customers. Samsung is the data
controller for Knox. We created this

Samsung Knox Privacy Policy to make

End User License Agreement

BACK

Agree to Terms and

Privacy Policy &
Click NEXT

Knox licence activation
By continuing, you agree to the Knox
Platform for Enterprise Terms and

Click Continueto
activate Knox license

Signinginto and
Enrolling into Samsung
Knox Manage initiated

1408 B @ - Sl 79%8

= Samsung Knox Manage X%

Y

leigh's device

SAMSUNG SM-G370F

Knox Manage
Do you want to uninstall this app?

Cancel 0K

Device Enrollment
Successful!

12
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Android Enterprise: Work Profile Enroliment

How to tell that Work Profile has been successfully set up:

1400 B3 &x - 2l 79%m

Search

26 6 0

Samsung Google Microsoft  Play Store
Apps

Pay ﬁ f 1

Samsung Galaxy Store Facebook Spotify
Pay

G X 0

Camera Gallery Clock Contacts

g &8 < 2

Settings Calendar  Calculator  Samsung
Notes

s B @ 0

Game Samsung Tips Google TV
Launcher Global Goals

Personal

140093 & -

Search

% &

Contacts Knox

Manage

Work profile
settings

Personal

Zrall 79%m

= Q

My Files

Play Store

A | Emergency calls only A all 78% 8

14:09

Wed, 27 July
o MR+ )

Swipe to open

No mention of device belonging
to your organization
onlock screen

% Secured by Knox



Android Enterprise: Company-owned Device

Android Enterprise Company-Owned Device Deployment

%= Knox

To enroll a device in the Android Enterprise Company-Owned Device deployment type, the final pre requisite is you need to ensure that

Android Enterprise is defined at the user level under Android Manage Type.

» Goto User->Choose Add for new user or Select an existing user followed by Modify -> Android Manage Type = Android Enterprise

Dashboard Emter all required fields 10 add a user. The user can sign in using the 1D and password you entered below

Diewice
User ID = s rubodmn sl

Password - .

Confirm Password = L

Applcanon

Profile
Liger Mame = s rukochan el

Emmil =

rukdanielabe £om

Mobile Mumbar

Uinited Kingaom (+44)
St i
SO User Group / Organization = Selact 1 Selected
Advanced

Hame

AE

Licenge = (T}

= Knox Platform for Enterprize ()
Android Enterpris

Androld Manage Type = (5

- Fully Managed with Work Profile {5

Typs

14
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Android Enterprise: Company-owned Device & Knox

Android Enterprise Company-owned Device

Create and assign a profile to the group where the user to be enrolled resides.

« Goto Profile > Add -> Fill in a name under Name -> Platform = Android Enterprise

« Select Save & Set Policy to set policy and assign to the right group where the user resides.

Add Profile
Dashboard
Device

Name = AE
User

The entered profile name cannot be changed

Group

Platform + Android Enterprise @
Organization

Samsung Knox
Application
Android Enterprise - Android Management API
Profile )
Android Legacy

Kiosk 08
Content [] windows
Device Enrollment

Event Profile
History

Description
Setting
Advanced

Cancel Save Save & Set Policy
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Android Enterprise: Company-owned Device

Android Enterprise Company-owned Device Deployment

%= Knox

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the
welcome screen. From here, there are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise Company-

owned device.

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage

2. QR Code Enrollment
3.  Knox Mobile Enrollment

« Below is ascreen-by-screen play to enroll your device using the DPC Identifier method.

\\\\\\

®

For your review Google
Welcome! v Permissions for Samsung

apps and services

Your account is managed
heck out he Brlvaey Policy o zes how vz Toucn g e i YeurIT ite

Copy apps and data e
T Signin
o

a How will you use this phone?

]
Set up your phone

=] 2 -
1f2]3)a]slef7[sls]0
gwertyuionp
afs|d|flglhlilk]!

E
nm &

s o« < <
< < < < < < v <
Click Start Accept the Terms Agree to Permissions Skip Enter Click Next Select Fully Continue Accept Enter Agreeto Termsand Enroll to Samsung Device Enrollment Click Finish
And Click Next For Samsung copying apps afw#KnoxManage managed device Credentials Privacy Policy ~ Knox Manage initiated ~ Successful!
apps and services and data and click Next
16 % Secured by Knox



Android Enterprise: Company-owned Device & Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the

welcome screen. From here, there are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise Company-
owned device.

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment

3.  Knox Mobile Enrollment

« Below is ascreen-by-screen play to enroll your device using the QR Code method.

¥ a a é 7 - G ©
Welcome! Scanning for a QR code... This device belongs to Getting ready for work Set up your phone il Google Services For your review
your organisation setup...
v (@) oo
\\\, @ ¢ leigh's device ‘
\/V .:. ; . LY he sendngof
@ infomaton Linking
Details.
mergency call - @ Iagreatoall. (optional)
Accsasibility m 2 o o m
< < < <
At the Start Scan the QR After connecting Getting ready Click Continueto Install ~ Enter Credentials Agree to Terms and Enroll to Samsung Device Enrollment Click Finish Accept Google Agree to T&Cs
Screen tap 6 times Code received To Wi-Fi note device for work setup Samsung Knox And Click SIGN IN Privacy Policy & Knox Manage initiated Successful! Services And Click Next
intheemailsent  ownership and Click Next Manage Click NEXT

when creating the User
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Android Enterprise: Company-owned Device & Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the
welcome screen. From here, there are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise Company-
owned device.

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment
3. Knox Mobile Enrollment

« Below is ascreen-by-screen play to enroll your device using Knox Mobile Enrollment (KME).

= SamsungKnoxManage %

®

= a How will you use this phone? a
Welcome! Foryour revlew Permissions for Samsung Choose a Wi-Fi network Getting ready for work
apps and services setup... O
Y,
= Add network &
B Nearby devices
« leigh's device
. b
E=glish {United Kingdom) ¥ oo
EEEEE gency call © 1agree ol (optional) B iHeatbydevices,
~ o oK Work profila A;:;:il:lel\vany-ovmed
< < < < <
T — ——— |
Click Start Agree the T&Cs Agree Note the device is Getting ready Select Fully Click Continue to Enroll to Samsung Device Enrollment Click Finish
And Click Next Permissions for Protected by Knox for work setup managed Set up your phone Knox Manage initiated Successful!
apps and services Cloud Services. device by installing
Click OK and Samsung Knox
Connect to Wi-Fi Manage

18 % Secured by Knox



Android Enterprise: Fully Managed Device Enroliment

How to tell that Fully Managed Device has been successfully set up:

15511 @ @ -

Play Store

on home screen

Google

14320 @ Q -

Search

@O©0 -

Samsung Google Play Store Camera

e O ©

Contacts Settings Knox
Manage

No Personal nor Work tabs;
Sparse set of icons including Knox Manage agent

No SIM | No service

2 Wed 27 July-+
aoom

Mention of device belonging
to your organization
on lock screen

19
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Android Enterprise: Fully Managed Device with a Work Profile (COMP)

Android Enterprise Fully Managed Device with a Work Profile (COMP) Deployment

%= Knox

To enroll a device in the Android Enterprise Fully Managed Device with a Work Profile deployment type, the final pre requisite is you
need to ensure that Android Enterprise is defined at the user level under Android Manage Type and “Yes” is selected for Fully Managed

with Work Profile

» Go to User-> Choose Add or Select modify an existing user -> Android Manage Type = Android Enterprise

*  Fully Managed with Work Profile = Yes for COMP

Dashboard
Device

User

Group
Organization
Application
Profile

Kiosk

Content

Device Enrollment

History

Setting

Advanced

Enter all required fields to add a user. The user can

User ID =

Passwor d «

Confirm Password *

User Name *

Email «

Maobile Number

Managed Apple ID

User Group / Organization

Staging User * (3

H ')
License = (7)

sign in using the ID and password you entered below.

United Kingdom (+44)

Select bSEIEl:ted
Yes o No
o Knox Suite Knox Manage

Android Management Type + ()

- Fully Managed with Work Profile (O

o Android Enterprise

20
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Android Enterprise: Fully Managed Device with a Work Profile (COMP) S Knox

Android Enterprise Fully Managed Device with a Work Profile (COMP)

Create and assign a profile to the group where the user to be enrolled resides.

« Go to Profile > Add -> Fill in a name under Name -> Platform = Android Enterprise

« Select Save & Set Policy to set policy and assign to the right group where the user resides.

Add Profile
Dashboard
Device

Name = AE
User

The entered profile name cannot be changed

Group

Platform + Android Enterprise @
Organization

Samsung Knox
Application
Android Enterprise - Android Management API
Profile )
Android Legacy

Kiosk i0s
Content [] windows
Device Enrollment

Event Profile @
History

Description
Setting
Advanced

Cancel Save Save & Set Policy
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Android Enterprise: Fully Managed Device with a Work Profile (COMP) S Knox

Android Enterprise Fully Managed Device with a Work Profile (COMP) Deployment

To enroll your device as an Android Enterprise Fully Managed Device with a Work Profile, you need to ensure the device is factory reset
and at the welcome screen. From here, there are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise

Fully Managed Device with a Work Profile.
1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage

2. QR Code Enrollment
3.  Knox Mobile Enrollment

« Below is ascreen-by-screen play to enroll your device using the DPC Identifier method

Google @ G
= °
Check out someinfoto | Copy apps & data j'f::lm i Android Enterprise et up yolr phons Google Services )
get started ey T . s . Creating
SRR work profile.
ooy, h
_ ot
s U g
°
e csibilty m i m m m Accept & continue =
< < < <
Click Start Accept the Skip copying Enter Install Install Accept & Accept Enter Agree to Terms Enrollment to Enrollment Work Profile
arrow Terms & apps & data afw#KnoxManage Samsung Knox continue Google Services Credentials and Samsung complete! Installation
Click Next and click Next Manage Privacy Policy Knox Manage
initiated

22 % Secured by Knox




Android Enterprise: Fully Managed Device with a Work Profile (COMP) S Knox

Android Enterprise Fully Managed Device with a Work Profile (COMP) Deployment

To enroll your device as an Android Enterprise Fully Managed Device with a Work Profile, you need to ensure the device is factory reset
and at the welcome screen. From here, there are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise
Fully Managed Device with a Work Profile.

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment
3. Knox Mobile Enrollment

« Below is a screen-by-screen play to enroll your device using the QR Code method

a a G
This device belongs to your Getting ready for work setup... Set up your phone
organisation i Creatin g
ve, contact your T adkin work profile...
Let's gO‘ samsuns KNOX
Manage
© ®)
F ] m s Accept & continue -1
< i b < o : < < < 1 o <

At the Start Scan the QR After connecting Getting ready Accept & Accept Accept Enter Agree to Terms & Knox Manage Enrollment Work Profile

screen tap 6 times Code received To Wi-Finote device  for work setup continue Google Services the Terms Credentialsand  Privacy Policy then Enrollment and Completed installation

inthe email sent ownership and Click Next and Click Next Click SIGN IN Click NEXT License Validation
when creating the User

23 % Secured by Knox
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Android Enterprise: Fully Managed Device with a Work Profile (COMP)

Android Enterprise Fully Managed Device with a Work Profile (COMP) Deployment

To enroll your device as an Android Enterprise Fully Managed Device with a Work Profile, you need to ensure the device is factory reset
and at the welcome screen. From here, there are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise
Fully Managed Device with a Work Profile.

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment
3. Knox Mobile Enrollment netall

« Below is ascreen-by-screen play to enroll your device using the Knox Mobile Enrollment (KME) method

T
= Samsung Knox Manage
This d: bel t v
. is device belongs to your
Check out some info to St
organisation Creatin
get started (, g
Ta learn mare. contact your IT admin.
e it adin i By ¥ ' work profile..
w vl
. & End User Licence Agreement
I_et S gO' Detalls leigh's device
English (United Kingdom) ¥ @ sending of Diagnostic Data {optional) .
Details
e @ Iinformation Linking {optioral)
Details
@ Receipt of Marketing Information {optional)
Detalls Knox licence activation
@ 1n g the abo:
salidation completed
@ Né-d
< Accept & continue
Fmergency call Accessibilty _
< <
N

Click Start Accept Note the device is Click Next Accept & Sign in to Knox Click Agree Knox Manage Enrollment to Work Profile
arrow the Terms & Protected by Knox continue Manage Enrollment and Knox Manage complete Creation
Click Next Cloud Services. License Validation
Click OK and
Connect to Wi-Fi
24 % Secured by Knox



% Knox

How to tell that Fully Managed with a Work Profile has been successfully set up:

15:22 G G 1522 @ © Frald No SIM card — Emergency calls only

Search Search

0@ 0O ® QAEROw S5

: Eri, 29 Jul
My Files  Play Store  Google Phone  Messages BalifE e My Files  Play Store Work ! y

Manage profile set...

Camera Contacts  Settings Knox
Manage

T

This'd ey “ "managém%(&.

eRArgIng: Yusm N\
43'm until full , .
Personal Personal -

Personal Tab

Work Tab Device is managed
by your organization
on lock screen
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Android Enterprise: Work Profile on a Company Owned Device (WPC) S Knox

Android Enterprise Work Profile on a Company Owned Device (WPC) Deployment

To enroll a device in the Android Enterprise Work Profile on a Company Owned Device deployment type, the final pre requisite is you
need to ensure that Android Enterprise is defined at the user level under Android Manage Type and “Yes” is selected for Fully Managed
with Work Profile

« Go to User-> Choose Add or Select modify an existing user -> Android Manage Type = Android Enterprise = Yes

*  Fully Managed with Work Profile = No for WPC

anananan

ofofo o

- Fully Managed with Work Profile (0

26 % Secured by Knox



Android Enterprise: Work Profile on a Company Owned Device (WPC) S Knox

Android Enterprise Work Profile on a Company Owned Device (WPC)

Create and assign a profile to the group where the user to be enrolled resides.

« Go to Profile > Add -> Fill in a name under Name -> Platform = Android Enterprise

« Select Save & Set Policy to set policy and assign to the right group where the user resides.

Add Profile
Dashboard
Device

Name = AE
User

The entered profile name cannot be changed

Group

Platform + Android Enterprise @
Organization

Samsung Knox
Application
Android Enterprise - Android Management API
Profile )
Android Legacy

Kiosk i0s
Content [] windows
Device Enrollment

Event Profile @
History

Description
Setting
Advanced

Cancel Save Save & Set Policy

27 % Secured by Knox
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Android Enterprise: Work Profile on a Company Owned Device (WPC)

Android Enterprise Work Profile on a Company Owned Device (WPC) Deployment
There are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise Work Profile on a Company Owned

Device (WPC)
1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment

3. Knox Mobile Enrollment
« Below is a screen-by-screen play to enroll your device using the DPC Identifier method.

YT
o 2 - (ow il ou use this phone?
. ) # " = G sakay Set up a work
or your review o e et s mapemrherio
Welcome! Permissions for Samsung o Your account is managed proflle a
apps and services Signin
i ST One device, two diferent Creating
" OO profiles work profile...
= i ot e o s o . snmsuns KNOX
faos
= Balance your life O
«©
‘Emecgency call n‘" by devices ” - e
< < < < < < < < ’ < < <
Click Start Acceptthe Terms Agree to Permissions Skip Enter Click Next Select Work profile Agree CreatingWork  Signing in progress  Enter credentials AgreetoTermsand  Continueto Enrolling to
And Click Next For Samsung copying apps afw#KnoxManage on company- Profile and SIGN IN Privacy Policy activate Knox license  Knox Manage
apps and services and data and click Next owned device [ e | ; s ; cvoe
then connect
to Wi-Fi e - it " i
Add a personal account o Google Services Protect your phone
Finish setup to get more from your Sign in with your personal Tap " o
phone account
@ Palle
1 W e
& e
||
% < % <
Device Enrollment successful! Finish Next Next or Skip Accept Protect or Skip
28 % Secured by Knox



Android Enterprise: Work Profile on a Company Owned Device (WPC) S Knox

Android Enterprise Work Profile on a Company Owned Device (WPC) Deployment

There are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise Work Profile on a Company Owned
Device (WPC)

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment
3. Knox Mobile Enrollment
« Below is ascreen-by-screen play to enroll your device using the QR Code method.

6% 10030

<

& = o Set up a work @
Welcome! Scanning for a QR code... ___ Connect to Wi-Fi Thiyiﬁre:s;:igzg: to profile a@ I Locat'ior?
/ T I meer, sontac yoar 17 adrir T Creating permission
// 8 Wi nenworks ol ‘ work profile...
&7 Work app icons are Agauts Knox - @
- mark s0 Manage Knox Manage
i b Balance your life
MAC 2ddr O
ool s Hid i a & Allow all the time
. oop
Emscanysall e it Ask every time Continue
— i) [ e
fr— on't allow:
< < < < < 7 p 7 . Nonit
AttheStartscreen  Scan QR code e Agree Creating Work KnoxManage  Signinginprogress Entercredentials AgreetoTermsand Choose location Continueto Enrolling to
tap 6 times to from the towes Click Next Profile Activation and SIGN IN Privacy Policy permissions  activate Knox license ~ Knox Manage
o Wi-Fi

Initiate QR code Scan  enrollment email
[0]

] &
- Google For your review
Add a personal account N
Finish setup to get more from your Sign in with your personal

‘ r—
Device Enrollment successful! Finish Next Next or Skip Accept Protect or Skip Accept & Click Next

29 % Secured by Knox




Android Enterprise: Work Profile on a Company Owned Device (WPC) S Knox

Android Enterprise Work Profile on a Company Owned Device (WPC) Deployment

There are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise Work Profile on a Company Owned
Device (WPC)

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment
3.  Knox Mobile Enrollment

« Below is ascreen-by-screen play to enroll your device using the Knox Mobile Enrollment (KME) method.

85 9%

< Location permission

® - How will you use this phone?
For your review ) ﬁ :‘w(:wmnmmuunw I:',-Hu‘(: Set Up a Work e
Welcome! b Permissions for Samsung Choose a Wi-Fi network Getting ready for work proﬂle &
Check out the Privacy Policy 1o see how we apps and services setup... . Preparing ‘? K”‘°" Manage @ Allow all the time
" s EE One device, two different Creating Activation
Ise c s A ey % ~ o profiles work proﬂle... Pleas wail Allow only while using the
el ke gt ol samsuns KNOX aPe.
Work app icons are Y
marked with a badge so Krox Manage Manage Ask every time
« you can tell them apart 2
Balance your work and life from your personal apps C\ Don't allow
L ] Pause your w aops wihen y:
s & O o
English (United Kingdom) ¥ Use precise location
= © T
:KY See all Knox Manage permissions
Emergency call @ 1agreetoall. (optional) ok il as R e BsIge ik
o o
< < < < < < <
Click Start Acceptthe Terms  Agree to Permissions Connect to Wi-Fi Gettingready for ~ Select Work profile Agree Creating Work Knox Manage Signing into Choose location Enrolling to
And Click Next For Samsung work setup... on company- Profile Activation Knox Manage permissions Knox Manage
apps and services owned device
then connect
to Wi-Fi

30 % Secured by Knox



Android Enterprise: Work Profile on a Company Owned Device Enroliment

How to tell that Work Profile on a Company Owned Device has been successfully set up:

16:57 B * & o

Search

Samsung Google

OneDrive

@600

Play Store

@ §f o =

Galaxy Store Facebook

O
&
Clock Contacts

2
o0 @)

Game Knox
Launcher Manage

Personal

Camera

O

Settings

*

Gallery

Calendar

16:51 B p- & o

Search

Contacts Knox
Manage

£,

Work profile
settings

Personal

2l 89% @

My Files

o @ mQ

Play Store

/A | Emergency calls onl 2l 89%4

This device belongs to your orga...

Charging: 89%

it iro AT 38 m until full

Device is managed
by your organization
onlock screen
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Android Enterprise: Dedicated Device

Android Enterprise Dedicated Device
To ensure that the right enrollment type is set up for Dedicated Device, ensure that
- Create Work Profile on Fully Managed is not ticked and assign this profile to the group where the user to be enrolled resides.
- Kiosk app settings are configured.
» Go to Go to Profile > Add - Fill in a name under Name -> Platform = Android Enterprise
« Select Save & Set Policy Under Android Enterprise go to Kiosk > Kiosk app settings > Select Kiosk type i.e. Multi app > Select ifthereis an

existing kiosk app or Add to create a new one > Save & Assign

Dashboard
Device
User
Group

Organization

Application

Profile

Kiosk

Content

Device Enrollment
History

Setting

Advanced

Add Profile

Name = AE
The entered profile name cannot be changed
Platform * Android Enterprise @

Event Profile @

Description

Samsung Knox
Android Enterprise - Android |

Android Legacy Android Enterprise

i0sS System
[ windows Interface
Security

~ Password
~ Application
v Location

Phone

Samsung Knox
Android Enterprise

Kiosk
Device Controls (2
Kiosk App Settings (2 Multi App
- Set Application com.sds.emm.ki Add Add New
- Screen Saver Disallow

- Utilities Setting

Delete Kiosk App when Policy is Removed

Setting Plugged In Screen On (2

- Screen On when Plugged into Charger

Work Profile Controls (3

%= Knox

Save & Set Policy
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Android Enterprise: Dedicated Device S Knox

Android Enterprise Dedicated Device Deployment

To enroll your device as an Android Enterprise Dedicated Device, you need to ensure the device is factory reset and at the welcome
screen. From here, there are 3 ways you can enroll your device into Samsung Knox Manage as an Android Enterprise Dedicated Device.

1. DPClIdentifier [Also known as the hashtag method] afw#KnoxManage
2. QR Code Enrollment
3.  Knox Mobile Enrollment

« Below is ascreen-by-screen play to enroll your device using the DPC Identifier method.

Check out some info M Bring your old data
to get started for quicker setup _
Let's go! 0
Enghsh skt Kingen CL
@ O
° Cable and USB connec
Sk this
P E3
—- O . ! - B ;
i - Install oS Device
Click Start Skip Enter Install Enter Agreeto  Enroll to Samsung : _ ]
—_— Acceptthe Terms Backup afw#KnoxManage  Samsung Knox Samsung Knox ?grgs?wtu.]i Credentials Terms & Knox Manage Enrollment DeviceArea  Device locked to Kiosk
and click Next Manage Manage Privacy Policy initiated Successfull
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Managed Google Play Configuration % Knox

Managed Google Play Configuration

In the Configuring Android Enterprise section of this document, we completed the majority of the work needed to configure applications
to be used for Managed Google Play. All we have left to do is the following:

« InSamsung Knox Manage console, go to Applications -> Add -> Public-> enter an app Name i.e Samsung Email
« Search for the App you want to distribute. Click the APPROVE button.

« APPROVE the App Permission request

* Choose how you would like to handle new app permission requests and then click Done

N

Samsung Email Approval settings Notifications

Samsung Electronics Co., Ltd.

Samsung Email
Showing permissions for all versions of this app 5 Electronics Ca. Lid
amsung Electronics Co_, Lid.

This app has access to:

Samsung Email

Applicatio

Samsung Electronics Co., Ltd. * ok ok 1335232 2

o

& This app offers managed configuration

Dashboard

Device Name

User @ This app is only available in certain countries

Total 2 10 per pat
- Sync MGR
Organization

Application

How would you like to handle new app permission reguests?

2 Identity

Select Application Type s (® Keep approved when app requests new permissions.

Profile + add or remove accounts Users will be able to install the updated app.

Kiosk What type of application do you want to add? » modify your own contact card
‘ o [ EEEms R CEE: (O Revoke app approval when this app requesis new permissions.
Content Internal
pload files to portal . P
Hpieaa e o semin part W Wi-Fi connection information App will be removed from the shop until it is reapproved.

History

QO Public

Setting Search in Managed Google Play Store, Google Play Store and iOS App Store

= View Wi-Fi connections
Done

Updates to Samsung Email may automatically add additiona
capabilities within each group. Learn more

Advanced

Public(Managed Google Play Private)
Published on Managed Google Play Private

‘ Cance' ‘
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Managed Google Play Configuration

Now we have approved an application we would like to distribute in Samsung Knox Manage
» Select Save & Assign to be able to see the app listed as Google Managed app

User

Group
Organization
Application
Profile

Kiosk

Content

History

Setting

Advanced

Name «

Version *

Package Name +

URL *

Platform & Source »

Type *

Category *

Unassgin Option

Description

lcon +

Screenshot

Samsung Email

61121

com.samsung.android.email. provider

https://play google com/store/apps/details?id=com android.email prot

Managed Google Play Store

Public

Common v Manage Category

Uninstall app when unassigned

Experience powerful and Reliable email client on your Galaxy.

o zps se2 Ees

vvvvvv

Cancel

Save & Assign

Do you want to save and assign this application?

%= Knox

OKto save and assign the app

X

Save Save & Assign

S5
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Managed Google Play Configuration % Knox

Following the previous slide, we need now to select a group where user resides

« Target device = Android Enterprise -> Select Set Configuration under Managed Configuration in relation to AppConfig explained at
next slide -> Target Type -> Select the group where user resides -> Assign -> OK

Assign Application
Dashboard
Samsung Email Managed Google Play Store | Public
Target Device Android Legacy Android Legacy + Enterprise

Android Enterprise Settings
Install Area Work Profile + Fully Managed + Fully Managed with Work Profile

Install Type (D Manua © Automatic (Removable)

Auto-run after Install

o No =

Yes
Assign Application X
Managed Configuration No Setting

Do you want to assign the application(s) as below?

Target

Target AE
Target Type o Group Organization
Samsung Email Managed Google Play Store | Public
1 item(s) selected | Total 2
; : \ ofle s / Ma d , with \ o
Group Name Type User Device Device Type Android Enterprise Install Area Work Profile + Fully Managed + Fully Managed with Work Profile
Install Type Automatic (Removable)
AE User 3 0
Auto-run after Install No
efota Device 0 0 Managed Configuration No Setting

ceneel

r

-
—

36 % Secured by Knox



AppcConfig on Samsung Knox Manage

AppConfig

%= Knox

AppConfig enables you to send down application configuration profiles along with your managed apps when you distribute them
through your Managed Google Play Store. This saves on having to have the UEM implement the required APIs for the app you are using

so you can remotely configure it. To use AppConfig on Samsung Knox Manage, follow the instructions below.

« Following previous slide Select Set Configuration -> enter variable as $emailaddress$ for Email address and $username$ for User name
Samsung Email Managed Google Play Store | P1

Device

User

Group
Organization
Application
Profile

Kiosk
Content
History
Setting

Advanced

Target Device Android Legacy © Android Ent
Android Enterprise Settings
Install Area Work Profile + Fully Managed + Fully K

Install Type (@) Manual © Automatic (

Auto-run after Install Yes O e

Managed Configuration Set Configuration @

Target

Target Type o Group Organizatig
1 item(s) selected | Total 2

Group Name Type
AE User

Device

Managed Configuration

Managed configuration

Work

Exchange ActiveSync accounts list

Email address
Email address

Semailaddress$|

User name

User name (login) to access account
Susername$

Account password

Account passworg

EAS domain

Domain to access EAS server
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Configure Knox Platform for Enterprise : Standard Edition < Knox

Knox Platform for Enterprise : Standard Edition

The Knox Platform for Enterprise solution provides a robust set of features on top of the core Android Enterprise platform, to fill security
and management gaps and meet the strict requirements of highly requlated industries.

The Knox Platform for Enterprise solution comes in a two tiered offering:
- Knox Platform for Enterprise : Standard Edition [FREE]
- Knox Platform for Enterprise : Premium Edition [FREE or $]

Knox Platform for Enterprise : Standard Edition offers free additional policies you can use to provide enhanced security, manageability
and usability over your Samsung device fleet, running Android Enterprise on Android 8.0 or above.

SAMSUNG
Knox Platform
for Enterprise

-y
l'l
Android
Enterprise
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Configure Knox Platform for Enterprise : Standard Edition < Knox

Configure KPE : Standard Edition on Samsung Knox Manage
Pre requisite, Samsung Knox option needs to be ticked at the Profile level.

» Navigate to Profile -> Select Existing profile or Add for new profile -> i.e. Existing one, go to Modify Profile Info. -> Select Samsung Knox to enable KPE
Standard API -> Android Enterprise & Samsung Knox Settings prompt will be displayed -> OK -> Select Add & Approve to add the KSP Application

* Now that KSP app is approved, double check that Samsung Knox is ticked at the profile level; please see next slide

User
Google Administrator Account Information Account Type Add & Approve KSP Application X
Group

Organization . . .
. __ Click the Approve button 1o add and approve the Knox Service Plugin app,
Organization

Administrator Email A X
Version 1.2.09 can access:

ication

Group Google API configuration setting Client ID B8 Photos / Media / Files

Samsung Knox

Create Work Prollie on Fully Managed (D

. | = read the contents of your USB storage
Service Account Emaj « modify or delete the contents of your USB storage

Qrganizaton

Managed Geogle Play Store Layout = Storage

Apphcanon

Android Enterprise & Samsung Knox Settings X

= read the contents of your USB storage
- modify or delete the contents of your USB storage
Profile : . :

Layout (7) © Basic Store Layg

SEPRFERss Wil 4 wiFi connection information

Before you can apply the Android Enterprise policies, you need to setup e
Android Enterprise first In the Setting > Androld > Android Enterprise

Advanced Store | = view Wi-Fi connections
If you want 10 create a policy that uses the Knox Service Plugin Agent, e |

nfiguration .
Jisp

g the Other
EVRRtEOAl 5pprove the Knox Service Plugin app in the same menu ek =
Do you want 10 go 10 the Android Enterprise menu now? : - view network connections
Description & 2 AR RS Auto Update Apps (D) © update on wi-Fi onl * pairwith Bluetooth devices

1 = access Bluetooth settings
Limited Enrollment « full network access
| . .
Cance ~ Samsung Knox Settings run at startup
| - set wallpaper

= prevent device from sleeping

lotice . : L = one or more app-defined permissions
Knox Service Plugin Application (2) Add & Approve

Message Template

Administrator
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Configure Knox Platform for Enterprise : Standard Edition < Knox

Configure KPE : Standard Edition on Samsung Knox Manage

To take advantage of the free additional APIs available in KPE Standard Edition, now that Samsung Knox is ticked at profile level simply
complete the instructions below.

« Tosetpolicy, select Save & Set Policy -> KPE Standard API will be listed under Samsung Knox Android Enterprise without the Crown icon

Platform «
Organization
Application
Profile And
Kiosk ios
Content Windows

Device Enrollment

Event Profile ®

History
Description
Setting
Advanced
Cancel Save I Save & Set Policy I

User
Q,
Grou Highlight Wark Profile on company-owned Devices Policies Only (7)
E System
Organization Android Enterprise -
Device Controls () Work Profile Controls (%)
Application
Pp! System ) . =
User Certificate Setting (@) _ v - -
Profile
nterface
Kiosk Camera (@ R v - -
Security
Content
+ Password Screen Capture (@ - || - v
Device Enrollment
Kiosk VPN Setting (@) ) .|l .
History
~ Application
Setting Account Modification @ R v/ - v
+ Location
Advanced .
- Account Blocklist
Phone
-
Samsung Knox
v There is no data There is no data
Android Enterprise

40 % Secured by Knox



Knox Platform for Enterprise : Premium Edition using KPE Key

Pre requisite:

Both Knox Manage and Knox Platform for Enterprise license keys are available in Knox Manage Console (Settings - License)
At the user level, select Knox Manage as License type and tick Yes for Knox Platform for Enterprise (Android Enterprise)

Device

User

Group
Organization
Application
Profile

Kiosk

Content

Device Enrollment

History

Setting

Advanced

User ID =

User Name +

Email «

Mobile Number

User Group / Organization *

License = (2)

srukdaniel

srukdaniel

srukdaniel@abc.com

United Kingdom (+44)

Select 2 Selected

Name

AE

Undefined

Knox Suite

- Knox Platform for Enterprise (7)
(Android Enterprise)

o Yes

Android Manage Type * (&
{9

- Fully Managed with Work Profile ()

Tag

Android Legacy

Yes

Add

o Knox Manage

No
o Android Enterprise

o No

@7T7.samsung.com

12364748

Type
User Group

Organization

Follow Organization Type (Android Enterprise)

%= Knox
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Knox Platform for Enterprise : Premium Edition using KPE Key S Knox

To use Knox Platform for Enterprise Premium edition API -> Navigate to your profile and KPE Premium API will be listed under Samsung Knox Android

Enterprise with Crown icon 4

User
Q,
Group
Organization Android Enterprise v
Application Samsung Knox
Android Enterprise “
Profile
Kiosk -
Kiosk
Application
Content
Browser
Device Enrollment
FPhone

| Custom Animation|

Firewall

Advanced

DeX

Highlight Work Profile on company-owned Devices Policies Only  (7)

Custom Animation

Device Controls (%) work Profile Controls (%)

Booting Animation (%) _ -
- Boot Animation File
- Boot Loop File
- Boot Sound File
4 Shutdown Animation (%)

- Shutdown Animation File
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Knox Platform for Enterprise : Premium Edition using Knox Suite Key S Knox

Pre requisite:
« Knox Suite license is available in Knox Manage Console (Settings > License)
« Atthe user level, select Knox Suite as License type

Device
User ID + srukdaniel @77.samsung.com
User
Group User N . :
ser Name srukdaniel
Organization
L Email « i
Application srukdaniel@abc.com
Profile ]
Mobile Number United Kingdom (+44) v || 12364728
Kiosk
Content User Group / Organization * Select 2 Selected
Device Enrollment
Name Type
History
AE User Group
Setting
Undefined Organization
Advanced
License + (%) o Knox Suite Knox Manage
Android Manage Type = () Android Legacy o Android Enterprise Follow Organization Type (Android Enterprise)
- Fully Managed with Work Profile () Yes Qo
Tag Add
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Knox Platform for Enterprise : Premium Edition using Knox Suite Key S Knox

*  To use Knox Platform for Enterprise Premium edition API -> Navigate to your profile and KPE Premium API will be listed under Samsung Knox Android
Enterprise %4 Crown icon

User
Q,
Grou . . Highlight Work Profile on company-owned Devices Policies Only  (7)
P Custom Animation
Organization Android Enterprise v
Device Controls (%) Work Profile Controls (%)
Application Samsung Knox
i ; “ Booting Animation (%)
Android Enterprise g 2 - o

Profile

Kiosk -
Kiosk - Boot Animation File

Application
Content - Boot Loop File

Browser
Device Enrollment

Phone - Boot Sound File

Custom Animation L

I I 4 Shutdown Animation (%) ) -

Firewall

Advanced
. - Shutdown Animation File
DeX
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Knox Service Plugin [KSP] % Knox

License & features type::

Knox Manage + KPE

Standard features

Standard & Premium Features  Standard & Premium Features

Knox Service Plugin app addition and approval was explained in Slide 30.
To use Knox Service Plugin -> Navigate to your profile -> Samsung Knox Android Enterprise -> Knox Service Plugin -> Choose the required policy
Set Policy

Dashboard
Device

User

Group
Organization
Application
Profile

Kiosk
Content
Device Enroliment
History
Setting

Advanced

test  Android Enterprise, Samsung Knox (T)

Android Enterprise

Samsung Knox
Android Enterprise

Application
Browser

Phone

Custom Animation
Firewall

DeX

+ Knox Service Plugin

APN

Knox Service Plugin

KPE Premium or Knox Suite License key (Z Lookup

Debug Mode (@

Separated Apps policies @

Device-wide policies (Selectively applicable to Fully Manage Device (DO) or Work Profile-on company owned devices (WP-C) mode as noted) @

Please note that KSP will use the license
Enable device policy controls (%) added in Kn0X Manage Console

DeX policy (@)

VPN policy (Premium) (7)

Firewall and Proxy policy (%) (O

Call and Messaging control (%)

Device Restrictions ()

Advanced Restriction policies (Premium) (3}
Firmware update (FOTA) policy (%)

Device Settings (Premium) (%)

Enable device settings controls (7

Hide Settings Backup and Reset (2)
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Document Information % Knox

This is version 3.0 of this document.
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Thank you! (s




