


Automated MDM Enrollment Configuration

Guide

Overview

This document provides you with a baseline set of MDM policies, guidelines and configurations for
government devices thatcould be used at above OFFICIAL. The following is an example usinga Samsung
Galaxy S8 running Knox 3.0 and using the latest VMWare AirWatch EMM version.

12 Principles for Securing Devices

Security Principle

Assured data-in-
transit protection

Assured data-at-
rest protection

Authentication
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Recommendation and Explanation

Samsungprovide a Knox compatible VPN clientthatshould be used to route data via
the VPN. This clientgives three options for its VPN:

Knox workspaceonly VPN
Whole device VPN (excluding Knox workspace)
Wholedevice VPN (includingKnoxworkspace)

One of these should be chosen and should have the VPN setto “Per-App” andto include
“All Packages”, ensuring allapplication data within the desired scope is routed through
the VPN. Choosing the container-only VPN allows less-trusted applicationdata to be
separated from the application data within the Knox Workspace - which could be
treated as a security boundary for more sensitive information.

Data stored within the Knox Workspace is encrypted by default. Ensure Android's
native dataencryptionis alsoenabled to protect data outside the Knox Workspace. The
Knox native email clienthas been enabled to use the Sensitive Data Protection (SDP)
feature.

Third party applications can take advantage of the SDP-protected "Chamber"folder to
protectdata while locked as well as whenthe deviceis turned off. Samsung also
providean SDKto enable applicationsto treatfiles as "sensitive", meaningthey are
protected by the SDP mechanism.

The user should be required to authenticate to the devicein line with your
organisational policy (see Authentication Policy).

Your organisation's services should be configured to use X.509 client certificate
authentication where possible. Devices should be provisioned with user-specificclient
certificates. The native mail clientand browser can use these forauthentication.

The authentication mechanisms chosencan bein theform of passwords, biometrics,
swipe pattern, or PIN.

Each credential should be unique.



Secure boot

Platformintegrity
andapplication
sandboxing

Application
Whitelisting

Malicious code
detection and
prevention

Security policy
enforcement

Externalinterface
protection

Device Update
Policy
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No configuration is required.

Knox 2.8 has several security features to verify the integrity ofthe phone software and
hardware. Configure the MDM software to enable “Remote Attestation” to verify the
integrity of the platform before creating the Knox Workspace.

The MDM clientapplicationis not verified by the Knox platform. A social engineering
attack could resultin acompromised MDM client being installed. To prevent this,
deviceenrollmentshouldonly be performedby an administratorand users should not
be permitted to re-enrol.

SamsungKnox-enabled devices allow a server to fully control applications both inside
and outside the Knox Workspace, including maintainingan application installation
whitelist.

Optionally, theadministratorcan allow the userto move applicationsinstalled on the
personal side of the device into the KnoxWorkspace, orenable the use of Google Play in
the Knox Workspace. If either option is enabled, the administrator can still control
installation via whitelisting.

Allenterpriseapplications should be deployed within the Knox Workspace.

Some MDM serversallow an enterprise application catalogue to be established,
permitting usersaccessto an approvedlist of applications viathe MDM client. If the
Play Store or SamsungStore s enabled, an MDM should be used to controland monitor
which applications a user can install.

Where possible,an enterprise application catalogue can be used whichshould only
contain vetted applications. If the Google Play or Samsung Storeis enabled, a whitelist
should be used to controlwhichapplications may be downloaded. Content-based
attacks can befiltered by scanning capabilities in the enterprise. Applications hosted in
the Google Play Store are scanned for potentially harmful or malicious activity priorto
being made available fordownload.

Each applicationis protected by its own sandboxwhich is enhanced by controls such as
SELinux and SECCOMP. Therefore, thereis little additional value to be gained fromany
third-party anti-malware productsin the platform.

MDM software can be used to enforce security policies on both the device and Knox
Workspace and prevent the user fromaltering security-related settings.

Notall MDM products support thefull range of Knoxand Android settings. Choose an
MDM provider whichsupports the required configuration settings for your particular
deploymentto ensure they are applied securely.Please see Samsung's list of supported
MDM vendors fordetails on which MDM supports whichpolicy.

Wi-Fi, NFC, Bluetooth,SD cards, andthe use of USBinterfaces canall be disabled if not
required. Ataminimum, USBdebugging should be disabled via policy.

MDM software can be used to audit which apps and OS versions areinstalled ona
device. Some MDM servers may provide an application, OS,and Firmware update policy
to ensurethatapps are updated.



Event collection
forenterprise
analysis

Incident Response

Theuser is responsible for installing Over-The-Air (OTA) updates, but the administrator
can prevent OTA updates and view what OS version a user hasinstalled via MDM.
Enterprises canalso use FOTA (Firmware Over-The-Air) to controlhow and when
firmware updates are performed ondevices.

The MDM server can be used to retrieve information from the device such as, installed
applications, the lasttime the device has beenseen by the MDM, policy compliance,
and location information. The extent of the available event collection will depend on
theMDM in use.

Additionally,some MDMservers support the additional Auditand Logging features
which Samsung Knox adds to the Android platform. Logs created on the device,
including failed unlock attempts, canbe retrieved usingan MDM which supports this
feature.

SamsungKnox Workspace enabled devices support remote wipe when used in
conjunction with asuitable MDM. This can be configured to selectively wipe the Knox
Workspace, the device, orboth, and uninstallthe entire Knox Workspace. The SD card
may also be wiped if configured in policy.

In addition to this, Samsung Knox Workspace enabled devices offer a device attestation
mechanism, enablingthe device to attestits integrity to the MDM, or include tamper
incidentlogs which canberesponded to.

Access to theenterprise network can be prevented by revoking the VPN client
certificate associated with a lost or stolen device. Additionally, the client certificates for
any other enterprise servers(such asemail)thatarestoredon the device should be
revoked.

Recommended Policies and Settings

Automatic Provisioning

Automated provisioning of a Samsung device canonly be achieved using Knox Mobile Enrollment (KME).
This service is designed to assistinthe deployment of devices andis able to provisiondevicesin bulk.

Knox Mobile Enrollment also performs an Attestation check of a device prior to enrollment, to ensure the
device has not been compromised. If integrity cannot be assured, the mobile enrollment process will and
the user will be exited to the home screen.
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Knox Workspace Policies
Configuration Rule

Allow applications to be movedintothe
Workspace

Devices -» Profiles & Resources -» Profiles ->
Android -> Container -» RestrictionsProfile -»
Enable Application Move

Whitelist Applications

Devices->Compliance Policies -> App Groups

Devices -» Profiles & Resources -» Profiles -»
Android -> Container-> Application Control

Browser
VPN

Devices -> Profiles & Resources -» Profiles -»
Android->Container->VPN

Email

Devices -> Profiles & Resources -» Profiles ->
Android -> Container -> Exchange ActiveSync

Emailaccountaddition
HTTP Proxy

Devices -» Profiles & Resources -» Profiles -»
Android->Container->VPN

Password

Devices -> Profiles & Resources -» Profiles -»
Android-> Container-> Passcode

Credentials

Devices - Profiles & Resources -» Profiles -»
Android-> Container-»>Credentials
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Recommended Setting

Enabled.

Applicationsthat can be moved into the containerare
restricted by the whitelist.

Whitelist essential applications for accessingand
manipulating corporate dataonly.

e.g.email client, browser, secure communications and
productivity suite.

If the Managed Google Play Store is permitted, allow
only applicationsin the whitelistto beinstalled.

Enabled by default.

Apply the Per-App VPN to allapplicationsin the Knox
Workspace, includingbackground services and
widgets.

Configure the native email client to connectto the
email server usingclient certificate or credential
authentication.

Disabled.

Setthe enterprise proxy as both the device and Knox
proxy. This will prevent network traffic which is not
configuredto use the VPNreaching the Internet.

The authentication mechanismschosencan bein the
form of passwords, biometrics, swipe pattern, or PINs
and shouldadhereto the model of havingthe user
authenticate onceto the device, and then again to
access thesensitive data within Knox.

Each authentication method should be unique.
Some certificates canbeinstalled via policy, VPN,

email, etc. However, other certificates need to be sent
to the device then manually moved to the Knox area.



Permit movingfilesintotheKnoxWorkspace

Devices -> Profiles & Resources -» Profiles ->
Android-> Container -» RestrictionsProfile

Permit movingfiles out of the Knox Workspace

Devices -> Profiles & Resources -» Profiles -»
Android-> Container -» RestrictionsProfile

Knox Workspace data synchronisation

Devices -» Profiles & Resources -» Profiles -»
Android -> Container -» RestrictionsProfile

Biometrics

Devices -» Profiles & Resources -> Profiles ->
Android -> Container-> Passcode

Secure Communications

Apps & Books -> Applications-> Native

Disabled.

Disabled.

Thefollowing settings should be setto ‘disallow’ to
preventdata being moved into and out of the Knox
Workspace:

- Preview Knox notifications

- Exportcontacts to personalmode

- Exportcalendar itemsto personal mode

Samsung's S8 devices are required to perform
biometric checkingwithin a Trusted Execution
Environment (TEE). This meansthata physical attack
on alocked device should notresultin compromise of
data.

Fingerprintreadersarerequiredto have lessthan
0.002% false acceptancerate, butthe performance of
individual sensors can vary within thatrange. You
should consider these limitations whendevisingan
authentication policy which permits the use of
biometrics.

Secure Communications apps are possible to use
inside the Knox Workspace container. Some Samsung
Partners have also integrated their Secure
Communicationsapp with TrustZone on the devicefor
enhanced security.

You should consider these integrations when choosing
a secure communications application.

Knox Enabled Device Policies (Device Side)

Configuration Rule

App Stores

Devices -> Profiles & Resources -» Profiles -»
Android -> Restrictions Profile

Whitelist Applications

Devices->Compliance Policies -> App Groups
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Recommended Setting

Disable or remove the Google Play and Samsung App
store, and preventtheinstallationof applications from
unknown sources.

Disable or remove unnecessary applications. If the
Google Play orSamsungApp stores are permitted,
allowonly applicationsin the whitelistto beinstalled.



Devices -»> Profiles & Resources -» Profiles -»
Android-> Application Control

Developer Mode

Devices -» Profiles & Resources -> Profiles -»
Android -> Restrictions Profile

Encrypted Storage

SD Card

Devices -> Profiles & Resources -> Profiles ->
Android -> Restrictions Profile

HTTP Proxy

Devices -> Profiles & Resources -» Profiles -»
Android->Global Proxy

Password

Devices -> Profiles & Resources -» Profiles -»
Android -> Passcode Profile

Lock Timeout

Devices - Profiles & Resources -» Profiles -»
Android -> Passcode Profile

VPN

Devices -» Profiles & Resources -» Profiles -»
Android-> VPN

Certificates

Devices - Profiles & Resources -» Profiles -»
Android->Credentials

Interfaces

Devices -> Profiles & Resources -» Profiles ->
Android -> Restrictions Profile
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Preventall developer mode settings, including USB
debugging and USB storage mode.

Enforced internal encryption.Encrypted by defaulton
Android 7.0 and above.

Disable accessto theSD card.

Setthe enterprise proxy as both the device and Knox
proxy. This will prevent network traffic which is not
configuredto usethe VPNreaching the Internet.

The authentication mechanisms chosencan bein the
form of passwords, biometrics, swipe pattern, or PINs
and shouldadhere to the model of havingthe user
authenticate onceto the device, and then again to
access the sensitive data within Knox.

Each authentication method should be unique.

10 minutes.

Apply the Per-App VPN to allapplications outside the
Knox Workspace,includingbackground servicesand
widgets.

Enable certificate validationatinstall.

Install enterprise certificates (including VPN
certificates and organisation CA certificates).

Disable unnecessary interfaces, e.g. USBinterface,
Bluetooth, NFCas required.



Attestation Verification of Knoxattestation statusshould be
required.
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