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Pre-requisites for Knox Platform for Enterprise
Managed Google Play [MGP] Configuration
Android Enterprise Deployment Modes
= Work Profile
= Fully Managed Device
= (Fully Managed Device with a Work Profile)
= Work Profile on a Company Owned Device
= Dedicated Device
Android Enterprise configuration
Work Profile enrolilment
Fully Managed Device enroliment
Fully Managed Device with a Work Profile enroliment
Dedicated Device configuration
Configure Knox Service Plugin [KSP] Standard and Premium
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FAMOC Collateral & Contacts

Contacts:
sruk.rtam@samsung.com

Knowledge Base:
https://support.famoc.com
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Pre-Requisites for Knox Platform for Enterprise

1. Obtain access to the FAMOC console
2. A Gmail account to map to FAMOC for Managed Google Play
3. Consider what enroliment method to use:

= Knox Mobile Enroliment (KME)

= QR Code enroliment

=  Email enroliment

= Server details enroliment
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Configure Android Enterprise

« Within the console, select your account name in the top right corner and then select SETTINGS
- Select Android and then Enroll
« Select Authorize Google

FAMOC MONITORING ~ DEVICES v USERS ~ APPLICATIONS v  CONFIGURATIONS ~ ADVANCED Q‘K & KING JAMES~ 5.13.

PROFILE
SETTINGS

Setti ngs DOCUMENTATION

FAQ
LOGOUT

Managed devices

samsung.kme.test !

Device limit
No limit
Valid to
No limit
Details Managed Google Play Account
i0s This method allows users to be enrolled to Android Enterprise without sending any personal information.

Managed Google Play Account

O

Set up account Enroll Publish apps Approve permissions

To set up Managed Google Play Accounts functionality in FAMOC you
need to prepare a Google account, which is not assigned to any Google
domain (e.g. testAccount@gmail.com).

You will be asked to authorize Android Enterprise with Google admin account.
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Configure Android Enterprise

« Sign in with your Google Account and select Get Started

« Enter a Business name, select Next

- Data Protection Officer and EU Representative are optional, select Confirm
- Select Complete Registration

B Google Play

Data Protection Officer

[
Business name

Bl'ing And I'Oid tO Work — We need some details about your business

Set up complete

Business name Thanks for choosing Android enterprise.

- e
T
‘3 8 Your answer
- S

Your Company

Enterprise mobility management (EMM) provider

Citrix
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Configure Android Enterprise

- Select Next
- Choose whether to import any pre-approved applications, then select Next
« Select Close

Managed Google Play Account Managed Google Play Account Managed Google Play Account

® L O

Set up account Enroll Publish apps Approve permissions

o—O

Set up account Enroll Publish apps Approve permissions

&

Set up account Enroll Publish apps Approve permissions

&

Select apps that will be published in Managed Google Play store.

ame )| ation groups

. Imported
Account has been created. Now You can publish selected apps to the Managed M Gmai from Google «©
Google Play store. Im
) ) ported
E Knox Service Plugin from Google ()

© App missing? Add a new one here
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% Knox

Android Enterprise can be deployed in the following 4 deployment modes

Work Profile [ formerly known as Profile Owner or POJ

Fully Managed Device [ formerly known as Device Owner or DO]

Fully Managed Device with a Work Profile [ formerly known as COMP, up to Android 10]
Work Profile on Company Owned Device [WPC, Android 11 or after]

Dedicated Device [ formerly known as COSU]

Ol A WN

FAMOC can support 4/5 of these deployment modes. In this next section we will show you
how to configure each of these 4 deployment modes in FAMOC for your device fleet.

( — A ——

Personal profile Work profile

Personal apps and personal Work apps and work data. Personal profil
¢deta. 0 IEEEssERRRl e Contains personal | apps and =

) personal data Employee facing Customer facing

Enterprise has no access, no Enterprise has full access, .. Contains only work .+ Inventory management .4 Digital signage

visibility, and limited full visibility, and full apps and work data. Field service managemen t Hospitality check-in

management capabilities. management capabilities Work profile Transport & logist Kiosks

within the work profile. )
. e Contains work apps and work
data.
p— ——
Work Profile Fully Managed  Fully Managed Device Dedicated Device
Device with a Work Profile

or
Work Profile on Company Owned Device
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Work Profile Configuration

FAMOC MONITORING = DEVICES® USERS  APPLICATION

M A N A GE

- Navigate to: DEVICES > LIST

- Select the + and then Enroll a device — —

- Select Add Android device S LOCATIONS

« Select Device with work profile (BYOD, WPC) CIEEAMOC . onomme | bevicee
W4

=

. Select Next O 2021-07-15 10:28:00 @ o ML A N A G E

O 2020-11-27 10:22:31 @

O 2020-06-18 12:48:50 @

» Last contact

test,

Enroll a device

Bulk enrollment
20 Dworkin, Leig
Create entry (enroll later)

Add a new device Add a new device

e—O

Choose a platform Assign a user Policy preview Choose a method Confirmation Choose a platform Assign a user Policy preview Choose a method Confirmation

Choose a platform of the device you want to add.

User name

Leigh Dworkin (l.dworkin@samsung.com) -

Android Apple Other

Email

r- -9 ’, l.dworkin@samsung.com
. (¢ Lo

Phone number

Add Android device Add Apple device Add other device

User authorization required
e

Enrollment method

T —
Fully managed device (COBO) I Device with work profile (BYOD, WPC) I Dedicated device (COSU) |
———————

@ User missing? Add a new one here.
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Work Profile Configuration

 View the BYOD/WPC policy if desired
-« Select Next
- Select Private device with work profile (BYOD)
« Optionally send an enroliment link to your email address
« A QR code is presented which will be used in the device enroliment

Add a new device

Choose a platform

Assign a user

8]

Policy preview

Choose a method Confirmation

EEEEEEEEEEEEEEEEEEEEEEN
= View the BYOD/WPC policy assigned to your device g

AN NN NN NN NN NN NN EEEEEEEE R
Policies are assigned to the device based on user groups or device groups.

Policy: Default BYOD/WPC policy

Security settings
Mandatory applications

Mandatory configurations

Add a new device

Choose a platform Assign a user

Corporate-owned device with work profile (WPC)
Android 10+

'ﬁ
Ensure that the target device meets the following
requirements:

© Running Android 10.0+
© Newlfactory reset
© Connected to the charger

Policy preview

Time to pick a method! You can choose BYOD mode or WPC mode (work profile on corporate-owned device).

Choose a method

Confirmation

Private device with work profile (BYOD)
Android 6+

L
Prepare your device to be enrolled in BYOD mode.

Work profile will be created on the device.

Add a new device

Choose a platform Assign a user

BYOD mode - send enroliment link
AEEEEEEEEEEEEEEREF
n L]
- @® Email .
[ ] Ldworkin@samsung.com L]
n L]
 E R RN RN RN
O Phone number

0123456

Policy preview

Choose a method Confirmation

BYOD mode - scan QR code

Copylink |  Refresh

10
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10:02© & N weal 10025 @O -« \ A, 10:05 F @ G * N{ B 10:01 & G &0 - ald 10:18 @ & & -
& Q Search
FAMOC D
Famoc G F@ e ﬁ
Contacts FAMOC My Files  Play Store
26% 1K 3) Set up a work profile
22 reviews Downloads PEGI3 ®

You're about to set up a work profile that will be
managed and monitored by your organisation.

Install

Enroll your device Enroll your device

SIGN IN QR CODE SIGN IN QR CODE

s} To set up and secure your device, scan the QR code
om
5 SCAN QR CODE
About this app > \
FAMOC - Harnessing Enterprise Mobility
Business
Ratings and reviews © > Samsung Knox uses your personal data. See

the Samsung Knox Privacy Policy for details.

5 D
28
L4 3

Personal
- 11 O < 11 @) < @) < 1|
Install FAMOC Select QR CODE Select SCAN QR CODE, then Confirm Device is now enrolled
From the Google Play Store Scan the code sent to you by email
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Fully Managed Device Configuration

FAMOC MONITORING = DEVICES® USERS  APPLICATION

M A N A GE

- Navigate to: DEVICES > LIST

- Select the + and then Enroll a device o =

- Select Add Android device S LOCATIONS

- Select Fully managed device (COBO) LIEEAMOC .onvomnc | bevices~
W4

=

. Select Next O 2021-07-15 10:28:00 @ o ML A N A G E

O 2020-11-27 10:22:31 @

O 2020-06-18 12:48:50 @

» Last contact

test,

Enroll a device

Bulk enrollment
20 Dworkin, Leig
Create entry (enroll later)

Add a new device Add a new device

o—O

Choose a platform Assign a user Policy preview Choose a method Confirmation Choose a platform Assign a user Policy preview Choose a method Confirmation

Choose a platform of the device you want to add.

User name

Leigh Dworkin (l.dworkin@samsung.com) -

Android Apple Other
Email

= ’ E l.dworkin@samsung.com

Phone number

Add Android device Add Apple device Add other device

User authorization required

(»e

Fully managed device (COBO) Device with work profile (BYOD, WPC) | ' Dedicated device (COSU) l
@ User missing? Add a new one here. Back -
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Fully Managed Device Configuration

« View the policy assigned if desired

-« Select Next

- Select your device system version and click Select

- Optionally enter WiFi credentials

« A QR code is presented which will be used in the device enroliment

Add a new device Add a new device Add a new device
Choose a platform Assign a user Policy preview Choose a method Confirmation Choose a platform Assign a user Policy preview Choose a method Confirmation Ly ) B . & . O .
Choose a platform Assign a user Policy preview Choose a method Confirmation
SEEEEEEESEEENEEEEEEEEEEE R Time to pick 8 method! There is one recommended, and two legacy enroliment options you can choose from. Keep in mind that choosing
[] View the policy assigned to your device - Android device owner gives you access to more festures and needs a new/factory reses device.
AN NN NN NN NN NN EEEEEEE R o
Policies are assigned o the device based on user groups or device Zroups. Step 1: Set up a WiFi (optional) Step 2: Choose NFC or QR code

Set up Device Owner

Policy: Default policy with work profile = This enrollment method requires

' l internet connection. If there's no SIM
' card in the device, fill in WiFi settings
below.

Security settings

Ensure that the target device meets the following

Mandatory applications requirements:

Network name
Mandatory configurations © Running Android 6.0+

@ New/factory reset S EAAS SRR,
© NFC should be turned ON »
Work profile @ Connected o the charger I .
B password n
Select your device system version u .
[ ]
Android 8 or newer - ™ n
- [ AR R ERERNNERNL]

Go to master device

Select NFC master device Go to the target device
The target device needs to stay on the welcome

Show legacy options Back
e gacy op 5 screen. Tap the screen 6 times to download QR
tart code scanner and enroll the device.
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Android Enterprise: Fully Managed Device Enroliment (hashtag)

Android Enterprise Fully Managed Device Deployment

To enroll your device as an Android Enterprise Fully Managed Device, you need to ensure the device is factory reset and at
the welcome screen. From here, there are 3 ways you can enroll your device into FAMOC as an Android Enterprise Fully
Managed Device.

1. DPC Identifier [Also known as the hashtag method] afw#famoc

2. QR Code Enroliment / NFC Enroliment

3. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the DPC Identifier method.

%l 43%a .l 43%8 Feal 42%m Tl 42%m Tl 42%8 =l 41%E 09:47 @ 2 @ -
Search
-]
® Google ] G
Wel | A few legal items to review Signin Android Enterprise Set up your phone GoogleBanipas
elcome: ) ) ) Use your Google Account. Learn more This account requires mobile device Your admin can monitor and manage settings, Android Enterprise
Your data will be used according to our Privacy 3
Policy. S management. Install the FAMOC app to corporate access, apps, permissions, Tap to find out more about each service, such
i enforce security policies required by the theft-protection features, and data associated as how to turn it on or off later. Data will be
afwifamoc with this phone, including network activity and used according 10 Google's Privacy Policy.
9 End User Licence Agreement account. . s :
your phone's location information, call history,
Details Foryotiemall: and contact search history.
. FAMOC n—
° Sending of Diagnostic Data (optional) Samsung Knox uses your personal data. See
3 the Samsung Knox Privacy Policy for details. .
Details Create account Q  Uselocation
Google Al
° Information Linking (optional} 4 .
Details To learn more, contact your IT admin.
@ Receipt of Marketing Information (optional) Your organisation will manage and monitor this to
Details phone using the following apps: impieveloc racy pnd
English (United Kingdorn) ¥ APP
9 | have read and agree to all of the above. Q
FAMOC [ ]
Emergency call B
< Accept & continue
< < < <
Select Startor Accept the EULA, Enter afw#famoc Install Accept & continue Accept Device is now enrolled Note device is
the Arrow Next then select Next managed by
your orgainisation

14
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Android Enterprise: Fully Managed Device Enroliment (QR code)

Android Enterprise Fully Managed Device Deployment

To enroll your device as an Android Enterprise Fully Managed Device, you need to ensure the device is factory reset and at
the welcome screen. From here, there are 3 ways you can enroll your device into FAMOC as an Android Enterprise Fully
Managed Device.

1. DPC Identifier [Also known as the hashtag method] afw#famoc
2. QR Code Enroliment / NFC Enroliment
3. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the QR Code method.

-]
8% -] -] G @
Welcome! Scanning for a QR code... This device belongs to your Getting ready for work setup... Set up your phone Google Services Afew legal items to review
: organisation e setti Tap to find out more about each service, such

Your data vill be used according Lo our Privacy

ucl
as how to turn it on or off later. Data will be Palicy

To learn more, contact your IT admin. used according to Google's Privacy Policy.

@ End User Licence Agreement
Details

@ sending of Diagnostic Data (optional)

. Details
@ Information Linking (optional)
Details
a @ Receipt of Marketing Information (optional)
\ Details
\
all Kingdor
\—/ ® @ 1have read and agree to all of the above.
Emergancy call iz} Device maintenance
Accessibility - )
< Accept & continue m
< < < < <
Tap f|r§t screen  Scan the QR code Next Accept and continue Accept Accept T&Cs Done Device is now enrolled Note device is
6 times Generated in console then Next manag ed by
your orgainisation
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Fully Managed Device with a Work Profile Configuration

« This was supported on FAMOC 5.13.1
- Itis not supported on FAMOC 5.19.0 even on Android devices before 11.0
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Work Profile on Company Owned Device (WPC) Configuration

. Navigate to: DEVICES > LIST :I:I"QMQCE MONITORING | DEVICES  USERS  APPLICATION
- Select the + and then Enroll a device T =

- Select Add Android device S LOCATIONS

- Select Device with work profile (BYOD, WPC)
- Select Next

» Last contact
MONITORING DEVICES

2021-07-15 10:28:00

O

O 2020-11-27 10:22:31 @ test.

Enroll a device

O 2020-06-18 12:48:59 @ King|

Bulk enrollment
20 , Dworkin, Leig
Create entry (enroll later)

Add a new device Add a new device

e—O

Choose a platform Assign a user Policy preview Choose a method Confirmation Choose a platform Assign a user Policy preview Choose a method Confirmation

Choose a platform of the device you want to add.

User name

Leigh Dworkin (l.dworkin@samsung.com) -
Android Apple Other

Email

'ﬁl ’ Eu l.dworkin@samsung.com

Phone number
Add Android device Add Apple device Add other device

User authorization required
e

Enrollment method

T —
Fully managed device (COBO) I Device with work profile (BYOD, WPC) I Dedicated device (COSU) |
———————

@ User missing? Add a new one here.
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Work Profile on Company Owned Device (WPC) Configuration

 View the BYOD/WPC policy if desired

-« Select Next

- Select Corporate-owned device with work profile (WPC)

- Optionally enter WiFi credentials

« A QR code is presented which will be used in the device enroliment

Add a new device Add a new device

Add a new device

Choose a platform Assign a user Policy preview Choose a method Confirmation Choose a platform Assign a user Policy preview Choose a method Confirmation .
Choose a platform

Assign a user

@ O

Policy preview Choose a method Confirmation

EEEEEEEEEEEEEEEEEEEEENEN
= View the BYOD/WPC policy assigned to your device g
AN NN NN NN NN NN NN EEEEEEEE R
Policies are assigned to the device based on user groups or device groups. Corporate-owned device with work profile (WPC) Private device with work profile (BYOD) Step 1: Set up a WiFi (optional) Step 2: QR code
Android 10+ Android 6+ i 5 =

Time to pick a method! You can choose BYOD mode or WPC mode (work profile on corporate-owned device).

Policy: Default BYOD/WPC policy (i) TD This enroliment method requires internet
connection. If there's no SIM card in the
Security settings |'£ "g device, fill in WiFi settings below.

Mandatory applications Ensure that the target device meets the following Prepare your device to be enrolled in BYOD mode.

3 Network name
requirements:

.I LB N s U B RN N

Work profile will be created on the device.

Mandatory configurations @ Running Android 10.0+
® New/factory reset = [ ]

® Connected to the charger [ ]
B password .
n
L]
Select Select L] -
L]
L

o

Go to the target device
The target device needs to stay on the welcome screen. Tap the screen 6 times to download QR
code scanner and enroll the device.
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Android Enterprise: Work Profile on Company Owned Device Enroliment

Android Enterprise Work Profile on Company Owned Device Deployment

To enroll your device as an Android Enterprise Work Profile on Company Owned Device, you need to ensure the device is
factory reset and at the welcome screen. From here, there are 2 ways you can enroll your device into FAMOC as an Android
Enterprise Work Profile on Company Owned Device.

1. QR Code Enroliment / NFC Enroliment
2. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the QR Code method.

& a - ) Google G D @
Welcome! Scanning for a QR code... This device belongs to your Getting ready for work setup... a Add a personal account to get Sign in with your personal Google Services Getting your phone ready... A few legal items to review
: organisation Creatin more from your device account Tap to fin ice, such “This may take 3 few minute . y R i
g Noiw that your is ready, you can This slep is oplional. Your persenal accounl ashow L Palicy.
Ieat more,contactyour T adin Set up a work profile work profile... add s persor wort amin

Your work profile will be managed
and monitored by your organisation

rrrrrrrrrrrr

apart 5.
E Creste account

Aceessibility

Accept

Persona

Tap 6 times on Scanthe  Note device ownership Agree to Select Next Optionally select Choose Accept the Device is
the Welcome QR code then select Next Setup a personal Google Services legal terms, now enrolled
screen work profile Google account then Accept then select Next

then select Next
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This,deviee belongs to'your organisation

TR

This device belongs to your organization

on Lock Screen

1717 & b Gd »

Search

B8O - G 6™ <
000 98¢
o0 »Q*

Samsung Google  Microsoft Apps  Play Store

Pay @ f

Samsung Pay Galaxy Store  Facebook Spotify

G X © e

Camera Gallery Clock Contacts

@ = P

Settings Calendar Calculator Samsung
Notes

= @® F @

Game Samsung FAMOC
Launcher Global Goals

Personal Tab

1717 d & B -

Search

Contacts

Personal

=

My Files

Work Tab

M
&)

Play Store

Android Enterprise: Work Profile on Company Owned Device Proof

Badged icons in Work Profile

20
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Dedicated Device (COSU) Configuration
FAMOC MONITORING DEVICES® USERS  APPLICATION

- Navigate to: DEVICES > LIST

- Select the + and then Enroll a device ‘___ =

- Select Add Android device S LOCATIONS

 Select Dedicated Device (COSU) LEEAMOC . onioine | bevicee~
W4

=

. Select Next O 2021-07-15 10:28:00 @ o ML A N A G E

O 2020-11-27 10:22:31 @

O 2020-06-18 12:48:50 @

M A N A GE

» Last contact

test,

Enroll a device

Bulk enrollment
20 . Dworkin, Leig
Create entry (enroll later)

Add a new device Add a new device

o—O

Choose a platform Assign a user Policy preview Choose a method Confirmation Choose a platform Assign a user Policy preview Choose a method Confirmation

Choose a platform of the device you want to add.

User name
Leigh Dworkin (l.dworkin@samsung.com) =
Android Apple Other
Email
"l 'I Eu l.dworkin@samsung.com
' Phone number
Add Android device Add Apple device Add other device
Enrollment method

Fully managed device (COBO) |

Device with work profile (BYOD, WPC) I Dedicated device (COSU)

@ User missing? Add a new one here. Back
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Dedicated Device (COSU) Configuration

« View the COSU policy if desired

-« Select Next

« Select Set up Device Owner

- Optionally enter WiFi credentials

« A QR code is presented which will be used in the device enroliment

Add a new device Add a new device Add a new device

@ O L L

o & ® ®

i i i i Choose a platform Assign a user Policy preview Choose a method Confirmation 5 A 3 a
Choose a platform Assign a user Policy preview Choose a method Confirmation P gt cy p Choose a platform Assign a user Policy preview Chioose.ametiiod Confrmation
EEEEEEEEEEEEEEEEEEEEEER Review the requirements for COSU enrollment, and confirm your selection below.
u View the COSU policy assigned to your device g
AN NN NN NN NN NN NN EEEEEEEE R Step 1: Set up a WiFi (optional) Step 2: Choose NFC or QR code
Policies are assigned to the device based on user groups or device groups. Set up Device Owner

This enrollment method requires a a
l ' card in the device, fill in Wii settings - . .
below. | o

Ensure that the target device meets the following

Security settings

Mandatory applications requirements: Network name
@ Running Android 8.0+ HEERS\EOESEEEEEE N, NFC
Mandatory configurations @ New/factory reset
@ NFC should be turned ON
Password

® Connected to the charger

EEEEEEEEEEEEEESE %
Go to master device R
Back =Y Badk Select NFC master dey - Go to the target device

The target device needs to stay on the welcome

o screen. Tap the screen 6 times to download QR
2 code scanner and enroll the device.

COSU mode settings
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% Knox

Android Enterprise Dedicated Device Deployment

To enroll your device as an Android Enterprise Dedicated Device, you need to ensure the device is factory reset and at the

welcome screen. From here, there are 2 ways you can enroll your device into FAMOC as an Android Enterprise Dedicated
Device.

1. QR Code Enroliment / NFC Enroliment
2. Knox Mobile Enroliment

- Below is a screen-by-screen play to enroll your device using the QR Code method.

T e

a
: a ] ® &
Wel | Scanning for a QR code... This device belongs to your Getting ready for work setup... Set up your phone A few legal items to review Your device is ready to go!
elcome: organisation 2 16 our Privacy
n more, contact your 1T admin.
Dedicated device configuration in progress
! &
= °
o s g = -/ -
Emerasncy cal u
e m < Accept & continue m m
< < < < < <
Tap 6 times on Scan the Note device ownership Accept & continue  Dedicated Device Accept the Ready to go! Deviceis Device belongs to
the Welcome QR code then select Next configuration legal terms, Select Done now enrolled Your organisation
screen in progress then select Next & kiosked
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% Knox

The Knox Platform for Enterprise solution provides a robust set of features on top of the core
Android Enterprise platform, to fill security and management gaps and meet the strict
requirements of highly regulated industries.

The Knox Platform for Enterprise solution comes in a two tiered offering:
- Knox Platform for Enterprise : Standard Edition [FREE]
- Knox Platform for Enterprise : Premium Edition [$]

Knox Platform for Enterprise : Standard Edition offers free additional policies you can use to
provide enhanced security, manageability and usability over your Samsung device fleet,
running Android 8 or above.

SAMSUNG
Knox Platform
for Enterprise

r-—
I'l
Android
Enterprise
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% Knox

When you bind your work Managed Google Play account to the FAMOC console, this wiill
automatically pre-approve the Knox Service Plugin app.

- Navigate to: Advanced > Settings > Policies
- Select the edit button on your desired policy

- In the Security options tab, select Samsung KSP and then tick Enable Samsung Knox Service
Plugin

- Select Edit configuration
« You can now make use of the KSP configuration features, once finished, select Save
- Select Save

FAMOC
MANAGEMENT

Search

|
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Configure Knox Platform for Enterprise using Knox Service Plugin

- Select the Flag icon next to your policy
- Select Refresh policy

Policy template name Priority Assigned user groups Assigned device groups Created on Last modified on Policy statu= x
Fully Managed aGroup 2020-11-26 11:25:20  2020-11-27 144611 Q) E P | Palicy template data
|==<]=]1]al{l}]=]==] items per page Palicy template name: Lue:.'::aged
Palicy template type: Palicy
Azzigned user groups: aGroup
Assigned device groups:
La=t modification dare: ﬁfdt:{z?
Palicy status
Devices assigned to policy: 3 Q
Complian: devices: o Q
Ourdsted policy devices: 1 Q
Devices on which policy failed: o Q
Devices on which policy was removed manually: a q
Devices on which policy is not yet applied: 2 q
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Document Information

This is version 2.1 of this document.
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