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Agenda
1. Prerequisites
2. Download and Install KME Direct
3. Create a Device Configuration Profile
4. Setup a test HTTP server using a mobile device
5. Create a Device Deployment Profile
6. Device Enrollment
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5 Knox
Prerequisites

In order to set up a KME Direct test environment you will need to set up a server to host the configuration and APK files.
This guide will explain how to do this with a mobile device using an app (Simple HTTP Server)
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= Knox
Download and Install KME Direct

* Navigate to: https://www?2.samsungknox.com/en/kme-direct-download
« Download both files, KME Direct and Knox Service Plugin

Knox Mobile Enrollment (KME) Direct - Download

KME Direct is the on-premise version of KME. Download and use KME Direct to configure device profiles
that allow you to automate setting up and configuration of target devices.

n e ot while we download oppicaticns and encoll
] . Jevice with YOUr OQINIZAtion’s [T eavironment

Downloading...

Downloading...

Please woit while we download spplcations snd
youst irvice with your oeganization's IT environem

Plsaze west whilg we downlgad applicatang snd enagl
ot device with your erganization’s IT efvirsaenent

Learn more about how to set up and configure KME Direct as well as use it to configure target devices.

A kme direct v1.1.6.zip
D knox_service_plugin_v1.2.74.apk
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https://www2.samsungknox.com/en/kme-direct-download

Download and Install KME Direct

Once downloaded, launch KME_Direct_v1.1.6.exe
Select NEXT

Accept the terms of the license agreement

Select NEXT

B SAMSUNG KME Direct Installer

SAMSUNG KME Direct version 1.1.6

Thank you for choosing SAMSUNG KME Direct for your Enterprise Mobility Management solution. This
installer will guide you through the set up and configuration steps.

Let's get started!

= Knox

B SAMSUNG KME Direct Installer

License Agreement

Please read the following license agreement carefully.
Samsung Knox Mobile Enrollment Direct Terms of Use
1. Agreement between Samsung and the User

ment:
or "Samsung” means Samsung Electronics Co., Ltd, w

vhose principal place of
o, Korea: and
by us under this

means services provided by us or an 3
amsungknox.com and software downloaded and installed on PC
1.2. Your use of the Ser is sub o the terms and conditions set out below and any other
terms and conditions applicable to you from time to time, including but not Limi )

P [ o R o AT L ras e mmnm e e lemnas momn foe foeivenes emelien sed

I (@ |acceptthe terms of the license agreement
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= Knox
Download and Install KME Direct

Enter a passcode of your choice

Select NEXT
Copy your Recovery key and save to a safe location. The key can be used to access KME Direct if you forget your password.

Select NEXT

B SAMSUNG KME Direct Installer B SAMSUNG KME Direct Installer

Create your passcode Recovery key downloaded
Choose a passcode between 4 and 12 characters, with a2 mix of upper and lower letters, numbers, and special
characters. Special characters are limited to: |, @ #, ¢, %, ", & or*.
te it to
‘ ............ o ‘
‘ ............ a ‘
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= Knox
Download and Install KME Direct

e Select NEXT
« Waitfor KME Direct to install
e« Select LAUNCH

&) SAMSUNG KME Direct Installer

B) SAMSUNG KME Direct Installer * B SAMSUNG KME Direct Installer

Choose destination location Installing SAMSUNG KME Direct SAMSUNG KME Direct is installed

nstallation complete

should install SAMSUNG KME
n-screen instructions

w until installation is complete

Destination Folder

2 minutes left

C:\Program Files\KME Direct BROWSE

B “ A LAumeH
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= Knox
Download and Install KME Direct

« Enter your password, select OK
« Select CREATE PROFILE

SAMSU N6 Knox Mobile Enroliment Direct

Profiles

Create a new profile to deploy a new Enterprise Mobility Management solution using QR code.
You can also create a new profile to configure your device settings.

B SAMSUNG KME Direct

Enter your passcode

If you forgot your passcode, Click

'-i’(;‘(

<]
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= Knox
Download and Install KME Direct

« Selectthe Knox SDK version. To find the SDK version for your devices, on the device navigate to:
Settings > About phone > Software information > Knox version
« Select CONTINUE

Device type for profile pe

Select the correct Knox SDK version on your devices to generate the
proper QR code.

Knox Version *

Knox Version 3.8 or higher

CAMCEL CONTINUE
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. i . . 5 Knox
Create a Device Configuration Profile

KME Direct has two types of profiles, Device Configuration Profile and Device Deployment Profile. The device configuration profile
IS used to customize device settings such as display, sounds, key mapping and general settings. The device deployment profile is
IS used to generate a QR code which automatically connects your devices to a network and directs them to your MDM.

« Select DEVICE CONFIGURATION PROFILE (XML)

SNMS UNG Knox Mobile Enroliment Direct

Select profile type

Click to select the profile type you want to create.

E D
J
NFIC 'ROF| XML DEVICE DEPLOYMENT PROFILE (QR CODE
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Create a Device Configuration Profile

You can now configure the device display settings
Once you've chosen your settings, select CONTINUE

SAMSUNG Knox Mobile Enroliment Direct

Display configuration

Configure the device’s display settings.

1. SCREEN TIMEOUT

Screen timeout

2. BRIGHTNESS

Brightness

@ Adapti
Keep tr.

similar!

3. FONT SIZE

° A

4. TOUCH SENSITIVITY

@D Increase the touch sensitivity of the screen for use with screen
protectors

= Knox
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Create a Device Configuration Profile

You can now configure the options for hardware key mapping

Once you've chosen your settings, select CONTINUE

SNMSUNG Knox Mobile Enroliment Direct

Key configuration

Configure resulting actions for key presses on the device.

1. NAVIGATION BAR

Button order
(®) Normal (Recents, Home, Back)
Reverse (Back, Home, Recents)

2. LONG TAP ON HOME KEY

(I Long tap on home key ta launch below app
3. X COVER KEY
(®) MS teams

Custom intent

APPlaunch

4. TOP KEY

App package name

= Knox
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. i . . 5 Knox
Create a Device Configuration Profile

* You can now configure the general configuration options
* Once you've chosen your settings, select CONTINUE

SAMSUNG Knox Mobile Enroliment Direct B

General configuration

Select and configure category below

1. NFC

2. WI-FI BLOCKLISTO

3. SOUND

4. SYSTEM LANGUAGE & COUNTRY

Set Language

nnnnnnnnnn
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Create a Device Configuration Profile

SAMSUNG Knox Mobile Enroliment Direct y

DISPLAY CONFIGURATION

1.5creen timeout

‘After 30 seconds of inactivity

2. Brightness
Erightness is set to 509
‘Adaptive brightness is enabled

3 Font size

ont size ks set t0 3,

4. Touch sensitivity
Enable

Select GENERATE XML
Save the XML file onto your PC

Summary

Verify the various details of the configuration profile you just created
To save this profile and generate an XML file, click GENERATE XML,
Click RESET to delete this information and start again.

KEY CONFIGURATION

1 Navigation bar

Button order. Normal (Recents, Home, Back

2. Long tapon hame key
Disable

3.X coverkey

M teams

App Package name
Pressed

Relessed

GENERAL CONFIGURATION

1.NFC
Enable

2. Wi-Fiblocklist

Disable

3.50und
Dissble

4.5ystem Language & Country
Language: B

om of Great Britain and Northern Irela

@ Save As

« v 1

Organize ~

« Desktop * KME Direct

New folder

& Creative Cloud Fil ©

@ OneDrive
= This PC

¥ Network

File name: | xc5 config|

Save as type: | XML

» Hide Folders

L

<

= Knox

v | D Search KME Direct P
Date modified Type

No items match your search.

14
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Setup atest HTTP server

« On your host mobile device, go to the Play Store and download the Simple HTTP Server app
https://play.google.com/work/apps/details?id=[p.ubi.common.http.server&hl=en_GB

= Knox

« Once installed, launch the SimpleHttpServer app, make sure the Server is set to ON and your host device is connected to your
Wi-Finetwork. The server IP address will then display. E.g. http://192.168.110.105:12345/(You may have a different IP address)

1206 @@ B N Rl MN52@@M -

& & 1 = SimpleHttpServer

@ Simple HTTP Server

ubi.jp

10.133.159.19 - - [26/Aug/2021:11:49:39 +01:00] "GET /
HTTP/1.1" 200 900 ™" "Mozilla/5.0 (Linux; Android 11;
SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4515.159 Mobile Safari/537.36"
10.133.159.19 - - [26/Aug/2021:11:49:39 +01:00] "GET /
favicon.ico HTTP/1.1" 404 61 "http://10.133.159.19:

id 11; SM-G975F)

AppleWebKit/537.36 ( Gecko) Chrome/

92.0.4515.159 Muhile‘Safari/SS?,’Eﬁ"

About this app 2
Tt very simple Wi for sharing contents
on your device

Communica tion

Rate this app
Tell others what you think

AN~ G * S * S ¢

15
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https://play.google.com/work/apps/details?id=jp.ubi.common.http.server&hl=en_GB
http://192.168.110.105:12345/

2 Knox
Setup atest HTTP server

1200 @M N Rl £

» Copy the Knox Service Plugin APK (the file you downloaded in slide 4) and the < Q = ®

Device Configuration Profile XML (the file you create in slide 14) to the host BY > intemalstorage » Documents

device. Save the files into the Documents folder on your host device

I= Name 71

+ You will now have 2 new file locations: G S ngn2 A 08k

http://192.168.110.105:12345/Documents/knox_service_plugin v1.2.74 0.apk il -

http://192.168.110.105:12345/Documents/XC5config.xml
* You will use these two files locations in our Device Deployment Profile
I @] <

16 % Secured by Knox


http://192.168.110.105:12345/Documents/knox_service_plugin_v1.2.74_0.apk
http://192.168.110.105:12345/Documents/XC5 config.xml

Create a Device Deployment Profile

* Open Knox Mobile Enrollment Direct and select CREATE PROFILE
» Selectthe Knox Version
» Select CONTINUE

S$NM S U NG Knox Mobile Enroliment Direct

Device type for profile

= Knox

Profiles ><

o prenemEl PRAEMBLST A ] VERSION  PROFLETWEY  STATUSY  LASTUPDATED DATE |1 Select the correct Knox SDK version on your devices to generate the

I ar i
O e XML 1.00 Configuration Complete 26 Aug 2021 pl Dp = I {] R l::ldE

Knox Version *
Knox Version 3.8 or higher
CANCEL CONTINUE
1-1 of 5 v 1
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. . Z Knox
Create a Device Deployment Profile

« Select DEVICE DEPLOYMENT PROFILE (QR CODE)

SNAMSUNG Knox Mobile Enroliment Direct

Select profile type

Click to select the profile type you want to create.

@
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. . Z Knox
Create a Device Deployment Profile

» Enter a Profile name of your choice
« Enter your Organization name

» Description is optional

« Select CONTINUE —

Profile details

Enter basic information about the profile you want to create.

$AMSU NG Knox Mobile Enroliment Direct

BASIC INFORMATION

Profile name *
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Create a Device Deployment Profile

Enter your Wi-Fi configuration details

Select CONTINUE

SAMSU NG Knox Mobile Enroliment Direct

Wi-Fi network connection

Set up automated Wi-Fi network connection during the out-of-the-box experience.

WI-FI NETWORK INFORMATION

Wi-Fi MAC address randomization
@ Enable

Proxy

"

= Knox
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. . Z Knox
Create a Device Deployment Profile

» Legal Agreement is optional, Select CONTINUE

SAMSUNG Knox Mobile Enroliment Direct

Legal Agreement

Enteryour custom legal agreement information, including privacy policy, EULAs, and terms of service.
To proceed without custom legal agreement, click Continue.

LEGAL AGREEMENT INFORMATICN

Title

Legal Agreement URI @
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. . Z Knox
Create a Device Deployment Profile

Select your Enterprise Mobility Management provider; the next fields will automatically populate. Depending which Management
provider you're using will determine whether you have to enter custom JSON data.

Check with your EMM provider if this is needed.

Select CONTINUE

SAMSUNG Knox Mobile Enroliment Direct

Android Enterprise Enrollment

Set up an Android Enterprise profile.

ANDROID ENTERPRISE PROFILE
Refer to the for more information on how to
configure your Android Enterprise profile.

Mobility Management provider*

EMM agentURL* @

https://play.google.com/managed/downloadManagingapp?identifier=kno

EMM agent's receiver component name* @

am sds smm cloud knox samsung/com sds emm emmagent core event re

EMM agent signature checksum* @

Custom JSON Data (as defined by EMM)

Root/Intermediate certificate @
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. . Z Knox
Create a Device Deployment Profile

In the Device Configuration Profile field, enter your XML address from slide 16. http://192.168.110.105:12345/Documents/XC5co
nfig.xml

In the Knox Service Plugin field, enter your APK address from slide 16. http://192.168.110.105:12345/Documents/knox_service
plugin v1.2.74 0.apk

For Package name, enter. com.samsung.android.knox.kpu

For Signing key, enter: NN80Oep8c8YkuRcBWtJc82BzPFIpAUNEa6krFpl-QCkl=

Select CONTINUE

Additional deployment options

Set up the URI for the Device Configuration Profile that you created with KME Direct.
You can also add applications to deploy.

AAAAAAAAAAAAAAAAAAAAAA
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http://192.168.110.105:12345/Documents/XC5 config.xml
http://192.168.110.105:12345/Documents/knox_service_plugin_v1.2.74_0.apk

Create a Device Deployment Profile

» Select GENERATE QR CODE
* Click on the DOWNLOAD ALL button and then Save the QR code

SAMSU NG Knox Mobile Enroliment Direct L

«

PROFILE DETAILS

Prafile Name

XC5 Deployment

Grganizatian name

Knax Version

WI-FI NETWORK CONNECTION

SSID name

WI-FI MAC address randomization

Proxy

Security

wEP

Password

Verify

Summary

ANDROID ENTERPRISE ENROLLMENT

Enterprise Mobility Management provider

EMM agent URL

EMM agent's receiver component name

1o samsung /com sds emm emmagent ¢

EMM agent signature checksum

MzDUGUStOVK ITXVEFBmE:

he various details of the configuration profile you just created
To save this profile and generate a QR code, click
Click RESET to delete this information and start again.

ERATE QR CODE.

ADDITIONAL DEPLOYMENT OPTIONS

Device configuration

Local server URI for a Device Configuration Profile (XML
file)

p 345/ Docume ofig

Local server URI for the Knox Service Plugin agent (APK
file)

signing key

epBCEYk

= Knox

SAMSUNG Knox Mobile Enroliment Direct kE
¢ X

QR code generated

The device configuration profile was created and the QR codes were generated successfully.

Step! ne)
1® save r code to Pt *
1 1 « Deskiop * KME Direct w © | Search KME Direc »
Organize > New folder = @
~  MName Date modified Type
7 Quick access
BN Deskiop  #
¥ Downloads #
& Documents #
&= Pictures -
v < >
File name: | Enroliment QR Codel -
Save as type: PDF v
~ Hide Folders Cancel

24
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. = Knox
Device Enrollment

* You can now enroll your devices, make sure that your Simple HTTP Server app is still running.

Knox Deployment
Select anoplion beiavw Lo envoll your phore

wilh @ carmpany.

Blustonih

Errell ay pairng yeur ahone st peer 17
adins dovee,

Let's go!

Crovacll oy bodcing wour phrome o ose Lo [T
English (1 m“lm adnin’s devce,

Wi-Fi Diract

Fieedl by eadsbilahilng & Wi-FI Divasd sannecticon

awra 1 IT acrmiva dedce

v QR code
Ereell oy seanning a DREESSEPD w dod by vaur
zdmin.

Whaw device WI-FI MAT acldress

Emergency ol Aptesaliling

Gesture a + symbol on the Let’s go! screen Select QR code Scan the QR code, the device will then begin to stage
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Document Information = Knox

This is version 1.0 of this document.
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Thank you! |




