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In order to set up a KME Direct test environment you will need to set up a server to host the configuration and APK files. 

This guide will explain how to do this with a mobile device using an app (Simple HTTP Server)

Prerequisites
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• Navigate to: https://www2.samsungknox.com/en/kme-direct-download

• Download both files, KME Direct and Knox Service Plugin

Download and Install KME Direct

https://www2.samsungknox.com/en/kme-direct-download
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• Once downloaded, launch KME_Direct_v1.1.6.exe

• Select NEXT

• Accept the terms of the license agreement

• Select NEXT

Download and Install KME Direct
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• Enter a passcode of your choice

• Select NEXT

• Copy your Recovery key and save to a safe location. The key can be used to access KME Direct if you forget your password.

• Select NEXT

Download and Install KME Direct
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• Select NEXT

• Wait for KME Direct to install

• Select LAUNCH

Download and Install KME Direct
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• Enter your password, select OK

• Select CREATE PROFILE

Download and Install KME Direct
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• Select the Knox SDK version. To find the SDK version for your devices, on the device navigate to: 

Settings > About phone > Software information > Knox version

• Select CONTINUE 

Download and Install KME Direct
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KME Direct has two types of profiles, Device Configuration Profile and Device Deployment Profile. The device configuration profile

is used to customize device settings such as display, sounds, key mapping and general settings. The device deployment profile is 

is used to generate a QR code which automatically connects your devices to a network and directs them to your MDM. 

• Select DEVICE CONFIGURATION PROFILE (XML)

Create a Device Configuration Profile
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Create a Device Configuration Profile

• You can now configure the device display settings

• Once you’ve chosen your settings, select CONTINUE
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Create a Device Configuration Profile

• You can now configure the options for hardware key mapping

• Once you’ve chosen your settings, select CONTINUE
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Create a Device Configuration Profile

• You can now configure the general configuration options

• Once you’ve chosen your settings, select CONTINUE
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Create a Device Configuration Profile

• Select GENERATE XML

• Save the XML file onto your PC
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Setup a test HTTP server

• On your host mobile device, go to the Play Store and download the Simple HTTP Server app

https://play.google.com/work/apps/details?id=jp.ubi.common.http.server&hl=en_GB

• Once installed, launch the SimpleHttpServer app, make sure the Server is set to ON and your host device is connected to your

Wi-Fi network. The server IP address will then display. E.g. http://192.168.110.105:12345/ (You may have a different IP address)

https://play.google.com/work/apps/details?id=jp.ubi.common.http.server&hl=en_GB
http://192.168.110.105:12345/
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Setup a test HTTP server

• Copy the Knox Service Plugin APK (the file you downloaded in slide 4) and the 

Device Configuration Profile XML (the file you create in slide 14) to the host      

device. Save the files into the Documents folder on your host device

• You will now have 2 new file locations:

http://192.168.110.105:12345/Documents/knox_service_plugin_v1.2.74_0.apk

http://192.168.110.105:12345/Documents/XC5config.xml

• You will use these two files locations in our Device Deployment Profile 

http://192.168.110.105:12345/Documents/knox_service_plugin_v1.2.74_0.apk
http://192.168.110.105:12345/Documents/XC5 config.xml
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Create a Device Deployment Profile

• Open Knox Mobile Enrollment Direct and select CREATE PROFILE

• Select the Knox Version 

• Select CONTINUE
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Create a Device Deployment Profile

• Select DEVICE DEPLOYMENT PROFILE (QR CODE)
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Create a Device Deployment Profile

• Enter a Profile name of your choice

• Enter your Organization name

• Description is optional

• Select CONTINUE
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Create a Device Deployment Profile

• Enter your Wi-Fi configuration details

• Select CONTINUE
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Create a Device Deployment Profile

• Legal Agreement is optional, Select CONTINUE
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Create a Device Deployment Profile

• Select your Enterprise Mobility Management provider; the next fields will automatically populate. Depending which Management 

provider you’re using will determine whether you have to enter custom JSON data. 

Check with your EMM provider if this is needed.

• Select CONTINUE
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Create a Device Deployment Profile

• In the Device Configuration Profile field, enter your XML address from slide 16. http://192.168.110.105:12345/Documents/XC5co

nfig.xml

• In the Knox Service Plugin field, enter your APK address from slide 16. http://192.168.110.105:12345/Documents/knox_service_

plugin_v1.2.74_0.apk

• For Package name, enter: com.samsung.android.knox.kpu

• For Signing key, enter: NN8Oep8c8YkuRcBWtJc82BzPFIpAUNEa6krFpl-QCkI=

• Select CONTINUE

http://192.168.110.105:12345/Documents/XC5 config.xml
http://192.168.110.105:12345/Documents/knox_service_plugin_v1.2.74_0.apk
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Create a Device Deployment Profile

• Select GENERATE QR CODE

• Click on the DOWNLOAD ALL button and then Save the QR code
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Device Enrollment

• You can now enroll your devices, make sure that your Simple HTTP Server app is still running. 

Gesture a + symbol on the Let’s go! screen Select QR code Scan the QR code, the device will then begin to stage
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Document Information

This is version 1.0 of this document.



Thank you!


