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What you need

Samsung XCover Pro phone

Samsung Account and samsungknox.com

account

Access to Knox Configure console

KC license

Microsoft Teams account (Microsoft account)

Microsoft Teams premium license

SAMSUNG
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Knox Configure setup
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Samsung Knox | Secure mobile X =+

SR @ samsungknox.com,

£ Apps Salesforce Samsung Knox | Se...

SAMSUNG Knox

About Knox Vv

Stay connected,

otected, and
yroductive

Built into Samsung mobile devices, Samsung

LB

b
I

Knox protects all your data - so you can focus on [
A

what matters to you and your business.

(_ weamnasourknox )

Profile creation

Enterprise Solutions v Products v Support Blog

Managing mobile patches and updates with E-FOTA adds security

Afdc

Go to samsungknox.com

and click on “Sign up”.
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Profile creation

SAMSUNG Account

Sign in to your Samsung
Geotnt Using proper Samsung

account credentials, log

""" — into to your

samsungknox.com account.

eeeeeeeeeeeee
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Profile creation

shboard | Samsung Knox x  +

C @& www2samsungknox.com/e

Salesforce Samsung Knox | Se...

« In compliance with the General Data Protection Regulation (GDPR), we have added new Privacy Settings. To view these, go to Edit account, and click on Privacy Settings
= We've updated our Samsung Knox privacy policy to better explain how we process your personal data. To view the latest privacy policy, click here.

Licenses Solutions

= xror mzAToN Launch your KC console by

Quick & simple setup and rebranding of devices. Learn more »

clicking on “"LAUNCH"
Consolidated offering of Knox solutions designed for enterprise mobility. Learn more »
I 1

Knox Platform for Knox Mobile Enroliment Knox Manage Knox E-FOTA
Enterprise

Defense-grade security and

Automated and enforced EMM Cross-platform EMM optimized for Versatile OS version control and

enrollment Samsung devices management
management features




Dashboard | Samsung Knox x Knox Configure Console
& > C @ eu-kc-portal.samsungknox.com/c

Apps Salesforce Samsung Knox | Se...

SAMSUNG
Knox Configure

Dashboard
Profiles
Devices
Licenses
Library

Resellers Total devices (4)

Administrators & Roles

ile creation

Activity log - P -
i 4 0 0 0 0
Feedback & Support Unassigned Error Locked Pr Configured
' N
( SELECT A PROFILE TO PIN HERE )
- 7
RECENT DEVICE UPLOADS LICENSES
RESELLER UPLOADED DEVICES STATUS LICENSE NAME ACTIVATION END DATE STATUS
3 1 e Approved
Samsung R7D 31A 1 o Approved 9 Aug 2020 ® Expire
Samsu 1 e Approved 2
1 e Approved

SAMSUNG

From the left menu choose

“Profiles”.
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Profile creation

Dashboard | Samsung Knox x Knox Configure Console

& - C @& eu-kc-portal.samsungknox.com/con

i Apps Salesforce Samsung Knox | Se...

SAMSUNG e e (1]
Knox Configure Customer porta [®

Dashboard

Profiles
Profiles

a N\
5 CREATE PROFILE ACTIONS ~ )
Devices & )

Licenses

Library PROFILE \ KNOX VERSION v VERSION PROFILETYPE v TOTAL DEVICES UPDATED | SIZE

Now we need to create a

2.0 or above Dynamic = 27 Aug 2020 0 Byte

©r

Administrators & Roles

Activity log

- | profile, which will lef the

device know how to use PTT
| e N button with MS Teams. Click

on “Create profile”.

© O O O
S

O O 0o © O

Show 25 v 1

BULK ACTIONS

TERMS AND CONDITIONS PRIVACY POLICY English(US) ~ 9
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Profile creation

Choose "PHONE OR TABLET".

EEEEEEEEE
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Profile creation

Dashboard | Samsung Knox x Knox Confi

&« > C & eu-ke-portal.samsungknox.com,

i Apps Salesforce Samsung Knox | Se..

Select edition

Select a Knox Configure edition to be associated with this profile.

In KC, you can use two

@ = types of editions based

on your needs. For this

T Shopn instruction we'll choose
“DYNAMIC EDITION".

BACK
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Profile creation

Dashboard | Samsung Knox x Knox Configure Console

& > C @& eu-kc-portal.samsungknox.com/configurator/en-US/#/profiles/add

i Apps Salesforce Samsung Knox | Se...

Profile information ecta) v t f t r i ense T SETuP X

Now, in order to make
Profile information
GENERAL INFORMATION Sure ThOT OUf deVice Wi”
work with MS Teames,
please choose “Knox

3.4 or above” from the

Knox version drop down
list. Key remapping is

not available for older

Knox versions.

CANCEL BACK



Profile creation

Dashboard | Samsung Knox x Knox Configure Console

< >

iii Apps

(&) @ eu-kc-portal.samsungknox.com/configurator/e S/#/profiles/add

Salesforce Samsung Knox | Se...
Select apps and widgets f t ry  Assigndevices Selectalicense o EEYITTTGE  SETUP
Se|ect Gpps qnd widgets Profile size: 0 Byte (Limit 300 MB)
Knox 3.4 or abov

the appl dw our Knox Configur nt. Select the ones

Here are all the applications and widgets that have been uploaded to you gure account. Select the ones you want to add to this profile
NOTE: Applications and widgets are downloaded to the device after the configuration completes unless they are required during the configuration process.

cted applications and widgets
/ \| & c. ‘
Android Auto Microsoft Teams Przegladarka Chro..  Samsuni g Internet . Flightradar24 Flig... 2048

SAVE DRAFT CANCEL BACK m

SAMSUNG

After filling up all necessary
information and clicking
“YNEXT", you will have the
option to add MS Teams app
in two ways:

- as a shortcut to Google Play
store — no need for searching

for it in Google Play app
- as a full APK which will be

installed automatically when
the profile is pushed to the

device
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Profile creation

Dashboard | Samsung Knox x Knox Configure Console

& > C @ eu-kc-portal.samsungknox.com/configurator/en-US/#/profiles/add

i Apps Salesforce Samsung Knox | Se...

T - PR < Now, please select the

Select a configuration mode which will suit your

Select a configuration type to create this profile. Kiosk mode is only available in Advanced editions. n e e d S :
— - - Normal mode with
0]0)
OO

o 2 access to all installed

apps and configuration

- ProKiosk — here you can

set one application as @

Home Screen default

SAVE DRAFT CANCEL BACK
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ile creation

Dashboard | Samsung Knox x Knox Configure Console

(&) @ eu-kc-portal.samsungknox.com

Apps Salesforce Samsung Knox | Se...

Configuration PROKIOSK MODE SETUP X

Home & Lock screen Home & Lock screen

te (Limit 300 MB)

Default Home screen wallpaper

SELECT

screen wallpaper

SELECT

d Lock

Now, please go to “Device

DEVICE

Device type

setfings”.

Device screen preview @

Select grid

SAVE DRAFT

CANCEL BACK m
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Profile creation

Dashboard | Samsung Knox x Knox Configure Console

(&) @ eu-kc-portal.samsungknox.com/c

Salesforce Samsung Knox | Se...

Configuration T | 3 PROKIOSK MODE SETUP ><

Home

® Ao

Hide Settings menu/elements @

Move down to the

Remapping section.

Developer settings @

Choose “"ADD

Default USB debugging mode @

APNM

o CONFIGURATION".

DeX Mode D allo

LANGUAGE AND INPUT

TEXT TO SPEECH
BACKTOTOP T

SAVE DRAFT CANCEL BACK



Profile creation

Configure key mapping FrO m Th e d rO pd OWﬂ | iST

obibeB8 make sure to choose

“Microsoft Teams”.
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Profile creation

Dashboard | Samsung Knox x Knox Configure Console

& - C @& eu-kc-portal.samsungknox.com/configurator/e

pps Salesforce Samsung Knox | Se...

Configuration T | 3 PROKIOSK MODE SETUP ><

Hom
u isplay UL )
Applicat:
o : Developer settings @ .
] Disable USB debugging mode N | |
DRlicRESte Default USB debugging mode @ OW, yo U WI S e e n eW
Restrictions 0ff . . . . .
configuration indicating
APN Management 1 L ther source

| that the Microsoft Teams

Walkie Talkie action is

Remap hardware keys (XCover Pro and Tab Active Pro only)

Note: Remapping will not take effect on devices with Verizon PTT functionality enabled

mapped to PTT button.

KEY MAPPING TEMPLATE KEY NAME KEY PRESS TYPE ACTION TYPE APPLICATION PACKAGE NAME

LANGUAGE AND INPUT

_1 TEXT TO SPEECH
BACKTOTOP T

SAVE DRAFT CANCEL BACK
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Profile creation

Dashboard | Samsung Knox x Knox Configure Console
& > C @ eu-kc-portal.samsungknox.com/configurator/en-US/#/profiles/add
i Apps Salesforce Samsung Knox | Se...
Summary A dev c SETUP X
Prof”e Summdry Profile size: 0 Byte (Limit 300 MB)

Knox version: Knox 3.4 or above

PROFILE INFORMATION Jump to:

General information

Device level Secured by Knox devices

PREVIEW: WELCOME SCREEN

{nox version Knox 3.4 or above

Set up all the necessary

Profile name MS Teams Walkie Talkie

options in your profile and

Enrollment information

SAMSUNG
Company name aaa

head up to profile summary

, to check up if everything is

ﬁ o ok. If yes, click on the

Support contact details

“SUBMIT” button.

Device enrollment: Welcome screen

Skip welcome screen No
C mize th come screen text I
Hil pport link N

N 75 N
DOWNLOAD PROFILE SUMMARY AS A PDF ( CANCEL ) (s )
L S 7 4 3 /
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Pushing to proper devices

t profile MS Teams Walkie Talkie

LLLLLLLLLLLLLLL Now, choose devices on
o . which you want to push
. . your profile. Then click on

“SELECT LICENSE" button to

continue.
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Pushing to proper devices

Select license

Choose your license. Make

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

sure that you have enough

free seats for your devices.
Then click on the “DONE"

button.
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Pushing to proper devices

Dashboard | Samsung Knox x Knox Configure Console

& - C @& eu-kc-portal.samsungknox.com/con

Apps Salesforce Samsung Knox | Se...

SAMSUNG X
Knox Configure

Dashboard .
Profiles
Devices NS J
Licenses
Library PROFILE | ] KNOX VERSION v VERSION PROFILETYPE v TOTAL DEVICES UPDATED | SIZE
Resellers
Administrators & Roles D bove Dynamic = 0 Byte
Activity log
- .4 ‘ Now you can see that your
Feedback & Support

Knox 2 Dynamic - 2

newly created profile was

D Knox 3.4 or Dynamic e 21 0
o , pushed to chosen devices.
0 Knox 3.4 or above Dynamic - 01.4ul 0 Byte

©

-Knox 3.3 Dynamic = 02

Knox

Knox 29 -

O a O

Knox 2.9 - Knox 3.3 Dynamic

BULK ACTIONS

TERMS AND CONDITIONS PRIVACY POLICY English(US) ~ 2 2
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Device setup
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Initial configuration

Let's go! Launch your XCover Pro device and tap on the blue

English (United Kingdom) ¥

arrow to move forward to the next section.
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Initial configuration

Connect to mobile
network

ON

If you want to use Mobile Data for network connection
remember to turn it on at this point. Click “*Next” to

move forward.
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Initial configuration

Check out some info to
get started

Your data will be used according to our Privacy
Policy

End User Licence Agreement

Details

Mark the appropriate option to agree with the license

Details

tferms and click “Next" to move forward.

Details

Receipt of Marketing Information

Details
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Initial configuration

Choose a Wi-Fi
network

aqi_smok

If your KC profile has a few APKs included, it will be

tesseract

JanRouterTrzeci easier to download them via WiFi connection. Choose

(esseract.o6Hz the desired network to connect and click “Next” to

TP-LINK_ESEBOC

move forward.

Add network
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Initial configuration

Checking for updates...

his may take a f

If you are connected to any network (via Mobile Data or

WiFi), the device will check for security updates at that point.
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Initial configuration

Now, please go

oogle ~ A through basic Android
Signin

Use your Google Account. Learn more

Google Services Protect your phone

Tap to find out more about each service, such

Copy apps & data

You

settings. Here you will

to transfer your apps, photo Prevent others from using this phone

. . , as how to turn it on or off later. Data will be
contacts, Google Account and more without your permission by activating device

used according to Google's Privacy Policy. protection features
| e able to add your

Location Face recognition

Google account if

Q@ Uselocation v ‘
Fingerprints

pattern needed, set up

PN security options, etc.

Q@ Allow scanning v Password

Please note that this
stage can be skipped
by selecting “Skip
Setup Wizard” in the

KC profile.
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Initial configuration

All done!

When everything is properly set up, you will see the "All
done!” screen. Tap on the “Finish” button to end the

inifial configuration.
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Initial configuration

Wed, 2 Sep

©0: 0

& Android Setup
Finish setting up your SM-G715FN
Copy your data, set wallpaper, and more

Now, if your device is connected to the network it will

automatically receive pushes with your KC profile. There

Update Knox

will be silent notifications from Knox for these.
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Initial configuration

SAMSUNG

Later, after notifications, you will see your KC profile
screen with the initial configuration. The look of it is
based on setftings which you have determined in the KC

console. Tap on “Next” to move forward.
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Initial configuration

SAMSUNG

When you agree with all the information provided in the
initial KC configuration screen, you will see download
and installation progress. The estimated fime depends
on how much data is in profile and the number of apps

that need to be installed.
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Initial configuration

When done, you will receive a popup nofification
informing you that the latest profile has been applied.
You can also do it manually by going to Settings >
About Phone > Software Information > Knox Configure >

Apply latest profile.
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Setting up MS Teams

Microsoft Teams

Now, at this point you can install MS Teams from the
source provided in the KC profile or launch the installed
one (if provided by APK in profile).

After doing it please provide your Microsoft account
login. In most cases it is login@domain.com. Then tap on
“Sign in” and provide your password to finish the login

Process.
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Setting up MS Teams

To launch Walkie Talkie, tap on the three dots with the

“More” option and choose the “Walkie Talkie” function.

36
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Setting up MS Teams

& Choose a channel

Suggested Channels
General
Walki Talkie
u General
yloyment tear

Your teams

n Deployment team .
To talk with ofhers, please choose the proper channel by

tapping “Channel” and choosing your desired one. You

Walki Talkie
can also create a new one here.

LK
General
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Setting up MS Teams

<~ Walkie Talkie

General >

The last thing to do is to tap on the "Connect” bufton.
This will connect you with the proper channel. The button
will be available when the device is connected to a

network.
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Using Walkie Talkie with XCover key

co —e
Now using XCover button (PTT) you can easily talk with
others available on your channel. To talk, press and hold
the XCover button. When finished, release it. You wiill
hear a characteristic sound when the button is pressed
and released. This function will also work when the

phone is locked and the screen is furned off.
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All done!



