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Add the Knox Asset Intelligence app to MobiControl

Assign the Knox Asset Intelligence app to the devices

Add the Knox Service Plugin to MobiControl

Create a Knox Service Plugin configuration

Assign the Knox Service Plugin app to the devices

Check the KAI console to see if devices have successfully enrolled
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Add the Knox Asset Intelligence app to MobiControl

SOTIONE -

DEVICES

View Devices
Reports
CONFIGURATIONS
Compliance Policies

Profiles

App Policies

Packages

Rules

5

issigned

raft

ssigned

issigned

ssigned

raft

1of1

Within the console, select App Policies
Select NEW APP POLICY

<

FAMILY

Android Plus

Android Plus

Android Plus

Apple

Apple

Android Plus

APPS

CREATED DATE

2022-02-24 9:40:27 AM

2021-12-15 1:44:34 PM

2022-03-03 11:33:36 ...

2021-11-29 4:10:50 PM

2021-11-29 4:10:50 PM

2022-02-2110:33:31....

ASSIGNED DATE

2022-02-24 10:20:22 ...

n/a

2022-03-03 11:54:38 ...

2021-11-29 4:10:50 PM

2021-11-29 4:10:50 PM

n/a

SCHEDULE DISABLE ...

n/a

nfa

n/a

n/a

nfa

n/a

n e NEW APP POLICY

MODIFIED DATE

2022-02-24 9:40:28 AM

n/a

2022-03-03 11:53:58 ...

n/a

n/a

2022-02-21 10:33:34 ...
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Add the Knox Asset Intelligence app to MobiControl & Knox

» Select Android Enterprise
 Enter an App Policy Name
» Select APPS

F- -3
IE}' CREATE APP POLICY @

GENERAL
CREATE APP POLICY App Policy Name * [ Knox Asset Intelligence ]
Use an App policy to install Apps on your devices. App policies can only be created for a single family at a time. Some Description
families have additional types.
Please Choose *
Policy Status n/a
Family &  Android Plus
.’ . Type & Android Enterprise
Apps 0
Android v Apple > Windows
Android Enterprise

CANCEL SAVE
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Add the Knox Asset Intelligence app to MobiControl & Knox

» Select the + symbol

» Search for Knox Asset Intelligence
» Select Knox Asset Intelligence

» Select ADD

F- -9
%J' CREATE APP POLICY (@) SELECT APPS

I

GENERAL APPS Select the apps that you want to install on devices using the App Policy
APPS 0
Apps

App Source Managed Google Play v

Bindings

Select

Apps jo) I Knox Asset InteHigenceI (_ MANAGED GOOGLE PLAY ) 8t

NAME VERSION TYPE

Knox Asset Intelli... 1.1.07.8 Mandatory &3

CANCEL ADD
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Assign the Knox Asset Intelligence app to the devices S Knox

« Select SAVE AND ASSIGN

» Select the desired Device Group G| Assich | KnexAsset intaNlganca
 Select ASSIGN

Select the devices or device groups this policy will be assigned to. |j_/ {8 Options )
DEVICES USERS FILTERS
s Device Groups ,O Devices (4) 1of1
"' CREATEAPP POLICY
GENERAL APPS > MY Company DEVICE NAME
Test_AE_GROUP
APPS e l AndroidPlus 00129
NAME VERSION MANAGED CONFIG APP SOURCE Test_KG_GROUP
B ~ndroidplus s0132
Knox Asset Intelligence 1.1.07.8 Not Configured Managed Google Play Store
. AndroidPlus 00131
l AndroidPlus 00130

CANCEL SAVE ° Total Devices Targeted © CANCEL I ASSIGN I
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Add the Knox Service Plugin app to MobiControl S Knox

» Navigate back to App Policies
» Select NEW APP POLICY

n e NEW APP POLICY

SOTIONE =~ e 1of1 o (@m)
DEVICES S FAMILY APPS CREATED DATE ASSIGNED DATE SCHEDULE DISABLE ... MODIFIED DATE
View Devices ssigned @ Android Plus 1 2022-02-24 9:40:27 AM 2022-02-2410:2022...  n/a 2022-02-24 9:40:28 AM
Reports

raft |ﬁ| Android Plus 0 2021-12-15 1:44:34 PM n/a nfa n/a
CONFIGURATIONS -

\ssigned g3 Android Plus 1 2022-03-03 11:33:36 ... 2022-03-03 11:54:38 ... n/a 2022-03-03 11:59:58 ...
Compliance Policies
Profiles issigned o “pple 1 2021-11-29 4:10:50 PM 2021-11-29 4:10:50 PM nfa nfa
App Policies issigned o Apple 1 2021-11-29 4:10:50 PM 2021-11-29 4:10:50 PM n/a n/a
Packages raft & Android Plus 1 2022-02-21 10:33:31 ... nfa n/a 2022-02-21 10:33:34 ...
Rules
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Add the Knox Service Plugin app to MobiControl S Knox

» Select Android Enterprise
 Enter an App Policy Name
» Select APPS

W' CREATE APP POLICY (@)
GENERAL
App Policy Name * I[ Knox Service Plugin I
CREATE APP POLICY
Description
Use an App policy to install Apps on your devices. App policies can only be created for a single family at a time. Some
families have additional types.
Please Choose * Policy Status n/a
Family ' Android Plus
- . .
.’ . Type #= Android Enterprise
Apps 0
Android v Apple > Windows
CANCEL SAVE
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Add the Knox Service Plugin app to MobiControl S Knox

« Select the + symbol

« Search for the Knox Service Plugin
« Select the Knox Service Plugin

« Select ADD

= SELECT APPS @

GENERAL APPS Select the apps that you want to install on devices using the App Policy
APPS o I Apps

App Source Managed Google Play v
Bindings
Select
Apps 0 ( MANAGEDGOOGLEPLAY ) g

NAME VERSION TYPE
E Knox Service Plugin 1.3.26(22.01) Mandatory &
CANCEL ADD
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Create a Knox Service Plugin configuration S Knox

« Select the options button next to Knox Service Plugin
« Select Configure

« Select Managed App Config

« Select Enable Managed App Config

F- -9
"' CREATE APP POLICY @

GENERAL APPS

APPS

NAME VERSION MANAGED CONFIG APP SOURCE

. E Knox Service Plugin 1.3.26 (22.01) Not Configured Managed Google Play Store

Iﬁ} Configurel
T Delete

| Configure Specify the configuration options for the application you are adding or editing

App Details Enable Managed App Config D

Advanced options available for the application

Installation Options

Profile name

Managed App Config

Knox profile

You can later use the name for tracking and
debugging. To ensure good user experience, we
recommend using a name less than 50 characters in

length.
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Create a Knox Service Plugin configuration

%= Knox

» Scroll down, Enable Device-wide policies and Enable device policy controls
» Scroll down, Enable Application management policies

ADVANCED CONFIGURATIONS

Configuration Options

App Details
Installation Options

Managed App Config

®

Separated Apps policies

A group of policies and restriction that are applicable to Separated apps.

Device-wide policies (Selectively applicable to Fully
Manage Device (DO) or Work Profile-on company owned

devices (WP-C) mode as noted)
Aglobal group of policies and restrictions that are applicable to all users of the device.

This list includes items that impact all users on the device, whether they fall under
personal or work profiles. Availability: Knox 3.0 and above.

Enable device policy controls
Use this control to enable or disable device-wide policies. Enable this option before

using any of the device-wide policies. If this option is disabled, KSP does not apply any
policies in default user (User 0). ED CONFIGURATIONS @

to the device.
ition Options

DeX policy
Agroup of policies for Samsung DeX control and customization, including items L .
related to enabling and disabling DeX, managing DeX restrictions, and customization ails Application management policies @

of the DeX experience for the user. Availability: Knox v3.1 or higher. A group of policies to configure and manage applications on the device.

stallation Options
Enable application management controls
Managed App Config Use this control to enable or disable advanced application management settings.

Battery optimization allowlist

Use this control to exempt applications from battery
usage optimizations such as Android Doze mode.
For a fully managed device with a Work profile, enter
the list of application on the personal profile to
allowlist. To specify Work profile-only apps, go to
Work Profile Policies > App Management section.
Enter a comma-separated list of package names to
specify the apps to allowlist.
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Create a Knox Service Plugin configuration S Knox

» Scroll down, for Package Name for Auto-Launch enter: com.samsung.android.dai
» Select SAVE

ADVANCED CONFIGURATIONS ©,

and existent widgets are removed from the launcher
home screen. Enter the values as a comma
separated list or wildcard to specify multiple widget
to the block. If the package name matches the
pattern in both the blacklist and whitelist, the
whitelist will takes priority.

Configuration Options

App Details

Installation Options
Package Name for Auto-Launch

Managed App Config Enter the package name of the application that
needs to be launched afterit is installed along with

the Component name. Example:
PackageName/ComponentName

com.samsung.android.knox.dai

Device Admin allowlisting

A group of policies to manage Device Administrator (DA) privileges to specific apps
when KSP is launched on the device. By default, DA level access is blocked for all apps.
KSP cannot deactivate DA level access for an app that is already activated before KSP is
launched.

Device customization controls (Premium)

A group of policies to customize the device user interface. Configure the "Device
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Assign the Knox Service Plugin app to the devices S Knox

* Select SAVE AND ASSIGN

» Selected a desired Device Group
» Select ASSIGN

r--%
IEY' CREATE APP POLICY

DEVICES USERS FILTERS
GENERAL APPS
Device Groups ,O Devices (4) 1of1
APPS
> My Company DEVICE NAME
NAME VERSION MANAGED CONFIG APP SOURCE Test_AE_GROUP
. AndroidPlus 00129
E Knox Service Plugin 1.3.26 (22.01) Configured Managed Google Play Store Test_KG_GROUP
l AndroidPlus 00132
. AndroidPlus 00131
. AndroidPlus 00130

CANCEL SAVE ° Total Devices Targeted @ CANCEL ASSIGN
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Check the devices have enrolled

« Open Knox Asset Intelligence
* Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)
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KAI enrollment %= Knox

* Once the Knox Asset Intelligence app has been deployed with the Knox Service Plugin app
configuration, no action is needed in order to enroll into Knox Asset Intelligence. If an end user
opens the Knox Asset Intelligence app they will see the below.

© Settings N2l 39% &

Location can be accessed Enrolment complete
l Your phone has been enrolled.

Your IT admin is allowing Knox Asset Intellig..

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
For a better experience, turn according to your IT administrator’s policy.

on dEVIFe location, which uses The collection of device data is one of the
Google’s location service. « purposes of your IT administrator, who is
responsible for all related matters.
SAMSUNG is not responsible for any and
NO, THANKS OK all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as
EMM.

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service
related problems.

For more information, please visit ‘
www.samsungknox.com/Kai.

Galaxy Store Gallery Play Store Google

Getting ready...

1] @) <
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Document Information = Knox

This is version 1.1 of this document.
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S Knox

Thank you!




