


Agenda
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Add the Knox Asset Intelligence app to Workspace ONE

Deploy the KAl agent to the devices

Create and assign an Android Enterprise app permission profile
Add and deploy the Knox Service Plugin

Add an App Configuration policy to the Knox Service Plugin app
Check the KAI console to see if devices have successfully enrolled
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Add the Knox Asset Intelligence app to Workspace ONE

» Within the Workspace ONE
console, select RESOURCES

* Select Native

@ Workspace ONE UEM

FREESTYLE

Apps v

Resources » Apps

%= Knox

. o
» Select Public p—
MONITOR
) Internal Public Purchased
» Select ADD APPLICATION Web Links
D ) Virtual Apps Filters » © ADD APPLICATION
o Virtual Apps Collections T Name
333 Access Policies
RESOURCES ) s angry bird
Settings > Airwatch Internal
o Profiles & Baselines >
2
ACcounTs Device Updates A
m Assist 1.0
0 Sensors I.l Airwatch Internal
CONTENT Scripts ve
Time Windows PN Boxer - Workspace ONE
& Airwatch Internal
EMAIL Books > "
[yl
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Add the Knox Asset Intelligence app to Workspace ONE < Knox

* For Platform, select Android

» For Source, select SEARCH APP STORE
 For Name, enter Knox Asset Intelligence
» Select NEXT

» Select Approve

Add Application

Knox Asset Intelligence

Samsung Electronics Co., Ltd.

Managed By

Platform * Android v H PEGI3
Sour © This app is only available in certain countries
ource SEARCH APP STORE ENTER URL IMPORT FROM PLAY
Name* Knox Asset Intelligence
NEXT CANCEL
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Select Approve

Add the Knox Asset Intelligence app to Workspace ONE

Select Keep approved when app requests new permissions

Select Done

9,

Knox Asset
Intelligence

Samsung Electronics Co._, Lid.

Showing permissions for all versions of this app

This app has access to:

B Storage

« modify or delete the contents of your USE
storage
» read the contents of your USE storage

Q@ Location

» precise location (GPS and network-baszed)
« approximate location (network-based) =

Updates o Knox Asset Intelligence may automaiically add
additional capabilities within each group. Learn more

Approval settings Notifications

,© Knox Asset Intelligence

Samsung Electronics Co., Lid

How would you like to handle new app permission requests?

@ Keep approved when app requests new permissions.
Uzers will be able fo install the updated app.

O Revoke app approval when this app reguests new permissions.

App will b2 removed from the shop unfil it is reapproved.
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Add the Knox Asset Intelligence app to Workspace ONE < Knox
» Search for the Knox Asset Intelligence app

« Select the app

* Select ASSIGN

« Select ADD ASSIGNMENT

List View

Internal Public Purchased

A *
Filters » [o ADD APPLICATION LAYOUT WV EXPORT W I Knox Asset Intellig... II

[# assiGN M DELETE

Icon Name

Knox Asset Intelligence Detalls
: Platform: Android Status: @ Active
James King
Assignments Exclusions

Devices will receive application based on the configurations below. Devices with multiple assignments will receive policies in priority order. Adjusting the priority for a single assignment will automatically
assignment to edit. Adding a new assignment will create a new rule at the bottom of the list

ADD ASSIGNMENT

Priority Assignment Name Description Smart Groups App Delivery Method

Knox Asset Intelligence - Assignment

y®

0 Kal CIED 1 Auto

6 % Secured by Knox



Add the Knox Asset Intelligence app to Workspace ONE < Knox

« Enter a Name

« Enter an assignment group

» For App Delivery Method, select Auto
» Select CREATE

» Select SAVE

» Select PUBLISH

Distribution
Name * I KAl APP |
Description
Assignment Description
P e configurations below. Devices with multiple assignments will receive p
nt will create a new rule at the bottom of the list.
Assignment Groups * I To whom do you want to assign this app? I

App Delivery Method  * () ©n Demand @

Pre-release Version None v @

CANCEL CREATE |

‘ Assignment Name Description

KAl APP

Page Size 20 v

CANCEL SAVE

CANCEL PUBLISH
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Add the Knox Asset Intelligence app to Workspace ONE

 Select RESOURCES

* Select Profiles
 Select ADD

* Select Add Profile

* Select Android

29

FREESTYLE

MONITOR

o

DEVICES

14

aaa

irirpr)
RESOURCES

CONTENT

Apps

Profiles & Baselines

Baselines
Profile Resources
Settings
Device Updates
Sensors
Scripts
Time Windows
Books

Orders

>

W

Resources » Profiles & Baselines

Profiles

Filters >
Profile Details

test usb - dex
Android
Restrictions

\NO

]

Add Profile

Upload Profile

Batch Import

Payloads

1

Add Profile

Select a platform to start:

Android

Windows

Apple i05

Android (Legacy)

%= Knox

Apple macOS

Linux
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Add the Knox Asset Intelligence app to Workspace ONE

 Enter a Profile Name
« Next to Permissions, select ADD

« Select Knox Asset Intelligence

IKA\ Permissions I

Q st

In the Select App field, type Knox Asset Intelligence

I v Permissions

%= Knox

Set permission behavior for all apps installed on the device through Workspace ONE. You can also add exceptions to the behavior for specific apps. After adding an

excepticn, click Configure to modify the permission behavior for the app.

> P ol ADD
5 Permissions Permission Policy * Prompt user for permission ork P
> tings ADD Exceptions
App + Add
Select App Knox Asset Intelligence
Knox Asset Intelligence
9 % Secured by Knox



Add the Knox Asset Intelligence app to Workspace ONE < Knox

» For each Permission in the list, select Grant permission
» Select NEXT

» Enter a Smart Group Assignment
« For Assignment Type, select Auto e |
» Select SAVE & PUBLISH

Exceptions Allow Exclusion @ )

App + Add

Deployment

Select App Knox Asset Intelligence
Permissions Assignment Type Auto v
Description Permission
Allow Removal MNever w
approximate location {network-based) @D Grant permission ~ Managed By *
Install Only Area
precise location (GPS and network-based) @ Grant permission v y C’
Schedule Install Time C’
view network connections D Grant permission v
CANCEL BACK SAVE & PUBLISH
CANCEL NEXT
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Add the Knox Service Plugin app to Workspace ONE

» Within the Workspace ONE
console, select RESOURCES

@ Workspace ONE UEM

Apps v

Resources » Apps

%= Knox

| poecthanve .
. List View
» Select Public p—
MONITOR
) Internal Public Purchased
» Select ADD APPLICATION Web Links
,_..D._, Virtual Apps Filters b @ ADD APPLICATION
o Virtual Apps Collections T Name
333 Access Policies
RESOURCES ) s angry bird
Settings > Airwatch Internal
o Profiles & Baselines >
5
ACCOUNTS Device Updat
evice Updates mh et 10
Sensors I.l Airwatch Internal
O
CONTENT Scripts ve
= Time Windows PN Boxer - Workspace ONE
i Books N ’ ' Airwatch Internal
[yl
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Add the Knox Service Plugin app to Workspace ONE S Knox

 For Platform, select Android
 For Name, type Knox Service Plugin
» Select NEXT

» Select Approve

» Select Approve

Managed By

Knox Service Plugin

Samsung Electronics Co., Ltd. ok kh o 257 8

H PECGI3

Knox Service X
Plugin

Samsung Electronics Co., Lid.

Platform* Android v

Source IVIIWVI R GII 3 ENTER URL | IMPORT FROM PLAY

Name * Knox Service Plugin

& This app offers managed configuration Showing permissions for all versions of this app

© This app is only available in certain countries
This app has access to:

[ Approve

B Photos / Media / Files

+ read the contents of your USE storage
» modify or delete the contents of your USE
NEXT CANCEL storage

B Storage

« read the contents of your USE storage
« modify or delete the contents of your USE =

Updates to Knox Service Plugin may automatically add additional
capabilities within each group. Learn more
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Add the Knox Service Plugin app to Workspace ONE & Knox

» Select Keep approved when app requests new permissions

» Select Done

» Search for the Knox Service Plugin app Asproval settings Notiications
+ Select the Knox Service Plugin o Somce o

« Select ASSIGN E

How would you like to handle new app permission requests?

@ Keep approved when app requests new permissions.

Users will be able to install the updated app.

O Revoke app approval when this app requests new permissions.

App will be removed from the shep until it is reapproved.

AYOUT | | EXPORT w |IKnoxSerulcepIugln I

| lcon Name Platform nstall Status Status

Knox Service Plugin
@ James King Android View =]
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Add the Knox Service Plugin app to Workspace ONE & Knox

» Select ADD ASSIGNMENT

« Enter a profile Name

* Enter an Assignment Group

» For App Delivery Method, select Auto
» Select Application Configuration

Knox Service Plugin - Assignment l
Details ) Lo
Platform: Android Status: © Inactive Knox Service Plugin - Assignment

Assignments Exclusions Distribution

iy . . ¢ Distribution
Devices will receive 3|3|3|ICB'.IC'I1 based on the conmngurations Restrictions ﬁ
- =
unnel Mame I KAl Assignment I
ADD ASSIGNMENT —
I Application Configuration "
Description
Priority P
a Assig I Tow I
App Delivery Method ©Q 2uto (C) On Demand
e |
Pre-release Version None

CANCEL CREATE
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Add the Knox Service Plugin app to Workspace ONE S Knox

* Turn on Managed Access

« Turn on Send Configuration

» Enter a Profile name

* Select CONFIGURE next to Device-wide policies

@ Distribution

Application Configuration

EMM Managed Access
' . EMM managed access defines which devices will be able to install this app from Intelligent Hub

f this setting is disabled, all registered devices will be able to install this app.

Restrictions

Tunnel

't a N n)
Epr @ Gbr

Application Configuration

f this setting is enabled, only EMM managed devices will be able to install this app.

Managed Access @
Send Configuration @ @

Profile name Knox profile =@
KPE Premium or Knox Suite License o @
key =

Debug Mode Disable ~ (D

Separated Apps policies
A f.:-::: ppep CONFIGURE

Device-wide policies (Selectively
applicable to Fully Manage Device (DJ CONFIGURE

or Work Profile-on company owned...
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Add an App Configuration policy to the Knox Service Plugin app < Knox

» Select App update controls
» For Package Name for Auto-Launch, enter: com.samsung.android.knox.dai
» Select CREATE

Device-wide policies (Selectively applicable to Fully Manage Device (DO) or Work Profile-on company owned devices (WP-C) mode as noted)

Device-wide policies (Selectively appiicable to Fully Manage Device (DO) ar Work Profie-on company awned devices (WP-C) mode as noted)

<APPLICATION CONFIGURATICN

»  App update controls

Allow USE Devices for default access Disabie D
by application (Configure profiles
below)

Application Allowlist by Pkg Name =D
Application Blocklist by Pkg Name =0
Application Allowlist by Signature used =0
Application Blocklist by Signature used =D

Disable Application without user 7
interaction o

Force Stop Blocklist =D
widget allowed List =0
widget Elocked List 0
Package Name for Auto-Launch com.zamsung.android knox.dai =D

> Device Admin allowlisting
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Add an App Configuration policy to the Knox Service Plugin app < Knox

e Select SAVE
 Select PUBLISH

Knox Service Plugin - Assignment

Details
Platform: android status: o active

Assignments Exclusions

vices will receive applcation based on the ::-"'nga'. ons below. Devices with mul '.'Fl & BSSIQRMENnTs WIS FreCenve podacees in DI'.OI'.'.'J- orger. ﬁ.d.JE'. ng LNe pronty

ADD ASSIGNMENT

Pricrity Assignment Name

0 Kal Assignment (i

number of devices. These thresholds can be managed in all Settings * Apps > Workspace ONE > App Remaval Log
Ber of devices receiving the app removal triggers reaches the configured threshoid. Your team will be notified via email when this occurs.

Friendly Mame User

CAMCEL PUBLISH

17 % Secured by Knox



Check the devices have enrolled

« Open Knox Asset Intelligence
e Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)

18
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KAI enroliment %= Knox

« Once the KAI app has been deployed with the Android Enterprise permission profile, the end user will
see the below steps.

Q Settings Af Rl 39% = Q Settings Nl 39% =

Location can be accessed . Location can be accessed . Enrolment complete
Your IT admin is allowing Knox Asset Intellig.. Your IT admin is allowing Knox Asset Intellig.. l Your phone has been enrolled.

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
according to your IT administrator’s policy.

The collection of device data is one of the
purposes of your IT administrator, who is
responsible for all related matters.

SAMSUNG is not responsible for any and
all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as

Knox Asset Intelligence EMM.

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service

related problems.
For more information, please visit ‘ *
www.samsungknox.com/kai. y—

Galaxy Store Gallery Play Store

Getting ready...

(. @ @
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Document Information = Knox

This is version 1.1 of this document.
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S Knox

Thank you!




