


Agenda 2 Knox

. Add the Knox Asset Intelligence app to Mobilelron Core

. Create an app configuration profile

Deploy the KAl agent to the devices

. Check the KAI console to see if devices have successfully enrolled
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Add the Knox Asset Intelligence app to Mobilelron S Knox

« Within the console, select Apps
« Select Add+
« Select Google Play

« Search for and Approve the Knox Asset Intelligence app

Dashboard Devices & Users Apps Policies & Configs

App Catalog

Categories Installed Apps App Control Apps@Work Settings Apple Licenses

Filters Quick seiron
COR Dashboard Devices & Users Apps
A ] 1 ATl
gori

Policies & Configs

; [ 3
° Choose lwl iTunes , Google Play v == Windows In-House Web Application

< | Knox Asset Intelligence n (7]

Knox Asset Intelligence

@ Samsung Electronics Co., Ltd.
E PEGI3
© This app is only available in certain countries

==
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Add the Knox Asset Intelligence app to Mobilelron

» Select Approve

« Select Keep approved when app requests new permissions

 Select Done

9,

Knox Asset
Intelligence

Samsung Electronics Co., Ltd.

Showing permissions for all versions of this app

This app has access to:

B Photos/Media/Files

« read the contents of your USB storage
« modify or delete the contents of your USB
storage

Q@ Location

« approximate location (network-based)
» precise location (GPS and network-based)

Updates to Knox Asset Intelligence may automatically add
additional capabilities within each group. Learn more

Cancel Approve

Approval Settings Motifications

@ Knox Asset Intelligence
Samsung Electronics Co., Ltd.

How would you like to handle new app permission requests?

@ Keep approved when app requests new permissions. ‘

Users will be able to install the updated app.

O Revoke app approval when this app requests new permissions.

App will be removed from the store until it is reapproved.
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Add the Knox Asset Intelligence app to Mobilelron S Knox

 Select Next
 Select Next

Knox Asset Intelligence

Samsung Electronics Co., Ltd.

+ { APPROVED

EH PEGI3

@ This app is only available in certain countries

Unapprove Approval Preferences

b Knox Asset Intelligence

Application Mame IKnox Asset Intelligence

Description | Knox Asset Intelligence provides asset visibility for

2) 5 devi
Knox Asset Intelligence ;-: 2Msung Cevices
Knox Asset T SAMSUNG
Intelligence Mo At s K Asset aligance
W i Company admin Is locafing this device
Compary admin s locating this device
« Enrclled A 5 trying 1o fd o Category »

-

Cancel | Next Add New Category
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Create an app configuration profile

Select Install this app for Android enterprise

Select Silent install for work managed devices
Select Auto Launch Application on Install
Scroll down to Runtime Permissions, for each permission select Always Accept

Select Finish

mobileiron
CORE

o
@

App Configuration

Dashboard Devices & Users Apps Policies & Configs
App Catalog Categories Installed Apps App Control Apps@Work Settings
3
H Knox Asset Intelligence

ANDROID ENTERPRISE (ALL MODES)

Enabling apps for Android enterprise will make them available in Google Play.

Install this app for Android enterprise @)

Silent install for work managed devices

Auto Install Mode Force Install v

App Download Pricrity Medium v
[T] Install only when connected to Wi-Fi
[C] Install only when charging
[T install only when Idle

Silent install for Mandatory Apps

[0 Block Widget on Home Screen @

O Block Uninstall

Quarantine app when device is quarantined

I Auto Launch Application on Install @ I

Apple L

¥ Runtime Permissions 'ﬂ

Precize Location (GPS And Network-Baszed)

Approximate Location (Metwork-Based)

Read The Contents Of Your USE Storage

Aead Phone Status And ldentity

Medify Or Delete The Contents OFf Your USE Storage

Directly Call Phone NMumbers

ways Accept

ways Accept

ways Accept

wavs Accept

ways Accept

ways Accept
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Deploy the KAl agent to the devices

« Select Apps

» Select the Knox Asset Intelligence app

« Select Actions

» Select Apply To Labels

« Choose the desired label and select Apply

mobileiron . E_o
CORE Dashboard Devices & Users Apps Policies & Configs

App Catalog Categories Installed Apps App Control

Filters Quick Import =
[I Somvloane: IN NAME APP VERSION | SOURCE

22 app(s} Remove from Labels
ome: Fast & Secure Public
I Send Installation Request
Search by Name
lanage Licenses
Type label to filter ¥ Manage Reviews rvice Plugin Public
[ Manage Prerequisite App
¥ Source
Delete
© an ) erL 11 In-House
O Public Bl '\'ho o
) In-House
5 Knox Asset Intelligence Public
¥ Platform /C'L
O Al

Android Knox E-FOTA One Public
ias o

@

©

© macos
o Knox Service Plugin Public

@ web Application B

@ Windows

© windows Phone Microsoft Outlook: Organize Your Er Public

Apply To Labels

Search by Name or Description

%= Knox

[F | NAME DESCRIPTION INSTALLED RELEASE
[ [m.letki) Manual ... Mot Applied production -
[7] [t banasiuk]AE test Mot Applied production
[] A520 Act_label Mot Applied production
[[] AMW Azhar test Mot Applied production
[ AW Sylwia test Not Applied production
[] Al-Smartphones Label for all devices irespective of 0S5 Mot Applied production
[¥ Android Label for all Android Phones. Mot Applied production |
[[] AndroidEnt_Daniel Mot Applied production
AndrzejCOPE Mot Applied production

Page 1 of 7 |
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Check the devices have enrolled

« Open Knox Asset Intelligence
e Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)
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KAI enroliment %= Knox

» Once the KAI app has been deployed, the end user will see the below steps.

Q Settings N{ 2 ll 39% = Q Settings Nl 39% .
Location can be accessed . Location can be accessed . Enrolment complete
Your IT admin is allowing Knox Asset Intellig.. l Your phone has been enrolled.

Your IT admin is allowing Knox Asset Intellig..

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
according to your IT administrator’s policy.

The collection of device data is one of the av:
purposes of your IT administrator, who is
responsible for all related matters.
SAMSUNG is not responsible for any and
all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as

Knox Asset Intelligence EMM.

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service
related problems.

For more information, please visit ‘ *
www.samsungknox.com/kai. y—

Galaxy Store Gallery Play Store

Getting ready...

(. @ @
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Document Information = Knox

This is version 1.1 of this document.
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S Knox

Thank you!




