


Agenda 2 Knox

1. Add the Knox Asset Intelligence app to Mobilelron Cloud
2. Add and assign the app configuration
3. Check the KAI console to see if devices have successfully enrolled
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Add the Knox Asset Intelligence app to Mobilelron Cloud & Knox

« Within the Mobilelron Cloud console, select Apps tab at the top
» Make sure the Google Play Store is selected
» Search for and select the Knox Asset Intelligence app
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Add the Knox Asset Intelligence app to Mobilelron Cloud

» Select Approve
» Select Approve

« Select Keep approved when app requests new permissions

 Select Done

Knox Asset Intelligence

Samsung Electronics Co., Ltd.

H PEGI3

@ This app is only available in certain countries

=

Knox Asset
Intelligence

Samsung Electronics Co., Lid.

Showing permissions for all versions of this app

This app has access fo:

%) Device & app history
« retrieve system internal status
« read sensitive log data

Q@ Location

= approximate location (network-based)
= precise location (GPS and network-based)

Updates to Knox Asset Intelligence may automatically add additional
capabilities within each group. Learn more

Approval settings

@ Knox Asset Intelligence
Samsung Electronics Co., Ltd.

How would you like to handle new app permission requests?

%= Knox

Notifications

@®

Keep approved when app requests new permissions.

Users will be able to install the updated app.

®)

Revoke app approval when this app requests new permissions.

App will be removed from the shop until it is reapproved.
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Add the Knox Asset Intelligence app to Mobilelron Cloud & Knox

 Select
* Select Next

Knox Asset Intelligence

Samsung Electronics Co., Ltd.

+ { APPROVED

H PEGI3

@ This app is only available in certain countries

| Select | Unapprove Approval preferences

Knox Asset Intelligence

For Android Enterprise (Android for Work)

Category
Business

Description

Optional Comments to End User
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Add the Knox Asset Intelligence app to Mobilelron Cloud & Knox

* Select Next
» Select a distribution group
* Select Next

Knox Asset Intelligence
For Android Enterprise (Android for Work)

App Delegation &

Define whether this app should be inherited by newly created spaces.

AFW is enabled, Android apps are automatically inherited by custom spaces.

Choose one of these options

- N N
Co/ S, ",

Everyone No One Custom
Al users with compatible devices will No user will receive this app. This app will be available in the App
see this app in the App Catalog (Stage for Iater gistribution). Catalog to specified UsersiUser

Groups or Devices/Device Groups

Distribution Filter (@

Other Distribution Filter Options

Search Existing Distribution Filters...

OR

+ Add Distribution Filter
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Add the App Configurations S Knox

» Select the + symbol next to Managed Configuration for Android
« Enter a Name
» Select Manage Permissions

For Android Enterprise (Android for Work)

Knox Asset Intelligence Knox Asset Intelligence
For Android Enterprise (Android for Work)

Configuration Setup

App Configurations About App Configurations —
KAl Config
o Managed Configurations for Android e + Add Description
— Define and publish managed configurations for this app.

Managed Configurations
Apply these configurations to the app when silently distributed to the users

[ Blocks app from sharing widget across profiles
[ Blocks the user from uninstalling the app
O Minimum version code

-~ Managed Configurations (@
Configuration Name Value

Runtime Permissions
For Apps created with APl 23+ and Android 6.0+
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Add the App Configurations S Knox

* Make sure each permission is selected
* Click Select

» For each permission, select Auto Grant
» Select Next

@ Select Permissions X

Knox Asset Intelligence
For Android Enterprise (Android for Work)

Configuration Name Value .
PERMISSION NAME
Runtime Permissions
precise location (GPS and network-based) For Apps created with APl 23+ and Android 6.0+
directly call phone numbers
~~ Runtime Permissions
approximate location (network-based)
precise location (GPS and network-based) Auto Grant ~E
read the contents of your USB storage
directly call phone numbers Auto Grant ~ O
modify or delete the contents of your USB storage .
approximate location (network-based) Auto Grant v O
read phone status and identity read the contents of your USB storage Auto Grant v O
modify or delete the contents of your USB storage Auto Grant ~ O
read phone status and identity Auto Grant ~ O
Cancel

Distribute this App Config

Choose one of these options
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Add the App Configurations S Knox

» Select the + symbol next to Install on device
« Enter a Name

 Turn install on Device ON

» Select Silently install on Samsung KNOX and Zebra devices
» Select Next

E_ Install on device . [ .

This configuration option decides whether to require this app to be installed on devices by the end user. The installation will be silent on i0S devices that
are supervised. This has a default configuration that can be edited but not prioritised.

Install Application configuration settings. -
_ L : - O Allusers
Allows specifying install settings for an application.

Knox Asset Intelligence

For Android Enterprise (Android for Work)

Configuration Setup

Name

KAl Config

+Add Description

ou ) Install on Device

" Use this option to require this app to be installed on devices

Silently install on Samsung KNOX and Zebra devices
fevices i

Support apps on S: < in Android Device Admin Mode
Support apps in An file Owner and Device Owner Mode

(mp=

Set App Install Priority  Medium ~ @

Android Enterprise

O Install only when connected to Wi-Fi
O Install only when charging
O Install only when idie

Distribute this App Config

Choose one of these options
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Add the App Configurations S Knox

 Select Done

/@ Knox Asset Intelligence

For Android Enterprise (Android for Work)

o5 Managed Configurations for Android 1+

Define and publish managed configurations for this app.

KAI Config

B_ Install on device 2v

This configuration option decides whether to require this app to be installed on devices by the end user. The installation will be silent on i0S devices that
are supervised. This has a default configuration that can be edited but not prioritised

KAI Confi
@ 41 Allusers (O
Install Application configuration settings. ~
) PP 9 g . L AllUsers &
Allows specifying install settings for an application.
oz Promotion o
Define how the app gets promoted and appears in the app catalog for specific groups or individuals. Options are: Mot Featured, Featured List and
Featured Banner. This has a default configuration that can be edited but not prioritised.
Premotion distribution configuration settings. ~
. ) ) ) - 0 Alusers 3
Allows specifying Promotion distribution settings for an application
Google Play Release 04 A~

Define which binary from the Google Play will be deployed to specific groups or individuals. Includes support for delivering Alpha and Beta channel apps.
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Check the devices have enrolled

« Open Knox Asset Intelligence
e Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)
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KAI enroliment %= Knox

« Once the KAI app has been deployed with the Android Enterprise permission profile, the end user will
see the below steps.

Q Settings Af Rl 39% = Q Settings Nl 39% =

Location can be accessed . Location can be accessed . Enrolment complete
Your IT admin is allowing Knox Asset Intellig.. Your IT admin is allowing Knox Asset Intellig.. l Your phone has been enrolled.

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
according to your IT administrator’s policy.

The collection of device data is one of the
purposes of your IT administrator, who is
responsible for all related matters.

SAMSUNG is not responsible for any and
all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as

Knox Asset Intelligence EMM.

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service

related problems.
For more information, please visit ‘ *
www.samsungknox.com/kai. y—

Galaxy Store Gallery Play Store

Getting ready...

(. @ @
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Document Information = Knox

This is version 1.1 of this document.
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S Knox

Thank you!




