


Agenda 2 Knox

Add the Knox Asset Intelligence app to Maas360

Deploy the KAl agent to the devices

Add the Knox Service Plugin to Maas360

Create an App configuration for the Knox Service Plugin

Check the KAI console to see if devices have successfully enrolled
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Add the Knox Asset Intelligence app to Maas360 S Knox

« Within the MaaS360 console, select APPS
« Select Catalog

« Select Add

« Select Android then Google Play App

. |
[BM MaaS360 | ...

HOME DEVICES USERS SECURITY APPS DoCs REPORTS SETUP

i0S »
Catalog =]

My Alert Center Bundles -
Google Play App
Search and pick from Google Play
\We have added new features. Learn What's New|JRaldste Enterprise | Google Play App
ﬁ Upload your owmn private enterprise Android App
Security Alert: Needs Attention Security Alert: No Incidents Info only Alert
Private App for Android Enterprise
0 No Passcode 0 Jailbroken or Rooted e et
Webapp for Android Enterprise
E Select Webapp to be addad as native private app
Roami Email/VPN/Wi-Fi Configuration Fail
0 oaming 0 mai Vi-Fi Configuration Failure == Windows »

E Web App ) _

@ App Bundles

My Advisor Q o
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Add the Knox Asset Intelligence app to MaaS360 S Knox

» Search for Knox Asset Intelligence
» Select the app

Add Google Play App

' Google Play Knox Asset Intelligence n )

Apps

3O,

9 L

Knox Asset Intell Samsung Knox [\ Knox Deploymen KNOX Status Sa:

Samsung Electronics Samsung EMM Deve Samsung Electronics Bryan C

*kk kK L L LB 8.8 8

| N > N | v
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Add the Knox Asset Intelligence app to MaaS360

» Select Approve
» Select Approve

» Select Keep approved when app requests new
permissions

 Select Done
* C(Click Select

Knox Asset Intelligence

Samsung Electronics Co., Ltd.

H PEGI3

& This app offers managed configuration
@ This app is only available in certain countries

Knox Asset x
Intelligence

/@ Knox Asset Intelligence
Samsung Electronics Co., Lid.

How would you like to handle new app permission requesis?

@ Keep approved when app requests new permissions

Users will be able to install the updated app

O Revoke app approval when this app requesis new permissions

App will be removed from the store until it is reapproved

Knox Asset Intelligence

Samsung Electronics Co., Ltd.

+ { APPROVED

EH PEGI3

& This app offers managed configuration

@ This app is only available in certain countries

%= Knox

Approval Settings Notifications

Done

Unapprove Approval Preferences
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Deploy the KAI agent to the devices

» Select Approve
 Select Policies and Distribution

« For Distribute to, select Group and then
choose the desired delivery Group.

« Select Add
« Enter your Administrator password
« Select Confirm

Approve Permissions Knox Asset Intelligence

Mo explicit permissions are required for this app. Please click on Agree to configure Work Settings.

Note: It is mandatory to Approve permissions in order for apps to be distributed to Android Enterprise enrolled devices If you skip this, the apps will be distributed
only to Device Admin enrolled devices.

Add Google Play App

App Details I Policies and Distribution I

Remave App on
Remove Ay n MDM Control Removal and

ive Wipe is supported on wing
LG, Zebra

Install Settings

Update Seftings

Security Policies

Define app policies and behavior. * Security
policies are not supporied on Android
Enterprise  enabled  devices. Enforce
Authentication and Compliance is not
supported on Android 10.0+.

Set App Configuration

When enabled, app will be added to app
catalog and you will be taken to app
configuration workflow. App distribution can
be done as part of app configuration
workflow

"] MDM Control Removal

D Signout from Shared
Device

D Install Automatically
D Control app updates

D Enforce Authentication

%= Knox

D Selective Wipe D Deletion from portal or
stopping distribution

D Enforce Compliance

Distribute to

Group

~ TestGroup ~ +

Security Check

Enter your password™

Cancel Add
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Deploy the KAI agent to the devices

» Select Add
» Select Android
» Select Google Play App

(4 Add - App Bundles m

¢ ios
os

» Search for the Knox Service Plugin

» Select the app

ey Google Play App
Search and pick from Google Play

Enterprise | Google Play App

Uplozd your own privatz enterprise Android App

Private App for Android Enterprise

a Select 2 Play Private App
— Webapp for Android Enterprise
Select Webapp to be added as native private app

== Windows
E Web App
Add a browsar URL (Wb Clip)

App Bundles
Search and pick from your app catalog

>

-

Add Google Play App

%= Knox

' Google Play Knox Service Plugin

[ o ]

Apps
1

Knox Service Pl
Samsung Electronic=

* ok k

* ok * hk ok

g

Knox Deploymen Samsung Knox Iv Knox Settings VF
Samsung Electronics Samsung EMM Deve Samsung Electronics

LB & B
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Add the Knox Service Plugin app to MaaS360

« Select Approve
« Select Approve

« Select Keep approved when app requests new
permissions

 Select Done
 (Click Select

Showing permissions for all versions of this app

This app has access to:
[ Device ID & call information

« read phone status and identity

|BY Photos/MedialFiles

« read the contents of your USB storage
= modify or delete the contents of your USB storage

@ Location A

Updates to Knox Asset Intelligence may automatically add additional
capabilities within each group. Leam more

Knox Service Plugin

Samsung Electronics Co., Ltd.

H PEGI3

& This app offers managed configuration
© This app is only available in certain countries

Knox Service Plugin *

Samsung Electronics Co., Lid

Knox Service Plugin
Samsung Electronics Co., Ltd

(® Keep approved when app requests new permissions

Users will be able to install the updated app.

App will be removed from the store until it is reapproved

ancel

Knox Service Plugin

Samsung Electronics Co., Ltd. * ko

_ { APPROVED

H PEGI3

& This app offers managed configuration
@ This app is only available in certain countries

%= Knox

Approval Settings Notifications

How would you like to handle new app permission requests?

O Revoke app approval when this app requests new permissions

298 &
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Create an App configuration for the Knox Service Plugin < Knox

* Select Approve Approve Permissions Knox Service Plugin "
¢ SeleCt POliCieS and DiStribUtion No explicit permissions are required for this app. Please click on Agree to configure Work Satfings

« Tick Set OEM Configuration Nt sy s o s e R S e s 1048 5 1 S
« Select Add and Configure
« Enter your Administrator password

o
b S e lec t CO n f] rm Remave App on [] MDM Control Removal [ ] Selective Wipe [T] Deletion from portal or

Remove App on MDM Control Removal and stopping distribution

App Details I Policies and Distribution I

Seles Mipe is supporied on g

devices:SAFE, LG, Zebra, Kyocera [ signout from Shared

Bluebird, M3 SM10 Device

Install Settings [] Install Automatically

Update Settings [ Control app updates

Security Policies D Enforce Authentication D Enforce Compliance

Define app policies and behavior. * Security
policies are not supporied on Android
Enterprise  enabled devices Enforce
Authentication and Compliance is not
supported on Android 10.0+

Set OEM Configuration

Applicable fo Android Enterprise Only.
When enabled, app will be added to app
catalog and you ken to OEM
configuration workflow. p distribufion can
be done as part of OEM configuration
workflow

Cancel Add and Configure

Security Check

Enter your password™ | ssesesssees |

Cancel | Confirm |
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Create an App configuration for the Knox Service Plugin < Knox

» For Device-wide policies, Select Yes

» Scroll down to Application management policies

» For Enable application management controls, Select Yes

» For Package Name for Auto-Launch enter com.samsung.android.knox
» Select Next

Device-wide policies (Selectively applicable to Fully Manage Device (DQ) or Work Profile-on company owned devices (WP-

Application management policies
A group of policies to configure and manage applications on the device.

Enable application management controls Yes -
Use this control to enable or disable advanced application management settings.
Package Name for Auto-Launch :
com.samsung.android.knox
Enter the package name of the application that needs to be launched after it is installed along with.. P b
i

Save as draft Next
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Create an App configuration for the Knox Service Plugin < Knox

» For Assign app configuration select Groups
» Select the desired Group

» Select Publish

« Enter your Administrator password

« Select Confirm el e

Back to configure Publish

Security Check x

Enter your passwort 2 (RN
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Check the devices have enrolled

« Open Knox Asset Intelligence
e Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)
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KAI enrollment %= Knox

* Once the Knox Asset Intelligence app has been deployed with the Knox Service Plugin app
configuration, no action is needed in order to enroll into Knox Asset Intelligence. If an end user
opens the Knox Asset Intelligence app they will see the below.

© Settings N2l 39% &

Location can be accessed Enrolment complete
l Your phone has been enrolled.

Your IT admin is allowing Knox Asset Intellig..

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
For a better experience, turn according to your IT administrator’s policy.

on dEVIFe location, which uses The collection of device data is one of the
Google’s location service. « purposes of your IT administrator, who is
responsible for all related matters.
SAMSUNG is not responsible for any and
NO, THANKS OK all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as
EMM.

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service
related problems.

For more information, please visit ‘
www.samsungknox.com/Kai.

Galaxy Store Gallery Play Store Google

Getting ready...

1] @) <
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Document Information = Knox

This is version 1.1 of this document.
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S Knox

Thank you!




