


Agenda 2 Knox

Add the Knox Asset Intelligence app to Knox Manage

Deploy the KAl agent to the devices

Create and assign an Android Enterprise app permission profile
Check the devices have enrolled to KAI successfully
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Add the Knox Asset Intelligence app to Knox Manage

Within the Knox Manage console, select Application

Select Add

Select Public App

samsuns KNOX Ma nage

Dashboard
Device
User
Group

Orgamization

Application

Profile

Kiosk

Content

Device Enrollment
History

Setting

Advanced

Application

Name

Total 6 10 perpage ~
Modify MGPP | Sync MGP
Application Name

Knox E-FOTA One for One Ul Core
com.samsung.android knox.core.efota

Simple HTTP Server
jp-ubi.common.http.server

Samsung Knox Capture
com.samsung.android.app.smartscan

Good Logistics o
com samsung app goodlogistics

DEHO® 0O

Platform & Source

Version

1.1.25

1.0.01.4

181115

-- All Platforms -- v

Platform & Source

Managed Google Play

Managed Google Play

Managed Google Play

Knox Manage Portal

[«

Select Application Type

What type of application do you want to add?

%= Knox

Internal App
Upload files directly to the Knox Manage adm a
© Public App
Search in Managed Google Play, Google Play S App Store

Public App (Managed Google Play Private)

Published on Managed Google Play Private

Public App (Managed Google Play Private - Web)

Apps published as web apps on

Managed Google Play
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Add the Knox Asset Intelligence app to Knox Manage

« Search for Knox Asset Intelligence
« Select Approve
« Select Approve
« Select Keep approved when app requests new permissions
« Select Done

Add Application

Store  Managed Google Play - Name  Knox Asset Intelligence ® Set Country @ @ Knox Asset X

Intelligence

Samsung Electronics Co., Ltd.

Showing permissions for all versions of this app

This app has access to

%) Device & app history

Knox Asset Intelligence | RS AR

« refrieve system internal state
Samsung Electronics Co., Ltd.

EH PEGI3 t, Phone

« directly call phone numbers
« read phone status and identity

. :

Updates to Knox Asset Intelligence may automatically add additional

capabilities within each group. Learn more
cancel

@ This app is only available in certain countries

Knox Asset Intelligence

Knox Asset
Intelligence

%= Knox

Approval settings Notifications

@ Knox Asset Intelligence

Samsung Electronics Co., Ltd.

How would you like to handle new app permission requests?

@ Keep approved when app reguesis new permissions.

Users will be able to install the updated app.

O Revoke app approval when this app requests new permissions.

App will be removed from the shop until it is reapproved.
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Deploy the KAI app to the devices = Knox
« Select Save & Assign

« For Target Device, select Android Enterprise

 For Auto-run after installation, select Yes

« Select an assignment group

« Select Assign

Add Application

Assign Application

Target Device

Android Enterprise Settings
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Create and assign an Android Enterprise app permission profile

» Select Profile

« Select Add

« Enter a profile name of your choice

» For Platform select Android Enterprise
» Select Save & Set Policy

Profile

Dashboard
Device Name
User

Group Total 0 10 per page -

Add Import Palicy

Organization

Application Priority = Profile Name
Profile

Kiosk

Content

Device Enrollment

History

Setting

Advanced

Ve

Add Profile

Name *

Platform =

Event Profile (1

Description

k

| KAl Agent Permission

The entered profile name cannot be changed

|| Samsung Knox

Android Enterprize ‘

Android Legacy
i0s

Windows

Cancel

Save

%= Knox

Save & Set Policy
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Create and assign an Android Enterprise app permission profile

» Select Application

» For App Permission, select Grant

» Select Add next to App Permission Exception Policy List
« Select Knox Asset Intelligence

Package Name

com.samsung.android. knox.dai

Q Select Application
1 1 Highlight work Profile an company-owned Dev
Application anligne pery :
Android Enterprise -
. Device Controls (%) Total 6
System
Installation of Application from Untrusted Sources (3) | . - Application Name
Interface
Skin App Tutorial () Knox Asset Intelligence
Security ip App Tutorial (2) R -
Knox E-FOTA One for One Ul Core
Password App Control (& . -
Simple HTTP Server
Kiosk
App Installation (2 - -
Samsung Knox Capture
Application
App Uninstallation (%) - * icrns -
Locstion Microsoft Teams
Phone App Verification (7) . - Samsung Health
-
App Permission (1) Grant v
- App Permission Exception Policy List Add 0 Added

There is no data.

com.samsung.android.knox.core.efota

jp.ubi.commaon.http.server

coem.samsung.android. app.smartscan

com.microsoft teams

com.sec.android.app.shealth

Type T

Public

Public

Public

Public

Public

Public

%= Knox

Last Updated =

07/22/2021 11:52:16
06/16/2021 14:14:29
04/08/2021 131711
03/08/2021 12:49:39
03/08/2021 11:59:59

10/21/2020 12.54:44
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Create and assign an Android Enterprise app permission profile = Knox
» Next to Apply to all items below, select Grant

» Select Save

» Select Save & Assign

App permission setting X

Knox Asset Intelligence Cancel Save Save & Assign

( com.samsung.android knox.dai ) (¢

Apply to all items below Grant "
All permission values are changed in batches.

precise location (GPS and network-based) (%)

Prompt
approximate location (network-based) (2 Grant
read phone status and identity (%) Deny
directly call phone numbers (2 Grant
read the contents of your USE storage (%) Grant
modify or delete the contents of your USB storage (7) Grant

view network connections (7
android. permission. ACCESS_NOTIFICATION_POLICY
view Wi-Fi connections (7

pair with Bluetooth devices (7
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Create and assign an Android Enterprise app permission profile

» Select an assignment group
» Select Assign & Apply
» Select OK

Assign Profile

Profile for KAl Agent Permission  Android Enterprise (1)

Target Group (0) / Organization (0)

Group Organization

B 1 itemis) selected | Total 2

Mame = Type
I Test Group User
jktest samsung.com(Default Group) User

Cancel

User

Assign

Assign & Apply I

Apply Profile

Do you want to apply the following policies and settings to the following groups or organizations?

Target Group / Organization jktest.samsung.com(Default Group)
Policy
Category Pelicy Value
Android Enterprise (Device Controls)
Application App Permission Grant
- App Permission Exception Policy List Knox Asset Intelligence{com.samsung.android knox.dai) (1)

%= Knox
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Check the devices have enrolled

« Open Knox Asset Intelligence
e Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)
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KAI enroliment %= Knox

« Once the KAI app has been deployed with the Android Enterprise permission profile, the end user will
see the below steps.

Q Settings Af Rl 39% = Q Settings Nl 39% =

Location can be accessed . Location can be accessed . Enrolment complete
Your IT admin is allowing Knox Asset Intellig.. Your IT admin is allowing Knox Asset Intellig.. l Your phone has been enrolled.

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
according to your IT administrator’s policy.

The collection of device data is one of the
purposes of your IT administrator, who is
responsible for all related matters.

SAMSUNG is not responsible for any and
all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as

Knox Asset Intelligence EMM.

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service

related problems.
For more information, please visit ‘ *
www.samsungknox.com/kai. y—

Galaxy Store Gallery Play Store

Getting ready...

(. @ @
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Document Information = Knox

This is version 1.1 of this document.
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S Knox

Thank you!




