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Agenda
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Add the Knox Asset Intelligence app to Intune

Deploy the KAl agent to the devices

Create and assign an Android Enterprise app configuration profile
Add the Knox Service Plugin app to Intune

Deploy the Knox Service Plugin app to the devices

Create an Android Enterprise OEMConfig profile

Check the KAI console to see if devices have successfully enrolled

%= Knox
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Add the Knox Asset Intelligence app to Intune

* Within the Intune console,
select Apps

« Select All apps
« Select Add

* For App type, select Managed
Google Play app

 Select

ﬁ Home

Edl Dashboard

All services

%  FAVORITES

L3 Dpevices

Apps

@ Endpoint security
51 Reports

a4 Users

42 Groups
¥ Tenant administration

A Troubleshoating + support

Home > Apps

sz Apps | All apps

h (Cirl+/)

| «

@ overview

All apps

H Monitor

By platform
Windows
B ios/ipzdos
G macos

B Android

Policy

App protection policies

App canfiguration palicies
iQ5 app provisioning profiles
E] s mode supplemental policies

A policies for Office apps

Policy sets

Other

B App selective wipe
£ App categories
LU E-books

= Filters (praview)
Help and support

2 Help and support

%= Knox

Select app type X

Create app
A App typ
I t Addl () Refresh 7 Filter & Export Columns ‘ Wanaged Google Play app o
[ 5 search by name or publisher
Name T Type Status Version Managed Ggogle Play app

Add-On: Samsung
Agnet Work
Angry Birds 2

AnyConnect

BFMTV - Actualités France et monde & alertes ...

Boosted - Productivity & Time Tracker

Calendar

Cisco Webex Meetings

Dropbox: Cloud Storage, Photo Backup, PDF Sc.

Everncte - Notes Organizer

F5 Access

Firefox Browser: fast, private & safe web browser

Galaxy Watch Plugin

Galaxy Wearable

Galaxy Wearable (Samsung Gear)
Gallery

Gmail

Google Chrome: Fast & Secure
Intune Company Portal

Knox Asset Intelligence

Knox E-FOTA One

Knox Service Plugin

KNOX Status Samsung

KSP Beta

LastPass Password Manager

Managed Google Play store app
Managed Google Play store app
Mznaged Google Play store app
Managed Googleglay store app
Managed Google Play store app
Managed Google Play store app
Android Enterprise system app

Managed Google Play store app
Managed Google Play store app
Managed Google Play store app
Mznaged Google Play store app
Mznaged Google Play store app
Mznaged Google Play store app
Maznaged Google Play store app
Managed Google Play store app
Android Enterprise system app

Managed Google Play store app
Managed Google Play store app
Managed Google Play store app
Mznaged Google Play store app
Mznaged Google Play store app
Managed Google Play store app
Managed Google Play store app
Managed Google Play store app

Managed Google Play store app

Load mare

Search the built-in managed Gaogle Play store to find and add apps for Android Enterprise
devices.

Learn more

% Secured by Knox



Add the Knox Asset Intelligence app to Intune S Knox

« Search for the Knox Asset Intelligence App

» Select Approve

» Select Approve

» Select Keep approved when app requests new permissions
« Select Done

Managed Google Play
CD Sync
- Knox Asset X Approval Settings Notifications
< Knox Asset Intelligence I . PP g
Intelligence
Samsung Electronics Co., Ltd.
e -
> /@ Knox Asset Intelligence
. Showing permissions for all versions of this a ,

a8 Knox Asset |nte|||gence ap PP Samsung Electronics Co., Ltd.
@ Samsung Electronics Co., Ltd. . . ) ) )

g PEGI3 This app has access to: How would you like to handle new app permission requests®?

. ; s < : Device ID & call information N
@ This app is only available in certain countries m @ KEED approved when app req uests new permissions.
= read phone status and identi
P bl Users will be able to install the updated app.
Phone
» . O Revoke app approval when this app requests new permissions.
nox Asset bnteliicence. jo §O) = read phone status and identity . .
Knox Asset e e e App will be removed from the store until it is reapproved.
Intelligence
¥0) Device & app history -

Updates to Knox Asset Intelligence may automatically add additional

capabilities within each group. Learn more
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Deploy the KAI agent to the devices

A Home

B4 Dashboard

i= All services £ search (Ctrl+/) « b oadd (D Refresh W Filter & Export Columns

Select Apps

Select Android apps

Search for and select Knox Asset Intelligence
Select Properties

Next to Assignments, select Edit

w

Home > Apps >

sax Android | Android apps - ot

|/0 Search (Ctrl+/)

|<<

) Overview
# FAVORITES oy - . )
& Android apps Eilters applied: Platform_App tvoe
. Manage
Devices
- 2 Knox Asset Intelligence
e M : I
Name Ty Type I i
Endpoint securi Monitor
‘ e El Knox Asset Intelligence Managed Google Play store app
Reports B Device install status
[ ]
&b Users bp User install status

11t Knox Asset Intelligence | Properties

App information Edit

Name
Description
Publisher
Appstore URL

Logo

Available licenses

Total licenses

Scope tags Edit

Default

Assignments Edit

%= Knox

Knox Asset Intelligence
Knox Asset Intelligence provides asset visibility for Samsung devices
Samsung Electronics Co., Ltd.

https://play.google.com/store/apps/details?
id=com.samsung.android knox.dai&hl=en-GB

% Secured by Knox



Deploy the KAI agent to the devices % Knox

Edit application

* Under Required, Select Add group s
* Add an assignment group
 Select Review + save

[ ] Select Save @ Included SG-AndroidE-Test-JK
:) + Add all users (0 + Add all devices @

Available for enrolled devices ©

Group mode Group

Mo assignments

+ Add group @ + Add all users @ Ed It appl Icatlon
Managed Google Play store app
Available with or without enrollment ©

G d . .
foup moce Assignments Review + save

No assignments

Summary
+ Add group @ + Add all users ©
. . Assignments
Uninstall ©
Group made Group mode Group
No assignments ~ Required
+ Add group @ + Add all users @ + Add all devices @ @ Included SG-Androide-Test-1K

Awvailable for enrolled devices
Awailable with or without enrollment

Uninstall

6 % Secured by Knox



Create and assign an Android Enterprise app configuration profile

» Select Apps

» Select App configuration policies

« Select Add
» Select Managed devices

« Enter a profile name of your choice

* For Platform, select Android Enterprise

%= Knox

» For Profile Type, select Fully Manage, Dedicated, and Corporate-Owned Work Profile Only
« For Targeted app, select Knox Asset Intelligence

« Select Next
ﬁHome

# FAVORITES

Ei Devices

‘ Endpoint security
Reports

a4 Users

ad Groups

&% Tenant administration

-~ Troubleshooting + support

Home > Apps

i Apps | App configuration policies

| 2 Search (Ctrl+/)

| «

@ Cverview
i Al apps
H Monitor
By platform
Windows
B iossipados
& macos

B Android

Policy

i§ App protection policies

T Add ~

Managed devices

I Ha App configuration policies

® ios app provisioning profiles

Managed apps
AnyConnect
Chrome

MVR - P5

Outlook MAM Config

o Basics

MName *

Description

Device enrallment type
Platform * (@
Profile Type * @

Targeted app * @

KAl Permission config o
| Android Enterprise v |
| Fully Managed, Dedicated, and Corparate-Cwned Work Profile Only ~ |

Knox Asset Intelligence
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Create and assign an Android Enterprise app configuration profile

« Select Add

» Tick all the permission options
« Select OK

« Select Next

Home > Apps >

Create app configuration policy

o Easics o Settings

Permissions

Permissions granted here will override the "Default app permissions” policy for the selected apps.

Learn more about Android runtime permissions

Mot configured

Previous

Permission T
Calendar {read)
Calendar {write]
Camera

Contacts {read)
Contacts {write)

Get accounts
Location access (fing)
Location access {coa...
Record audio

Phone state (read)
Make phone calls

Call log {read)

Call log (write)

Add voicemail

Use SIP service
Process outgoing calls
Allow body sensor d...
SMS (send)

SMS (receive)

SMS (read)

WAP push messages...
MMS (receive)

External storage (read)

External storage (wri...

Add permissions

Permission name T
READ_CALEMNDAR
‘WRITE_CALENDAR
CAMERA
READ_CONTACTS
'WRITE_CONTACTS

GET_ACCOUNTS

ACCESS_FINE_LOCAT...

ACCESS_COARSE_LO...

RECORD_AUDIO
READ_PHONE_STATE
CALL_PHONE
READ_CALL_LOG
WRITE_CALL_LOG
ADD_VOICEMAIL
USE_sIP
PROCESS_OUTGOIN...
BODY_SENSORS
SEND_SMS
RECEIVE_SMS
READ_SMS
RECEIVE_WAP_PUSH
RECEIVE_MMS
READ_EXTERNAL_ST..,

WRITE_EXTERNAL_S...

Specify permissions you want to override, If they are not
chosen/specified explicitly, then the default behavior will apply.

Permission gr
CALENDAR
CALENDAR
CAMERA
CONTACTS
CONTACTS
CONTACTS
LOCATION
LOCATION
MICROPHONI
PHONE
PHONE
PHONE
PHONE
PHONE
PHONE
PHONE
SENSORS
SMS

SMS

SMS

SMS

SMS
STORAGE

STORAGE

%= Knox
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Create and assign an Android Enterprise app configuration profile

For Permission state, select Auto grant for each Permission
Select Next

Permission Ty

External storage (write)

External storage (read)

MMSE (receive)

Permission state T

Auto grant

Auto grant

Auto grant

WAP push messages (receive) f§ Auto grant

SMS (read)
SMS (receive)

SMS (send)

Allow body sensor data

Process outgoing calls

Use SIP service
Add voicemail
Call log {write)
Call log (read)
Make phone calls
Phone state (read)

Record audio

Location access {coars

Location access {fing)
Get accounts
Contacts (write)
Contacts (read)
Camera

Calendar (write)

Calendar (read)

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Auto grant

Previous

Permission name T
WRITE_EXTERNAL_STORAGE
READ_EXTERMAL_STORAGE
RECEIVE_MMS
RECEIVE_WAP_PUSH
READ_SMS

RECEIVE_SMS

SEND_SMS

BODY_SENSORS
PROCESS_OUTGOING_CALLS
USE_SIP

ADD_VOICEMAIL
WRITE_CALL_LOG
READ_CALL_LOG
CALL_PHONE
READ_PHONE_STATE
RECORD_AUDIO
ACCESS_COARSE_LOCATION
ACCESS_FINE_LOCATION
GET_ACCOUNTS
WRITE_CONTACTS
READ_CONTACTS

CAMERA
WRITE_CALENDAR

READ_CALENDAR

%= Knox

Permission group T

STORAGE
STORAGE
SMs
suMs
SMs
SMs
sMs
SENSORS
PHONE
PHONE
PHONE
PHONE
PHONE
PHONE
PHONE
MICROPHONE
LOCATION
LOCATION
CONTACTS
CONTACTS
CONTACTS
CAMERA
CALENDAR
CALENDAR

% Secured by Knox



Create and assign an Android Enterprise app configuration profile

« Scope tags are optional, select Next

» Select Add groups and then select an Assighment Group

 Select Next

o Basics o Settings o Scope tags

Configure scope tags for this app canfig policy

Scope tags

Default

+ Select scope tags

o Basics o Settings o Scope tags o Assignments

Included groups

}1,, Add groups § "2, 2

Groups

SG-AndroidE-Test

Excluded groups

Remove

ﬂ ‘When excluding groups, you cannot mix user and device groups across include and exclude, Click here to learn more,

T~ Add groups

Groups

MNo groups selected

Previous

%= Knox
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Create and assign an Android Enterprise app configuration profile

 Select Create

o Basics o Settings

Summary

Basics

Name

Description

Device enrollment type
Platform

Profile Type

Targeted app

Settings

Permissions
Permission
External storage (write)
External storage (read)
MMS (receive)
WAP push messages (receive)
SMS (read)
SMS (receive)
SMS (send)
Allow body sensor data
Process outgoing calls
Use 51 service
Add veicemail
Call log (write)
Call log (read)

Make phone calls

Pl mme ctota feancll

o Scope tags o Assignments

KAl Permission canfig

Managed devices

Android Enterprise

Fully Managed, Dedicated, and Corporate-Owned Work Profile Only

Knox Asset Intelligence

Permission state

Auto grant
Auta grant
Auto grant
Auto grant
Auto grant
Auto grant
Auta grant
Auto grant
Auto grant
Auto grant
Auto grant
Auta grant
Auto grant

Auto grant

Bake eand

Permission name

WRITE_EXTERNAL_STORAGE
READ_EXTERNAL_STORAGE
RECEIVE_MMS
RECEIVE_WAP_PUSH
READ_SMS

RECEIVE_SMS

SEND_SMS

BODY_SENSORS
PROCESS_OUTGOING_CALLS
USE_SIP

ADD_VOICEMAIL
WRITE_CALL_LOG
READ_CALL_LOG

CALL_ PHONE

BCAM ALLAKE CTATE

e Review + create

Permission group
STORAGE
STORAGE
SMS
SMS
SMS
SMS
SMS
SEMSORS
PHONE
PHOME
PHONE
PHONE
PHONE

PHONE

LT

%= Knox
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Within the Intune console,
select Apps

Select All apps
Select Add

For App type, select Managed
Google Play app

Select

A Home

Edll Dashboard

All services

% FAVORITES

Li Devices

Apps I

W Endpoint security
5 Reports

aa Users

42 Groups

&2 Tenant administration

# Troubleshooting + support

Add the Knox Service Plugin app to Intune

Home > Apps

Apps | All apps

P Search (Ctrl

| «

@ overview

All apps

H Monitor

By platform
Windows
B ios/irados
& macos

B Android

Policy
App protection policies

B App configuration palicies
®, 05 app provisioning profiles
I 5 mode supplemental policies
A policies for Office apps

(% Policy sets

Other

B App selective wipe

E App categories

L E-books

B Filters (preview)

Help and support

& Help and support

%= Knox

Select app type X

Create app
R App type
| t Addl () Refresh 7 Filter ¥ Export Columns ‘ Managed Google Play app o
‘ﬁ Search by name or publisher
Name Ty Type Status Version Managed Google Play app

Add-On: Samsung
Agnet Work
Angry Birds 2

AnyConnect

BFMTV - Actualités France et monde & alertes i..

Boosted - Productivity & Time Tracker

Calenclar

Cisco Webex Meetings

Dropbox: Cloud Storage, Photo Backup, PDF Sc...

Evernote - Notes Organizer

F5 Access

Firefox Browser: fast, private & safe web browser

Galaxy Watch Plugin

Galaxy Wearable

Galaxy Wearable {Samsung Gear)
Gallery

Gmail

Google Chrome: Fast & Secure
Intune Company Portal

Knox Asset Intelligence

Knox E-FOTA One

Knox Service Plugin

KNOX Status Samsung

KSP Beta

LastPass Password Manager

Managed Google Play store app
Managed Google Play store app
Mznaged Google Play store app
Managed GooglegPlay store app
Managed Google Play store app
Managed Google Play store app
Android Enterprise system app

Mznaged Google Play store app
Managed Google Play store app
Managed Google Play store app
Managed Google Play store app
Mznaged Google Play store app
Managed Google Play store app
Managed Google Play store app
Managed Google Play store app
Android Enterprise system app

Mznaged Google Play store app
Maznaged Google Play store app
Managed Google Play store app
Managed Google Play store app
Mznaged Google Play store app
Mznaged Google Play store app
Managed Google Play store app
Managed Google Play store app

Managed Google Play store app

Load more

Search the built-in managed Gaogle Play store to find and add apps for Android Enterprise
devices.

Learn more

12
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Add the Knox Service Plugin app to Intune S Knox

« Search for the Knox Service Plugin App

» Select Approve

» Select Approve

» Select Keep approved when app requests new permissions
« Select Done

Search

Knox Service X
. . Plugln Approval Seftings Notifications
KnOX Sewlce P|Ugln Samsung Electronics Co., Ltd
Samsung Electronics Co., Ltd. dhkd 254 8
PEGI 3 Showing permissions for all versions of this app Knox Service Plugin

& This app offers managed configuration Samsung Electronics Co., Ltd.

© This app is only available in certain countries This app has access fo:

| Photos/Media/Files

« read the contents of your USB storage
« modify or delete the contents of your USB storage

How would you like to handle new app permission requests?

@ Keep approved when app requests new permissions.

Users will be able to install the updated app.

B Storage . .
O Revoke app approval when this app requests new permissions.

= read the contents of your USB storage
« modify or delete the contents of your USB storage

App will be removed from the store until it is reapproved.

Updates to Knox Service Plugin may automatically add additional

capabilities within each group. Learn more

13 % Secured by Knox



Deploy the Knox Service Plugin app to the devices

» Select Apps

» Select Android apps

» Search for and select Knox Service Plugin
» Select Properties

* Next to Assignments, select Edit

A Home sz Android | Android apps - n anx Service Plugin | Properties

E4ll Dashboard Client Apps

= Al services (2 search (ctri+n) | « b add () Refresh 7 fiter L Export Calumns ‘p Search (Ctrl+/) ‘ «

* . ) )
FAVORITES I &2 Android apps I Filters applied: Platform, App type @ overview App information Edit

Ei Devices
|f’ Knox Service Plugin -
e o
el Name

. T Type T Description
Endpoint securif I 11 Properties I
5 ol I Knox Service Plugin Managed Google Play store app £ Publisher
@ Reports Monitor Appstore URL
:. Users
b Device install status Logo
A& Groups =

) Lo User install status
_'} Tenant administration

4 Troubleshooting + support

Available licenses

Total licenses

Scope tags Edit

Default

Assignments Edit

Knox Service Plugin

For enterprise IT Admins to setup Knox policies on Samsung mebile devices.

Samsung Electronics Co., Ltd.

https://play.google.com/store/apps/details?
id=com.samsung.android.knox kpushl=G8

%= Knox
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Deploy the Knox Service Plugin app to the devices

* Under Required, Select Add group
* Add an assignment group

» Select Review + save

» Select Save

Edit application

Managed Google Play store app

Assignments  Review + save

Required &

Group mode

@ Included

+ Add groupf® + Add all users @ + Add all devices @

Available for enrolled devices ©

Group mode

Mo assignments
+ Add group @ + Add all users @

Available with or without enrollment ©

Group mode

No assignments
+ Add group @ + Add all users &

Uninstall ©

Group mode

No assignments

+ Add group @ + Add all users @ + Add all devices @

Review + save Cancel

Group

SG-AndroidE-Test-JK

Group

Edit application

Managed Google Play store app

Assignments Review + save

Summary

Assignments

Group mode

" Required

@ Included
Awvailable for enrolled devices
Awvailable with or without enrollment

Uninstall

(=

Group

SG-Androide-Test-1K

%= Knox
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Create an Android Enterprise OEMConfig profile S Knox

« Select Devices

« Select Configuration profiles

« Select Create profile

« For Platform, select Android Enterprise
« For Profile type, select OEMConfig

« Select Create

<4 Create a profile X
ome -
a on profiles
Home H H
0) Devices | Overview —
- ) Refresh & Fi
21 Dashboard Columns () Refresh & Export 7 Filter ‘ “Android Enterprise — ‘
All services |;7 search (Ctrl+/) | « Search by name profile type
% FAVORITES Profile name 4. Platform Ty Profile type \ OEMCenfig hd \
O Cverview
r_i COMP Android Enterprise Device restrictions
Devices
B Al devices Demos - Device Restricition Android Enterprise Device restrictions
Apps H Monitor Demo5 - KSP Android Enterprise OEMConfig
W endpoint security Demos - KSP - Airbus Key Mapping Andrid Enterprise OEMCanfig
By platform
G2 Reports Demos - KSP - Separated Apps Android Enterprise OEMCanfig
Windows Disable Blustoath Andraid Enterprise Device restrictions
b Users
E ‘Osﬂpaclcs Disable Bluetooth Android device administ. Device restrictions
& Groups o o5 DM Android Enterprise Device restrictions
mac
& Tenant administration DM KSP Android Enterprise OEMConfig
B Android
O‘< TI'DUhlEShDOtng + SUDDOI’t Intune KSP Android Enterprise OEMConfig
Device enrallment Kiesk Config Android Enterprise Device restrictions
T KIOSK MODE Android Enterprise Device restrictions
Enroll devices
Kksp Android Enterprise OEMCanfig
Policy KSP - KAl Auto enroll Android Enterprise OEMCanfig
KSPKK Android Enterprise OEMCanfig
Compliance policies
KSP_KK2 Android Enterprise OEMConfig
O Conditional access
KSP_PO Android Enterprise OEMConfig
I [ Configuration profiles I NVR - KSP Android Enterprise OEMConfig
M Scripts NVR - Restrictions Android Enterprise Device restrictions
- NvR - VPN Android Ent VPN
[& Group Policy analytics narei Enterprise
(preview) passcade Android device administ... Device restrictions
B2 windows 10 update rings PTT demo- sameer Android Enterprise OEMCanfig

16 % Secured by Knox



Create an Android Enterprise OEMConfig profile < Knox
« Enter a profile Name
« Select an OEMConfig app
« Select the Knox Service Plugin
« Select
Create profile -
* Next Sy et 9

r y App Name Publisher
Name* © IKSP /|I I nox Service Plugin Samsung Electronics Co., LiG I

Description (@ KSP Beta KSP OEMCanfig

Zebra OEMConfig powered by .. Zebra Technologies

OEMConfig app *

Selected app:

17 % Secured by Knox



Create an Android Enterprise OEMConfig profile

» Enter a Profile name
» For Device-wide policies, select Configure

» For Enable device policy controls, select True
» Select Configure next to Application management policies

Create profile
OEMConfig

o Basics o Configuration settings

Configure settings with

Settings Plocate

Knox Service Plugin

Configuration designer

Knox Service Plugin

For enterprise IT Admins to setup Knox policies on Samsung maobile devices.

Profile name

KPE Premium or Knox Suite License key

Debug Mode

Separated Apps policies

Deavice-wide policies (Selectively
applicable to Fully Manage Device (DQ)
or Work Profile-on company owned
devices (WP-C) mode as noted)

Work profile pelicies (Profile Owner}

DeX customization profile (Fremium)

Device and Settings customization profile

I KSP Profile I

| ftrue false )
\ /

Configure

Configure

Configure

Configure

Clear

@ zasics @ Configuration settings

Configure settings with

Settings Plocate

~[E Knox Service Plugin

Device-wide policies
(Selectively
applicable to Fully
Manage Device
(DO} or Work

%= Knox

Configuration designer

Device-wide policies (Selectively applicable to Fully Manage Device {DO) or Work
Profile-on company owned devices (WP-C) mode as noted)

A global group of policies and restrictions that are applicable to all users of the device,
This list includes items that impact all users on the device, whether they fall under

personal or work profiles, Availability: Knox 3.0 and above,

Profile-on company
owned devices (WP-
C) mode as noted)

Enable device policy controls

DeX policy

VPN policy (Premium)

Firewall and Proxy policy

Call and Messaging control

Device Restrictions

Advanced Restriction policies (Premium)

Firmware update (FOTA) policy

Device Settings (Premium)

Password Policy

Application management policies

Device Admin allowlisting

fale ) Clear

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

18
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Create an Android Enterprise OEMConfig profile

For Enable application management controls, select true

For Package Name for Auto-Launch, enter: com.samsung.android.knox.dai

Select Next

Create profile
OEMConfig

Settings Plocate
Application management pol
pofpo fig
Enable applic gem Clear
e optir
No I
App update controls Configure
Allow US8 Devices for default access by (tue ke
Application (Configure profiles below)
Applicstion Allowlist by Pkg Name
Applicstion Blocklist by Pkg Name
Applicstion Allowlist by Signsture used
Applicstion Blocklist by Signature used
Dissble Appl .
on
Force Stop B
llowed Li
1 Elo
Clear

%= Knox
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Create an Android Enterprise OEMConfig profile

» Scope tags are optional, select Next
» Select Add groups and select your desired assignment group

* Select Next
* Select Create

Create profile
OEMConfig

O Basics

Scope tags

(] Configuration settings

Scope tags

Default

+ Select scope tags

9

Create profile
OEMConfig

Q casic @ Configuration settings (] Scope tags

Included groups

rcl+ Add groups ':;-' Add all users —+ Add all devices

|

Groups

5G-AndroidE-Test-JK

Excluded groups

[ 4] Assignments Review + create

Remaove

o When excluding groups, you cannet mix user and device groups across indude and exclude. Click here to leam more.

f Add groups
Groups

Mo groups selected

Create profile
OEMConfig

@ Basics

Summary

Basics

Name
Description
OEMConfig app

Configuration settings

Profile name

Device-wide policies (Selectively
applicable to Fully Manage Device
(DO) or Work Profile-on company
owned devices (WP-C) mode as
noted)

Enable device policy controls
Application management policies

Enable application management
controls

Package Mame for Aute-Launch
Scope tags
Default

Assignments

Included groups
Excluded groups

@ o nfiguration settings

9 Scope tags 0 Assignments

K5P

Knox Service Plugin

KSP Profile

true

true

com.samsung.android knox.dai

SG-AndroidE-Test-JK

™ KNnox

O Review + create

20

% Secured by Knox



Check the devices have enrolled

« Open Knox Asset Intelligence
e Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)

21
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KAI enroliment

%= Knox

* Once the KAI app has been deployed with the Android Enterprise permission profile, the end user will

see the below steps.

A Rl 59% @

Knox Asset Intelligence

A

Allow Knox Asset Intelligence to change
default settings?

Allow

Deny

Location can be accessed
Your IT admin is allowing Knox Asset Intellig..

Q Settings N 2l 39% =

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected

according to your IT administrator’s policy.

The collection of device data is one of the
purposes of your IT administrator, who is
responsible for all related matters.
SAMSUNG is not responsible for any and
all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as
EMM.

Please contact your IT administrator for
any Knox Asset Intelligence service
related problems.

For more information, please visit
www.samsungknox.com/kai.

Getting ready...

—_—

N

N
- (9 “Rnox-As!

Enrolment complete
Your phone has been enrolled.

H =06

Galaxy Store Gallery Play Store Google

0 ®® ©

I @] <
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Document Information = Knox

This is version 1.1 of this document.
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S Knox

Thank you!




