


Agenda % Knox

Add the Knox Asset Intelligence app to Citrix Endpoint Management
Deploy the KAl agent to the devices

Add the Knox Service Plugin app to Citrix Endpoint Management

Deploy the Knox Service Plugin app to the devices

Create an App Permission policy

Create a Managed Configuration policy using the Knox Service Plugin app
Check the KAI console to see if devices have successfully enrolled
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Add the Knox Asset Intelligence app to Citrix Endpoint Management

« Within the console,
select Configure

» Select Apps
« Select Add

» Select Public App Store

%= Knox

citrix | Endpoint Management

Configura Manitor

»  Apps

Use the MAM SDK to prepare an app for

T a Q
Category i

licoan App Mamig Typa

A'Weh addres= fLIRLY to a public or private ite or to a We'h app that doezn't
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Add the Knox Asset Intelligence app to Citrix Endpoint Management <= Knox

 Enter a name
* In the side menu, select only Android Enterprise
» Select Next

Public App Store

1 App Information

2 Platform Select All App Information

iPhone

iPad

Android (legacy DA)

n Android Enterprize

Windows Desktop/Tablet
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Add the Knox Asset Intelligence app to Citrix Endpoint Management

%= Knox

Search for and select the Knox Asset Intelligence app
Select Approve
Select Next

Managed Google Play
Type an app name o keyword in the field

' Google Play Knox Asset Intel

Private Ann Details

Knox Asset Intelligence

Samsung Electronics Co., Ltd. *hkhkkd 238

EH PEGI3

Koo Asset Intelligence provites asset visiility for Samiung deviess

Product track

Y,

nnnnnnnnn

& This app offers managed configuration

© This app is only available in certain countries

Knox Assat Ini Samsung Knox Knoy
Samsung Electror Samsung EMM [ Sams

L —————

L B B LR
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Deploy the KAI agent to the devices S Knox

« Approvals is optional, select Next
* Choose a Delivery Group
» Select Save

Delivery Group Assignments (optional)
Assiam this 800 10,608 OF Mmesre dalivary ETOUL

Chocse delivery groups VD I Q
AllUsers

Approvals (optional)
Apply an existing workfiow or create 8 new workfiow to reguine approval before allowing users to access the apy
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Add the Knox Service Plugin app to Citrix Endpoint Management

« Within the console,
select Configure

» Select Apps
« Select Add

» Select Public App Store

%= Knox

citrix | Endpoint Management

Analyze Manage Configure Manitor
I-I :
n Appﬁ
Use the MAM SDK to prepare an app for
Appeal I t
e s =
Category i
licoan App Mamig Typa

A'Weh addres= fLIRLY to a public or private ite or to a We'h app that doezn't
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Add the Knox Service Plugin app to Citrix Endpoint Management & Knox

 Enter a name
* In the side menu, select only Android Enterprise
» Select Next

Public App Store

Managed Google Play
1 App Information B

2 Platform Select All
iPhone
iPad
Android (legacy DA)

m Android Enterprise

Windows Desktop/Tablet

1
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Add the Knox Service Plugin app to Citrix Endpoint Management & Knox

Search for and select the Knox Asset Intelligence app
» Select Approve

 Select Next

Add Google Play App

' Google Play Knox Service Plugin n |

Apps

q Y, Knox Service Plugin

Samsung Electronics Co., Ltd.

E PEGI3

Knox Service Plu

Knox Deploymen Samsung Knox v Kno
Samsung Electronics

Samsung Electronic=s Samsung EMM Deve

Sam
LA B & ]

& This app offers managed configuration
ok ok ok * ok * *

© This app is only available in certain countries

*» Deployment Rules
» Store Configuration
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Deploy the Knox Service Plugin app to the devices % Knox
« Approvals is optional, select Next

* Choose a Delivery Group
» Select Save

Delivery Group Assignments (optional)

Approvals (optional)
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Create an App Permission policy S Knox

« Select Configure

« Select Device Policies

« Select Android Enterprise
« Select App Permissions

CilriX Endpoint Management

Policy Platform Claa A Add a New Policy e tit
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Create an App Permission policy S Knox

« Enter a Policy Name
« Select Next

= cilrx | Endpoint Management

Analyze Manage Configure Manitor

Device Policies

App Permissions Policy Information

ﬂ Android Enterprise
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Create an App Permission policy S Knox

* For each policy,
set the Status to Grant
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Create an App Permission policy S Knox

 Select Save

App Permissions

b Deployment schedule
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Create an App Permission policy S Knox

 Select Save

App Permissions

b Deployment schedule
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Create a Managed Configuration policy using the Knox Service Plugin app

Select Configure

Select Device Policies

Select Android Enterprise

Select Managed Configurations

For Platform, select Android Enterprise
For Application, select Knox Service Plugin

Select OK

Endpoint Managamen

Policy Platform Claar All

Bir i Jagncy DA l

Add a New Policy  Hde it

Palicies most often usad

Apps

Select Application

Platform

Android Enterprise

Application

Knox Service Plugin

%= Knox
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Create a Managed Configuration policy using the Knox Service Plugin app < Knox

» Turn on Enable device policy controls
» For Application management policies, select view restrictions
« Select Add

Enabile device policy controls
Advanced Restnchon pabcms {Premiurm)
Applcation management policies

Audit Log (Premium)

Application management policies

Call and Messaging control

Certificate management palicies (Premium) view restrictions B

Clhent Cortificate management (CCM) policies (Premium| view restrichions Configuration

Click "Add’ to add new Configuration
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Create a Managed Configuration policy using the Knox Service Plugin app < Knox

» For Package Name, enter: com.samsung.android.knox.dai
» Select Save

Dizable Applicatio...
Force Stop Blockli...

Widget Allowed List

Widget Blocked List
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Create a Managed Configuration policy using the Knox Service Plugin app

* Choose a delivery group
» Select Save

Managed Configurations

Chocsa delivery groups

» Deployment schedule

%= Knox
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Check the devices have enrolled

« Open Knox Asset Intelligence
* Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SAMSUNG
Knox Admin Portal

|l Knox Asset Intelligence

Dashbaoard

Metwork

Apps

Battery
Devices
Licenses
Resellers
Administrators & Roles
Activity log

Device debug Log

|1 Knox Mobile Enrollment

(s Kpox E-FOTA

171 Knox Configure

¢34y Knox Manage

Devices

Before enrolling, check the sup . Toenrall your devices, install Kno

DEVICES (2} GROUPS (0]

UPLOADS (4) BULK ACTIONS

Status:Active, Inactive

[0 DEVICEID

O

Ungrowpad

DEVICE GROUP v

¥ Asset Intelligence app from Google Play Stare, EMM policy ar

MODEL +

EM-GISEFN/D

# Enrolled I

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS +

Consuming (60%)
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KAI enroliment %= Knox

» Once the KAI app has been deployed with the Android Enterprise permission profile, the end user will
see the below steps.

Q Settings N =l 39% . @ Settings N Tl 39%

Location can be accessed Location can be accessed

Your IT admin is allowing Knox Asset Intellig.. Your IT admin is allowing Knox Asset Intellig..

Enrolment complete
l Your phone has been enrolled.

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
according to your IT administrator’s policy.

The collection of device data is one of the
purposes of your IT administrator, who is
responsible for all related matters.

SAMSUNG is not responsible for any and
all collections of device data including but
not limited to related matters from such

. delivery of data to any 3rd party such
Knox Asset Intelligence oAy S pary susiEe

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service
related problems.

For more information, please visit

www.samsungknox.com/kai.

Galaxy Store Gallery Play Store

Getting ready...
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Document Information %= Knox

This is version 1.1 of this document.
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S Knox

Thank you!




