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Agenda
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1. Add the Knox Asset Intelligence app to Citrix Endpoint Management

2. Deploy the KAI agent to the devices

3. Add the Knox Service Plugin app to Citrix Endpoint Management

4. Deploy the Knox Service Plugin app to the devices

5. Create an App Permission policy

6. Create a Managed Configuration policy using the Knox Service Plugin app

7. Check the KAI console to see if devices have successfully enrolled 
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Add the Knox Asset Intelligence app to Citrix Endpoint Management

• Within the console, 

select Configure

• Select Apps

• Select Add

• Select Public App Store
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Add the Knox Asset Intelligence app to Citrix Endpoint Management

• Enter a name

• In the side menu, select only Android Enterprise

• Select Next
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Add the Knox Asset Intelligence app to Citrix Endpoint Management

• Search for and select the Knox Asset Intelligence app

• Select Approve

• Select Next
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Deploy the KAI agent to the devices

• Approvals is optional, select Next

• Choose a Delivery Group

• Select Save
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Add the Knox Service Plugin app to Citrix Endpoint Management

• Within the console, 

select Configure

• Select Apps

• Select Add

• Select Public App Store
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Add the Knox Service Plugin app to Citrix Endpoint Management

• Enter a name

• In the side menu, select only Android Enterprise

• Select Next
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Add the Knox Service Plugin app to Citrix Endpoint Management

• Search for and select the Knox Asset Intelligence app

• Select Approve

• Select Next
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Deploy the Knox Service Plugin app to the devices

• Approvals is optional, select Next

• Choose a Delivery Group

• Select Save
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Create an App Permission policy

• Select Configure

• Select Device Policies

• Select Android Enterprise

• Select App Permissions
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Create an App Permission policy

• Enter a Policy Name

• Select Next



13

Create an App Permission policy

• For each policy, 

set the Status to Grant
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Create an App Permission policy

• Select Save
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Create an App Permission policy

• Select Save
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Create a Managed Configuration policy using the Knox Service Plugin app

• Select Configure

• Select Device Policies

• Select Android Enterprise

• Select Managed Configurations

• For Platform, select Android Enterprise

• For Application, select Knox Service Plugin

• Select OK
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Create a Managed Configuration policy using the Knox Service Plugin app

• Turn on Enable device policy controls

• For Application management policies, select view restrictions

• Select Add
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Create a Managed Configuration policy using the Knox Service Plugin app

• For Package Name, enter: com.samsung.android.knox.dai

• Select Save
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Create a Managed Configuration policy using the Knox Service Plugin app

• Choose a delivery group

• Select Save
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• Open Knox Asset Intelligence

• Select the Devices tab

• Check the Status of the devices are now marked as Enrolled

Check the devices have enrolled
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• Once the KAI app has been deployed with the Android Enterprise permission profile, the end user will 

see the below steps.

KAI enrollment
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Document Information

This is version 1.1 of this document.



Thank you!


