


Agenda 2 Knox

1. Add the Knox Asset Intelligence app to BlackBerry UEM
2. Add the Knox Service Plugin app to BlackBerry UEM
3. Check the KAI console to see if devices have successfully enrolled
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Add the Knox Asset Intelligence app to BlackBerry UEM & Knox

» Select Apps
» Select the add an app button next to the search bar
» Select Google Play

WMultiple selection on Search Q EE:+ 1
Dashboard Q
FILTERS No filters selected
Users > App type 5
O & Appname Vendor _— —_
os > (o
Groups > O & o Accellion-i0S-Native
Category > BlackBemy Dynamics app
Policies and profiles > i ; , .
‘ pre App rating ’ O & activationPassword BlackBerry World App Store Google Play Windows Store
BlackBemry Dy ic:
Apps that require review > R LA e
activationPasswordBeta
O G ElackBemy Dynamics app
roups O & Allows CellularAccessGDTest
'/ Dynamic L]
Personal apps ElackBemy Dynamics app o *
i0S icenses -
i0S app licenses O & Analytics Test —d
Android app 5 ElackBemry Dynamics app —
Resfricted apps - Internal apps (.bar, nternal BlackBerry Enterprise |dentity App shoricut
O & » [ZEY A Aopian for BlackBerry Appian Corp ipa, .apk, xap, .appx) Dynamics app
Audit and logging g lackemy Lynamics app entitlements
- AppKinetics
a“ Setlings » O & E EBlackBerry Dynamics app
’ \
O & ' Apple
e

ElackBermy Dynamics app
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Add the Knox Asset Intelligence app to BlackBerry UEM

« Search for and select the Knox Asset Intelligence app
» Select Approve

Add Android apps

' Google Play knox asset intelligence m

>3
Private 4.0+ * New

Apps
4 % ) Q
Knox Asset Inte Knox Finder for Samsung Knox Iy Knox Service Plu Knox Deploymen
Samsung Electronics Samsung Electronics Samsung EMM Deve Samsung Electronics Samsung Electronics
* ok *okok A *ok kR

%= Knox

Knox Asset Intelligence

Samsung Electronics Co., Ltd.

H PEGI3

@ This app is only available in certain countries
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Add the Knox Asset Intelligence app to BlackBerry UEM & Knox

» Select Approve
» Select Keep approved when app requests new permissions
» Select Done

Approval Settings Notifications

@ Knox Asset Intelligence
Samsung Electronics Co., Ltd.

How would you like to handle new app permission requests?

Knox Asset X
Intelligence

Samsung Electronics Co., Ltd.

Showing permissions for all versions of this app

This app has access to:

¥0) Device & app history

« retrieve system internal state

. read sensitive log data @ Keep approved when app requests new permissions.

lUsers will be able to install the updated app.
Q@ Location

« approximate location (network-based)

O Revoke app approval when this app requests new permissions.
= precise location (GPS and network-based)

App will be removed from the store until it is reapproved.

Updates to Knox Asset Intelligence may automatically add additional

capabilities within each group. Learn more
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Add the Knox Asset Intelligence app to BlackBerry UEM

=
m
@
B

[

» Navigate back to Apps

» Search for Knox Asset Intelligence

» Select the Knox Asset Intelligence app
» Select Set app permissions

H Multiple selection on

I Knox Asset Intelligence Q I

Na filters selected

Dashboard

Users

App type » O & Apename
Groups o8 ’ Knox Asset Intelligence
Category » ] | 'v’\ers'i\c:m{D 294
Policies and profiles > App rating »
Apps that require review »

lestricted apps

Audit and logging

Y
Settings

Q

Vendor

Samsung Electronics Co.,..

E Knox Asset Intelligence
0 revisws

Settings 0 reviews Assigned to 2 users

Google Play &

Version 1.0.29.4
By Samsung Electronics Co

App package 1D
COMm.Samsun g.android knox.dai

Screenshots (Up to 8)

Add

All Android devices H

Assigned to 0 groups

%= Knox

E}
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Add the Knox Asset Intelligence app to BlackBerry UEM

» For each permission, select Grant
» Select Save
« Select the assigned to tab

Knox Asset Intelligence

App permissions

Apps built with Android SDK 23 or later request access for each permission. For each permission, you can either grant the
permission, deny the permission, or rely on the permission policy.

precise location (GPS and network-based)
® Grant

O Deny
O Use app permission policy

directly call phone numbers
Grant

O Deny
O Use app permission policy

approximate location (network-based)
Grant

O Deny
O Use app permission policy

read the contents of your USB storage
Grant

O Deny
O Use app permission policy

read phone status and identity
Grant

O Deny
Ouse app permission policy

modify or delete the contents of your USB storage
Grant

O Deny
O Use app permission policy

e

Knox Asset Intelligence

0 reviews

m 0 reviews Assigned to 2 users

Google Play ©

Version 1.0.29.4
B_y_.r Samsung Electronics Co.
&

App package ID
com.samsung.android. knox.dai

App description

Screenshots (Up to 8)
Add

Runtime app permissions

Set app permissions

Assigned to 0 groups

%= Knox

Eb
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Add the Knox Asset Intelligence app to BlackBerry UEM & Knox

» Select the assigned to users tab
» Select Settings
« Scroll down and select Save

Runtime app permissions

El

JOJ Knox Asset Intelligence
_ 0 reviews Set app permissions

Send to

Settings 0 reviews Assigned to 2 users Assigned to 0 groups Al Android devices H

Automatically update app on Android Enterprise devices when update available

Assigned to 2 users | 0 of 1 installed on android devices
Category

Search Q 2 '
App rating and review

1102 0f2 Public mode H

[m] Feedback Name a Device Assignment Status
This app will be removed from the device when the device is removed from BlackBerry UEM.
(] SamsungEuro1 2 user Not supported
I SamsungTesterd Galaxy A20/Galaxy Wide 4 X User Not installed I “
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Add the Knox Service Plugin app to BlackBerry UEM S Knox

» Select Apps
» Select the add an app button next to the search bar
» Select Google Play

WMultiple selection on Search Q EE:+ 1
Dashboard Q
FILTERS No filters selected
Users > App type 5
O & Appname Vendor _— —_
os > (o
Groups > O & o Accellion-i0S-Native
Category > BlackBemy Dynamics app
Policies and profiles > i ; , .
‘ pre App rating ’ O & activationPassword BlackBerry World App Store Google Play Windows Store
BlackBemry Dy ic:
Apps that require review > R LA e
activationPasswordBeta
O G ElackBemy Dynamics app
roups O & Allows CellularAccessGDTest
'/ Dynamic L]
Personal apps ElackBemy Dynamics app o *
i0S icenses -
i0S app licenses O & Analytics Test —d
Android app 5 ElackBemry Dynamics app —
Resfricted apps - Internal apps (.bar, nternal BlackBerry Enterprise |dentity App shoricut
O & » [ZEY A Aopian for BlackBerry Appian Corp ipa, .apk, xap, .appx) Dynamics app
Audit and logging g lackemy Lynamics app entitlements
- AppKinetics
a“ Setlings » O & E EBlackBerry Dynamics app
’ \
O & ' Apple
e

ElackBermy Dynamics app
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Add the Knox Service Plugin app to BlackBerry UEM S Knox

« Search for and select the Knox Service Plugin
« Select Approve
« Select Approve

. Google Play | knox service plugin ii

Knox Service Plugin

Samsung Electronics Co., Ltd. ok kA 270 &
E PEGI3

&, This app offers managed configuration

Private @ This app is only available in certain countries

Knox Service
Plugin
o’ Samsung Electronics Co., Ltd
Showing permissions for all versions of this app
This app has access to:
Y Photos/Media/Files

+ read the contents of your USB storage
= modify or delete the contents of your USB storage

Apps

Knox Service Flu Samsung Knox [\ Knox Deploymen = o
Samsung Electronics Samsung EMM Deve Samsung Electronics + read the contents of your USB slorage
= modify or delete the contents of your USB storage
* ok kA LI LA =

Updates to Knox Service Plugin may automatically add additional
capabilities within each group. Learn more

Cancel Approve
[S——
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Add the Knox Service Plugin app to BlackBerry UEM

« Select Keep approved when app requests new permissions
« Select Done
« Navigate back to Apps

« Search for and select the Knox Service Plugin

Multiple selection on

Dashboard
Approval Settings Notifications oo IEEE 2 App type
—_— 0s
Groups >
. . Category
Knox Service Plugin
i Policies and profiles App rating
Samsung Electronics Co., Ltd.
ol Apps that require review
) o i2i  Apps
How would you like to handle new app permission requests?
A\ Apps
@ Keep approved when app requests new permissions. App groups
Users will be able to install the updated app. HEEETIEIE
i05 app licenses
O Revoke app approval when this app reguesis new permissions. Android app licenses

Restricted apps
App will be removed from the store until it is reapproved. ee ape

Audit and logging

Setlings

%= Knox

knox service plugin Q

No filters selected

O & Appname

O A Knox Service Plugin
Version 1.2.95 (21.07)

11
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Add the Knox Service Plugin app to BlackBerry UEM S Knox

« Select the + symbol next to App configuration
« Enter a name of your choice
« Scroll down and select Enable application management controls

Knox Service Plugin

0 reviews E Knox Service Plugin
1
0 reviews Assigned to 9 users Assigned to 0 groups Name *

|_Kf\__l‘Auto Launch |

Google Play &

Version 1.2.95 (21.07)

By Samsung Electronics Co. Specify the configuration settings to use for this app.
™

App package ID Profile name

com.samsung.android knox. kpu Knox DI’OﬂlB

App description
PS wi ESChat

Screenshots (Up to 8)
Add

Battery optimization allowlist

Runtime app permissions

Set app permissions

Send to
H Motifications allowlizt

All Android devices

Automatically update app on Android Enterprise devices when update available

App configuration

Name Ranking b ﬁ-pp Up‘dﬂtﬂ controls
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Add the Knox Service Plugin app to BlackBerry UEM S Knox

« Scroll down to Package Name for Auto-Launch
« Enter: com.samsung.android.knox.dai

Dizable Application without user interaction
Force Stop Blocklist
Widget Allowed List

Widget Blocked List

Package Name for Auto-Launch

com.samsung.android knox.da

v Device Admin allowlisting

O Enable device admin controls

Allowlisted DAs

¥ Device customization controls (Premium)

O Enable device customization

¥ Device Controls
w APN Setting Policy

[0 Enable APN settings policy control
Name of APN Configuration to add or update
APN_1

Allow user to change APN Settings

w NFC Policy
O Enable NFC policy controls

Tumn on NFC

Allow user to change NFC state
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Add the Knox Service Plugin app to BlackBerry UEM

» Select Settings
« Select Save

Knox Service Plugin

0 reviews

1
E 0 reviews Assigned to 9 users

Google Play ©

Version 1.2.95 (21.07)
By Samsung Electronics Co.

.
.

App package ID
com samsung.android. knox kpu

Assigned to 0 groups

RCP Data Sync profile Configurations (Premium)

Add another RCP Data Sync profile Configuration

Allowed apps for reading private keys Configurations (Premium)

Add another Allowed apps for reading private keys Configurations (Premium)
Allowed USE devices for Applications Configurations

Add another Allowed USB devices for Applications Configuration
Advanced Wi-Fi Configurations [Premium)

Add another Advanced Wi-Fi Configuration

Device Key Mapping to Launch application Configurations

Add another Device Key Mapping to Launch application Configuration
Device Account Policy Configurations

Add another Device Account Policy Configuration

Wi-Fi Configurations

Add another Wi-Fi Configuration

Peripheral Configuration

Add another Peripheral profile

%= Knox
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Check the devices have enrolled

« Open Knox Asset Intelligence
e Select the Devices tab
 Check the Status of the devices are now marked as Enrolled

SNMSUNG
Knix Adrmin Portal

|l Knox Asset Intelligence

Devices
[Cashboard

Metwork
Apps
Battery

Devices

Licenses Status:Active, Inactive
Resellers

Administrators & Roles
. [0 DEVICEID DEVICE GROUP + MODEL +
Activi I‘h«' lc-;

Device debug Log

[m]

Ungrouped SM-GZIEFN/DS

|1 Knox Mobile Enrollment  ~

{1+ Knox EFOTA

17 Knox Configure

¥y Knox Manage

Before enralling, check the sup) . Toenrall your devices, install Knox Asset Intelligence app from Google Play Stare, EMM policy ar .8

PERMISSIONS

Lacat

on

%= Knox

BATTERY STATUS v

Consuming {50%)

15

% Secured by Knox



KAI enroliment %= Knox

« Once the KAI app has been deployed with the Android Enterprise permission profile, the end user will
see the below steps.

Q Settings Af Rl 39% = Q Settings Nl 39% =

Location can be accessed . Location can be accessed . Enrolment complete
Your IT admin is allowing Knox Asset Intellig.. Your IT admin is allowing Knox Asset Intellig.. l Your phone has been enrolled.

Disclaimer

Knox Asset Intelligence is a data-driven
asset intelligence service to manage your
mobile device based on an actual usage
data pattern service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your mobile
device, the device data will be collected
according to your IT administrator’s policy.

The collection of device data is one of the
purposes of your IT administrator, who is
responsible for all related matters.

SAMSUNG is not responsible for any and
all collections of device data including but
not limited to related matters from such
delivery of data to any 3rd party such as

Knox Asset Intelligence EMM.

Tap for weather info

Please contact your IT administrator for
any Knox Asset Intelligence service

related problems.
For more information, please visit ‘ *
www.samsungknox.com/kai. y—

Galaxy Store Gallery Play Store

Getting ready...

(. @ @
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Document Information = Knox

This is version 1.1 of this document.

17 % Secured by Knox



S Knox

Thank you!




